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The parties are sign ing th is Agreement on the date stated in the introductory clause. 

Carahsoft Technology Corporation 

4 Natat/e uM~ 
Natalie LeMay (Nov 22, 2023 12:6 EST) 
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Natalie LeMay SLG Contracts Manager 

Carahsoft Technology Corp. 
7 18524 Office Park Drive 

Gaithersburg MD 20886 
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For accounting use only: 

Org No. : 45104514 
Account No. : 8500 
Fund No.: 001 O 
Subclass No. : 11000 

COUNTY OF FRESNO 

he Board of 
unty of Fresno 

Attest: 
Bernice E. Seidel 
Clerk of the Board of Supervisors 
County of Fresno, State of California 

By: ~ 
Deputy 
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Self-Dealing Transaction Disclosure Form

-dealing transactions 
that they are a party to while providing goods, performing services, or both for the County. A 
self-dealing transaction is defined below:  

-dealing transaction means a transaction to which the corporation is a party and in 
which one or more of its directors has a material financial interest.  

The definition above will be used for purposes of completing this disclosure form. 

Instructions 

(1) 
made. 

(2)  

(3) Describe in detail the nature of the self-dealing transaction that is being disclosed to the 
County. At a minimum, include a description of the following: 

a. The name of the agency/company with which the corporation has the transaction; 
and 

b. The nature of the material fi
the board member has.  

(4) Describe in detail why the self-dealing transaction is appropriate based on applicable 
provisions of the Corporations Code.  

The form must be signed by the board member that is involved in the self-dealing 
transaction described in Sections (3) and (4). 
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(1) Company Board Member Information: 

Name:  Date:   

Job Title:    

(2) Company/Agency Name and Address: 

 

(3) Disclosure (Please describe the nature of the self-dealing transaction you are a 
party to)  

 

(4) Explain why this self-dealing transaction is consistent with the requirements of 
Corporations Code § 5233 (a) 

 

(5) Authorized Signature 

Signature:  Date:  
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Insurance Requirements

1. Required Policies 

parties, Contractor, at its sole expense, shall maintain in full force and effect the following 
insurance policies throughout the term of this Agreement. 

(A) Commercial General Liability. Commercial general liability insurance with limits of not 
less than One Million Dollars ($1,000,000) per occurrence and an annual aggregate of 
Two Million Dollars ($2,000,000). This policy must be issued on a per occurrence basis. 
Coverage must include products, completed operations, property damage, bodily injury, 
personal injury, and advertising injury. The Contractor shall obtain an endorsement to 
this policy naming the County of Fresno, its officers, agents, employees, and volunteers, 
individually and collectively, as additional insureds, but only insofar as the operations 
under this Agreement are concerned. Such coverage for additional insureds will apply as 
primary insurance and any other insurance, or self-insurance, maintained by the County 

policy. 

(B) Automobile Liability. Automobile liability insurance with limits of not less than One 
Million Dollars ($1,000,000) per occurrence for bodily injury and for property damages. 
Coverage must include any auto used in connection with this Agreement. 

(C) Workers Compensation. Workers compensation insurance as required by the laws of 
the State of California with statutory limits. 

(D)  
Million Dollars ($1,000,000) per occurrence for bodily injury and for disease. 

(E) Technology Professional Liability (Errors and Omissions). Technology professional 
liability (errors and omissions) insurance with limits of not less than Two Million Dollars 
($2,000,000) per occurrence and in the aggregate. Coverage must encompass all of the 

including but not limited to claims 
involving Cyber Risks. 

(F) Cyber Liability. Cyber liability insurance with limits of not less than Two Million Dollars 
($2,000,000) per occurrence. Coverage must include claims involving Cyber Risks. The 
cyber liability policy must be endorsed to cover the full replacement value of damage to, 
alteration of, loss of, or destruction of intangible property (including but not limited to 
information or data) that is in the care, custody, or control of the Contractor. 

Definition of Cyber Risks.  Security 
Breach, which may include Disclosure of Personal Information to an Unauthorized Third 
Party; (ii) data breach; (iii obligations under Exhibit  H 
of this Agreement; (iv) system failure; (v) data recovery; (vi) failure to timely disclose 
data breach or Security Breach; (vii) failure to comply with privacy policy; (viii) payment 
card liabilities and costs; (ix) infringement of intellectual property, including but not 
limited to infringement of copyright, trademark, and trade dress; (x) invasion of privacy, 
including release of private information; (xi) information theft; (xii) damage to or 
destruction or alteration of electronic information; (xiii) cyber extortion; (xiv) extortion 
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related to obligations under this Agreement regarding electronic 
information, including Personal Information; (xv) fraudulent instruction; (xvi) funds 
transfer fraud; (xvii) telephone fraud; (xviii) network security; (xix) data breach response 
costs, including Security Breach response costs; (xx) regulatory fines and penalties 

information, including Personal Information; and (xxi) credit monitoring expenses. 
 

2. Additional Requirements 

(A) Verification of Coverage. Within 30 days after the Contractor signs this Agreement, 
and at any time during the term of this Agreement as requested by the 
Manager or the County Administrative Office, the Contractor shall deliver, or cause its 
broker or producer to deliver, to the County Risk Manager, at 2220 Tulare Street, 16th 
Floor, Fresno, California 93721, or HRRiskManagement@fresnocountyca.gov, and by 
mail or email to the person identified to receive notices under this Agreement, 
certificates of insurance and endorsements for all of the coverages required under this 
Agreement.  

(i) Each insurance certificate must state that: (1) the insurance coverage has been 
obtained and is in full force; (2) the County, its officers, agents, employees, and 
volunteers are not responsible for any premiums on the policy; and (3) the 
Contractor has waived its right to recover from the County, its officers, agents, 
employees, and volunteers any amounts paid under any insurance policy 
required by this Agreement and that waiver does not invalidate the insurance 
policy. 

(ii) The commercial general liability insurance certificate must also state, and include 
an endorsement, that the County of Fresno, its officers, agents, employees, and 
volunteers, individually and collectively, are additional insureds insofar as the 
operations under this Agreement are concerned. The commercial general liability 
insurance certificate must also state that the coverage shall apply as primary 
insurance and any other insurance, or self-insurance, maintained by the County 
shall be excess only and not contributing with insurance provided under the 

 

(iii) The automobile liability insurance certificate must state that the policy covers any 
auto used in connection with this Agreement. 

(iv) The technology professional liability insurance certificate must also state that 

including but not limited to claims involving Cyber Risks, as that term is defined in 
this Agreement. 

(v) The cyber liability insurance certificate must also state that it is endorsed, and 
include an endorsement, to cover the full replacement value of damage to, 
alteration of, loss of, or destruction of intangible property (including but not limited 
to information or data) that is in the care, custody, or control of the Contractor. 

(B) Acceptability of Insurers. All insurance policies required under this Agreement must be 
issued by admitted insurers licensed to do business in the State of California and 
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possessing at all times during the term of this Agreement an A.M. Best, Inc. rating of no 
less than A: VII. 

(C) Notice of Cancellation or Change. For each insurance policy required under this 
Agreement, the Contractor shall provide to the County, or ensure that the policy requires 
the insurer to provide to the County, written notice of any cancellation or change in the 
policy as required in this paragraph. For cancellation of the policy for nonpayment of 
premium, the Contractor shall, or shall cause the insurer to, provide written notice to the 
County not less than 10 days in advance of cancellation. For cancellation of the policy 
for any other reason, and for any other change to the policy, the Contractor shall, or shall 
cause the insurer to, provide written notice to the County not less than 30 days in 
advance of cancellation or change. The County in its sole discretion may determine that 
the failure of the Contractor or its insurer to timely provide a written notice required by 
this paragraph is a breach of this Agreement. 

(D)  If the Contractor has or obtains insurance 
with broader coverage, higher limits, or both, than what is required under this 
Agreement, then the County requires and is entitled to the broader coverage, higher 
limits, or both. To that end, the Contractor shall deliver, or cause its broker or producer 

all of the coverages that have such broader coverage, higher limits, or both, as required 
under this Agreement. 

(E) Waiver of Subrogation. The Contractor waives any right to recover from the County, its 
officers, agents, employees, and volunteers any amounts paid under the policy of 

by this Agreement. The Contractor is solely 
responsible to obtain any policy endorsement that may be necessary to accomplish that 
waiver, but 
whether or not the Contractor obtains such an endorsement. 

(F) Failure to Maintain. If the Contractor fails to keep 
in effect at all times any insurance coverage required under this Agreement, the County 
may, in addition to any other remedies it may have, suspend or terminate this 
Agreement upon the occurrence of that failure, or purchase such insurance coverage, 
and charge the cost of that coverage to the Contractor. The County may offset such 
charges against any amounts owed by the County to the Contractor under this 
Agreement. 

(G) Subcontractors.  The Contractor shall require and verify that all subcontractors used by 
the Contractor to provide services under this Agreement maintain insurance meeting all 
insurance requirements provided in this Agreement. This paragraph does not authorize 
the Contractor to provide services under this Agreement using subcontractors. 
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EXHIBIT “A”

PUBLIC WORKS AND PLANNING

Classification Category 

Accountant I / II 2 
Architect 1 
Building Inspector I / II 1 
Building Plans Engineer 1 
Chief Building Inspector 1 
Chief of Field Surveys 1 
Consultant * 
Deputy Director of Public Works 1 
Development Services & Capital Projects Manager 1 
Director of Public Works and Planning 1 
Disposal Site Supervisor 2 
Engineer I / II / III 1 
Field Survey Supervisor 3 
Financial Analyst I / II / III 1 
Housing Rehabilitation Specialist I / II 1 
Information Technology Analyst I / II / III / IV 2 
Landfill Operations Manager 1 
Planner I / II / III 1 
Planning and Resource Management Official 1 
Principal Accountant 1 
Principal Planner 1 
Principal Staff Analyst 1 
Public Works and Planning Business Manager 1 
Public Works and Planning Information Technology Manager 1 
Public Works Division Engineer 1 
Resources Division Manager 1 
Right-of-Way Agent II / III 1 
Road Maintenance & Operations Division Manager 1 
Road Maintenance Supervisor 1 
Road Superintendent 1 
Senior Accountant 2 
Senior Engineer 1 
Senior Engineering Technician 2 
Senior Information Technology Analyst 2 
Senior Planner 1 
Senior Staff Analyst 1 
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Classification Category

Staff Analyst I / II / III 1 
Supervising Accountant 1 
Supervising Architect 1 
Supervising Building Inspector 1 
Supervising Engineer 1 
Supervising Water/Wastewater Specialist 1 
Traffic Maintenance Supervisor 2 
Water & Natural Resources Manager 1 

* Consultants shall be included in the list of designated employees and shall disclose
pursuant to the broadest disclosure category in the code subject to the following
limitation: The Director of Public Works and Planning may determine in writing that a
particular consultant, although a “designated position”, is hired to perform a range of
duties that is limited in scope and thus is not required to fully comply with the
disclosure requirements in this section.  Such written determination shall include a
description of the consultant’s duties and, based upon that description, a statement of
the extent of disclosure requirements.  The Director of Public Works and Planning’s
determination is a public record and shall be retained for public inspection in the same
manner and location as this conflict of interest code.

Exhibit E

5



EXHIBIT “B”

PUBLIC WORKS AND PLANNING

1. Persons in this category shall disclose all reportable investments, interests in real
property, sources of income (including gifts), and business positions.  Financial
interests (other than gifts) are reportable only if located within or subject to the
jurisdiction of Fresno County, or if the business entity is doing business or planning to
do business in the jurisdiction, or has done business within the jurisdiction at any time
during the two years prior to the filing of the statement. Real property shall be deemed
to be within the jurisdiction of the County if the property or any part of it is located
within or not more than two miles outside the boundaries of the County (including its
incorporated cities) or within two miles of any land owned or used by the County.

2. Persons in this category shall disclose all reportable investments in, income from
(including gifts), and business positions with any business entity which, within the last
two years, has contracted or in the future foreseeably may contract with Fresno
County through its Public Works and Planning Department, Solid Waste Commissions
within the jurisdiction, or to any other joint powers agency which Fresno County is a
member to provide services, supplies, materials, machinery, or equipment to the
County.

3. Persons in this category shall disclose all interests in real property within the
jurisdiction of Fresno County.  Real Property shall be deemed to be within the
jurisdiction if the property or any part of it is located within or not more than two miles
outside the boundaries of Fresno County (including its incorporated cities) or within
two miles of any land owned or used by the County.
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COMPLETE THIS FORM TO DISCLOSE LOBBYING ACTIVITIES PURSUANT TO 31 U.S.C. 1352 

1. Type of Federal Action: 2. Status of Federal Action: 3. Report Type:

a. contract a. bid/offer/application a. initial
b. grant b. initial award b. material change
c. cooperative agreement c. post-award
d. loan For Material Change Only: 
e. loan guarantee year ____ quarter _________ 
f. loan insurance date of last report __________ 

4. Name and Address of Reporting Entity 5. If Reporting Entity in No. 4 is Subawardee,
Enter Name and Address of Prime:

Prime Subawardee 
Tier _______ , if known 

Congressional District, if known Congressional District, if known 

6. Federal Department/Agency: 7. Federal Program Name/Description:

CFDA Number, if applicable ____________________

8. Federal Action Number, if known: 9. Award Amount, if known:

10. Name and Address of Lobby Entity 11. Individuals Performing Services
(If individual, last name, first name, MI) (including address if different from No. 10)

(last name, first name, MI)

(attach Continuation Sheet(s) if necessary) 

12. Amount of Payment (check all that apply) 14. Type of Payment (check all that apply)

$ _____________ actual planned a. retainer
b. one-time fee

13. Form of Payment (check all that apply): c. commission
a. cash d. contingent fee
b. in-kind; specify: nature _______________ e deferred

Value _____________ f. other, specify _________________________

15. Brief Description of Services Performed or to be performed and Date(s) of Service, including
officer(s), employee(s), or member(s) contacted, for Payment Indicated in Item 12:

(attach Continuation Sheet(s) if necessary) 

16. Continuation Sheet(s) attached: Yes No 

17. Information requested through this form is authorized by Title
31 U.S.C. Section 1352. This disclosure of lobbying reliance
was placed by the tier above when his transaction was made or
entered into. This disclosure is required pursuant to 31 U.S.C.
1352. This information will be reported to Congress
semiannually and will be available for public inspection. Any
person who fails to file the required disclosure shall be subject
to a civil penalty of not less than $10,000 and not more than
$100,000 for each such failure.

Signature: ________________________________________ 

Print Name: _______________________________________ 

Title: ____________________________________________ 

Telephone No.: ____________________ Date:___________ 

Authorized for Local Reproduction 

Federal Use Only: Standard Form - LLL 

Standard Form LLL Rev. 04-28-06 

Distribution: Orig- Local Agency Project Files 
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Public reporting burden for this collection of information is estimated to average 30-minutes per response, including time for reviewing 
instruction, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of 
information. Send comments regarding the burden estimate or any other aspect of this collection of information, including suggestions for 
reducing this burden, to the Office of Management and Budget, Paperwork Reduction Project (0348-0046), Washington, D.C. 20503. SF-
LLL-Instructions  Rev. 06-04 
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DEBARMENT AND SUSPENSION CERTIFICATION TITLE 49, CODE

OF FEDERAL REGULATIONS, PART 29

The under penalty of perjury, certifies that, except as noted below, he/
she or any other person associated therewith in the capacity of owner, partner,
director, officer, and manager:

• Is not currently under suspension, debarment, voluntary exclusion, or
determination of ineligibility by any federal agency;

• Has not been suspended, debarred, voluntarily excluded or determined
ineligible by any federal agency within the past 3 years;

• Does not have a proposed debarment pending; and
• Has not been indicted, convicted, or had a civil judgment rendered against it by

a court of competent jurisdiction in any matter involving fraud or official
misconduct within the past 3 years.

If there are any exceptions to this certification, insert the exceptions in the following 
space. 

For any exception noted above, indicate below to whom it applies, initiating agency,
and dates of action.

Notes:

Providing false information may result in criminal prosecution or administrative 
sanctions.
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DATA SECURITY

A. Definitions.  

Capitalized terms used in this Exhibit H have the meanings set forth in this section A.  

means employees who have access to Personal 

Information.  

means: (i) any and all Authorized Employees; and (ii) any and all of the 

subcontractors, representatives, agents, outsourcers, and consultants, and providers of 

professional services to the Contractor, who have access to Personal Information and are bound by law or 

in writing by confidentiality obligations sufficient to protect Personal Information in accordance with the 

terms of this Exhibit H.  

means the Coun Director of Internal Services/Chief Information Officer or his or her 

designee.  

or any derivative of that word means to disclose, release, transfer, disseminate, or 

otherwise provide access to or communicate all or any part of any Personal Information orally, in writing, or 

by electronic or any other means to any person.  

means any natural person, corporation, partnership, limited liability company, firm, or 

association.  

means any and all information, including any data provided, or to which 

access is provided, to the Contractor by or upon the authorization of the County, including but not limited to 

vital records, that: (i) identifies, describes, or relates to, or is associated with, or is capable of being used to 

identify, describe, or relate to, or associate with, a person (including, without limitation, names, physical 

descriptions, signatures, addresses, telephone numbers, e-mail addresses, education, financial matters, 

employment history, and other unique identifiers, as well as statements made by or attributable to the 

person); (ii) is used or is capable of being used to authenticate a person (including, without limitation, 

employee identification numbers, government-issued identification numbers, passwords or personal 

identification numbers (PINs), financial account numbers, credit report information, answers to security 

questions, and other personal identifiers); or is personal information within the meaning of California Civil 

Code section 1798.3, subdivision (a), or 1798.80, subdivision (e). Personal Information does not include 
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publicly available information that is lawfully made available to the general public from federal, state, or local 

government records.  

means a complaint received by the County relating to the 

shall have sufficient detail to enable the Contractor to promptly investigate and take remedial action under 

this Exhibit H.  

means physical, technical, administrative or organizational security 

procedures and practices put in place by the Contractor (or any Authorized Persons) that relate to the 

protection of the security, confidentiality, value, or integrity of Personal Information. Security Safeguards 

shall satisfy the minimal requirements set forth in subsection C.(5) of this Exhibit H.  

means (i) any act or omission that compromises either the security, 

confidentiality, value, or integrity of any Personal Information or the Security Safeguards, or (ii) any 

unauthorized Use, Disclosure, or modification of, or any loss or destruction of, or any corruption of or 

damage to, any Personal Information.  

or any derivative thereof means to receive, acquire, collect, apply, manipulate, employ, 

process, transmit, disseminate, access, store, disclose, or dispose of Personal Information.  

B. Standard of Care.  

(1) The Contractor acknowledges that, in the course of its engagement by the County under this 

Agreement, the Contractor, or any Authorized Persons, may Use Personal Information only as permitted in 

this Agreement.  

(2) The Contractor acknowledges that Personal Information is deemed to be confidential information 

of, or owned by, the County (or persons from whom the County receives or has received Personal 

Information) and is not confidential information of, or owned or by, the Contractor, or any Authorized 

Persons. The Contractor further acknowledges that all right, title, and interest in or to the Personal 

Information remains in the County (or persons from whom the County receives or has received Personal 

Information) regardless of the  

(3) The Contractor agrees and covenants in favor of the County that the Contractor shall: (i) keep 

and maintain all Personal Information in strict confidence, using such degree of care under this Subsection 
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B as is reasonable and appropriate to avoid a Security Breach; (ii) Use Personal Information exclusively for 

the purposes for which the Personal Information is made accessible to the Contractor pursuant to the terms 

of this Exhibit H; (iii) not Use, Disclose, sell, rent, license, or otherwise make available Personal Information 

for own purposes or for the benefit of anyone other than the County, without 

express prior written consent, which the County may give or withhold in its sole and absolute discretion; 

express prior 

written consent.  

Notwithstanding the foregoing paragraph, in any case in which the Contractor believes it, or any 

Authorized Person, is required to disclose Personal Information to government regulatory authorities, or 

pursuant to a legal proceeding, or otherwise as may be required by applicable law, the Contractor shall (a) 

immediately notify the County of the specific demand for, and legal authority for the disclosure, including 

providing the County with a copy of any notice, discovery demand, subpoena, or order, as applicable, 

received by the Contractor, or any Authorized Person, from any government regulatory authorities, or in 

relation to any legal proceeding, and (b) promptly notify the County before such Personal Information is 

offered by the Contractor for such disclosure so that the County may have sufficient time to obtain a court 

order or take any other action the County may deem necessary to protect the Personal Information from 

such disclosure, and the Contractor shall cooperate with the County to minimize the scope of such 

disclosure of such Personal Information.  

The Contractor shall remain liable to the County for the actions and omissions of any Unauthorized 

Third Party concerning its Use of such Personal Information as if they were own actions 

and omissions.  

C. Information Security.  

(1) The Contractor covenants, represents and warrants to the County that the 

Personal Information under this Agreement does and shall at all times comply with all federal, state, and 

local, privacy and data protection laws, as well as all other applicable regulations and directives, including 

but not limited to California Civil Code, Division 3, Part 4, Title 1.81 (beginning with section 1798.80), and 

the Song-Beverly Credit Card Act of 1971 (California Civil Code, Division 3, Part 4, Title 1.3, beginning with 
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section 1747). If the Contractor Uses credit, debit, or other payment cardholder information, the Contractor 

requirements, including remaining aware at all times of changes to the PCI DSS and promptly 

implementing and maintaining all procedures and practices as may be necessary to remain in compliance 

 

(2) The Contractor covenants, represents and warrants to the County that, as of the Effective Date, 

the Contractor has not received notice of any violation of any privacy or data protection laws, as well as any 

other applicable regulations or directives, and is not the subject of any pending legal action or investigation 

by, any government regulatory authority regarding same.  

(3) Without limiting obligations under subsection C.(1) of this Exhibit H, the 

industry 

practices and, at a minimum, include the following: (i) limiting Use of Personal Information strictly to the 

 

, Use of the Personal Information pursuant to this Agreement; (ii) 

ensuring that all of connectivity to the County computing systems will only be through the 

security gateways and firewalls, and only through security procedures approved upon the express 

prior written consent of the Director; (iii) to the extent that they contain or provide access to Personal 

Information, (a) securing business facilities, data centers, paper files, servers, back-up 

systems and computing equipment, operating systems, and software applications, including, but not limited 

to, all mobile devices and other equipment, operating systems, and software applications with information 

storage capability; (b) employing adequate controls and data security measures with respect to the 

Contractor Facilities and Equipment), both internally and externally, to protect (1) the Personal Information 

from potential loss or misappropriation, or unauthorized Use, and (2) the operations from 

disruption and abuse; (c) having and maintaining network, device application, database and platform 

security; (d) maintaining authentication and access controls within media, computing equipment, operating 

systems, and software applications; and (e) installing and maintaining in all mobile, wireless, or handheld 

devices a secure internet connection, having continuously updated anti-virus software protection and a 

remote wipe feature always enabled, all of which is subject to express prior written consent of the Director; 
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(iv) encrypting all Personal Information at advance encryption standards of Advanced Encryption Standards 

(AES) of 128 bit or higher (a) stored on any mobile devices, including but not limited to hard disks, portable 

storage devices, or remote installation, or (b) transmitted over public or wireless networks (the encrypted 

Personal Information must be subject to password or pass phrase, and be stored on a secure server and 

transferred by means of a Virtual Private Network (VPN) connection, or another type of secure connection, 

all of which is subject to express prior written consent of the Director); (v) strictly segregating Personal 

Information from all other information of the Contractor, including any Authorized Person, or anyone with 

whom the Contractor or any Authorized Person deals so that Personal Information is not commingled with 

any other types of information; (vi) having a patch management process including installation of all 

operating system/software vendor security patches; (vii) maintaining appropriate personnel security and 

integrity procedures and practices, including, but not limited to, conducting background checks of 

Authorized Employees consistent with applicable law; and (viii) providing appropriate privacy and 

information security training to Authorized Employees.  

 the Contractor, the Contractor 

shall cause such Authorized Employees to abide strictly by obligations under this Exhibit H. 

The Contractor further agrees that it shall maintain a disciplinary process to address any unauthorized Use 

of Personal Information by any Authorized Employees.  

(5) The Contractor shall, in a secure manner, backup daily, or more frequently if it is the 

 practice to do so more frequently, Personal Information received from the County, and the 

County shall have immediate, real time access, at all times, to such backups via a secure, remote access 

connection provided by the Contractor, through the Internet.  

(6) The Contractor shall provide the County with the name and contact information for each 

Authorized Employee for each Authorized Employee during such work shift) who shall serve as the 

primary security contact with the Contractor and shall be available to assist the County 24 hours 

per day, seven days per week as a contact in resolving 

obligations associated with a Security Breach or a Privacy Practices Complaint.  

D. Security Breach Procedures.  
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(1) , the 

Contractor shall (a) notify the Director of the Security Breach, such notice to be given first by telephone at 

the following telephone number, followed promptly by email at the following email address: (559) 600-5900 

/ incidents@fresnocountyca.gov (which telephone number and email address the County may update by 

providing notice to the Contractor), and (b) preserve all relevant evidence (and cause any affected 

Authorized Person to preserve all relevant evidence) relating to the Security Breach. The notification shall 

include, to the extent reasonably possible, the identification of each type and the extent of Personal 

Information that has been, or is reasonably believed to have been, breached, including but not limited to, 

compromised, or subjected to unauthorized Use, Disclosure, or modification, or any loss or destruction, 

corruption, or damage.  

(2) Immediately following notification to the County of a Security Breach, as 

provided pursuant to subsection D.(1) of this Exhibit H, the Parties shall coordinate with each other to 

investigate the Security Breach. The Contractor agrees to fully cooperate with the County, including, 

without limitation: (i) assisting the County in conducting any investigation; (ii) providing the County with 

physical access to the facilities and operations affected; (iii) facilitating interviews with Authorized Persons 

and any of other employees knowledgeable of the matter; and (iv) making available all 

relevant records, logs, files, data reporting and other materials required to comply with applicable law, 

regulation, industry standards, or as otherwise reasonably required by the County. To that end, the 

Contractor shall, with respect to a Security Breach, be solely responsible, at its cost, for all notifications 

required by law and regulation, and the Contractor shall provide a written report of the investigation and 

reporting required to the Director within 30 days after the discovery of the Security Breach.  

(3) The County shall promptly notify the Contractor 

belief, of any Privacy Practices Complaint, and upon receipt of notification thereof, the 

Contractor shall promptly address such Privacy Practices Complaint, including taking any corrective action 

under this Exhibit H, all at sole expense, in accordance with applicable privacy rights, laws, 

regulations and standards. In the event the Contractor discovers a Security Breach, the Contractor shall 

treat the Privacy Practices Complaint as a Security Breach. Within 24 hours of receipt of 

notification of such Privacy Practices Complaint, the Contractor shall notify the County whether the matter is 
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a Security Breach, or otherwise has been corrected and the manner of correction, or determined not to 

require corrective action and the reason therefor.  

(4) The Contractor shall take prompt corrective action to respond to and remedy any Security 

Breach and take reasonable mitigating actions, including but not limiting to, preventing any reoccurrence of 

the Security Breach and correcting any deficiency in Security Safeguards as a result of such incident, all at 

the Contractor  sole expense, in accordance with applicable privacy rights, laws, regulations and 

standards. The Contractor shall reimburse the County for all reasonable costs incurred by the County in 

responding to, and mitigating damages caused by, any Security Breach, including all costs of the County 

incurred in relation to any litigation or other action described in subsection D.(5) of this Exhibit H to the 

extent applicable: (1) the cost of providing affected individuals with credit monitoring services for a specific 

period not to exceed 12 months, to the extent the incident could lead to a compromise of the data subject

credit or credit standing; (2) call center support for such affected individuals for a specific period not to 

exceed 30 days; and (3) the cost of any measures required under applicable laws.  

 E. Oversight of Security Compliance.  

(1) The Contractor shall have and maintain a written information security policy that specifies 

Security Safeguards appropriate to the size and complexity of operations and the nature 

and scope of its activities.  

(2) Upon written request, to confirm compliance with this Exhibit H, as 

well as any applicable laws, regulations and industry standards, the Contractor grants the County or, upon 

election, a third party on behalf, permission to perform an assessment, audit, 

examination or review of all controls in physical and technical environment in relation to all 

Personal Information that is Used by the Contractor pursuant to this Agreement. The Contractor shall fully 

cooperate with such assessment, audit or examination, as applicable, by providing the County or the third 

party on behalf, access to all Authorized Employees and other knowledgeable personnel, 

physical premises, documentation, infrastructure and application software that is Used by the Contractor for 

Personal Information pursuant to this Agreement. In addition, the Contractor shall provide the County with 

the results of any audit by or on behalf of the Contractor that assesses the effectiveness of 

information security program as relevant to the security and confidentiality of Personal Information Used by 



Exhibit H

H-8 

1

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

the Contractor or Authorized Persons during the course of this Agreement under this Exhibit H.

(3) The Contractor shall ensure that all Authorized Persons who Use Personal Information agree to 

the same restrictions and conditions in this Exhibit H. that apply to the Contractor with respect to such 

Personal Information by incorporating the relevant provisions of these provisions into a valid and binding 

written agreement between the Contractor and such Authorized Persons, or amending any written 

agreements to provide same.  

F. Return or Destruction of Personal Information.  

Upon the termination of this Agreement, the Contractor shall, and shall instruct all Authorized 

Persons to, promptly return to the County all Personal Information, whether in written, electronic or other 

form or media, in its possession or the possession of such Authorized Persons, in a machine readable form 

used by the County at the time of such return, or upon the express prior written consent of the Director, 

securely destroy all such Personal Information, and certify in writing to the County that such Personal 

Information have been returned to the County or disposed of securely, as applicable. If the Contractor is 

authorized to dispose of any such Personal Information, as provided in this Exhibit H, such certification shall 

state the date, time, and manner (including standard) of disposal and by whom, specifying the title of the 

individual. The Contractor shall comply with all reasonable directions provided by the Director with respect 

to the return or disposal of Personal Information and copies thereof. If return or disposal of such Personal 

Information or copies of Personal Information is not feasible, the Contractor shall notify the County 

accordingly, specifying the reason, and continue to extend the protections of this Exhibit H to all such 

Personal Information and copies of Personal Information. The Contractor shall not retain any copy of any 

Personal Information after returning or disposing of Personal Information as required by this section F. The 

obligations under this section F survive the termination of this Agreement and apply to all 

Personal Information that the Contractor retains if return or disposal is not feasible and to all Personal 

Information that the Contractor may later discover.  

G. Equitable Relief.  

The Contractor acknowledges that any breach of its covenants or obligations set forth in this Exhibit 

H may cause the County irreparable harm for which monetary damages would not be adequate 

compensation and agrees that, in the event of such breach or threatened breach, the County is entitled to 
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seek equitable relief, including a restraining order, injunctive relief, specific performance and any other relief 

that may be available from any court, in addition to any other remedy to which the County may be entitled 

at law or in equity. Such remedies shall not be deemed to be exclusive but shall be in addition to all other 

remedies available to the County at law or in equity or under this Agreement.  

H. Indemnification.  

The Contractor shall defend, indemnify and hold harmless the County, its officers, employees, and 

agents, (each, a County ) from and against any and all infringement of intellectual property 

including, but not limited to infringement of copyright, trademark, and trade dress, invasion of privacy, 

information theft, and extortion, unauthorized Use, Disclosure, or modification of, or any loss or destruction 

of, or any corruption of or damage to, Personal Information, Security Breach response and remedy costs, 

credit monitoring expenses, forfeitures, losses, damages, liabilities, deficiencies, actions, judgments, 

interest, awards, fines, and penalties (including regulatory fines and penalties), costs or expenses of 

defense under the Agreement and the cost of pursuing any insurance providers, arising out of or resulting 

from any third party claim or action against any County Indemnitee in relation to , its 

failure to perform under this Exhibit H or arising out of or resulting from failure to comply 

with any of its obligations under this section H. The provisions of this section H do not apply to the acts or 

omissions of the County. The provisions of this section H are cumulative to any other obligation of the 

Contractor to, defend, indemnify, or hold harmless any County Indemnity under this Agreement. The 

provisions of this section H shall survive the termination of this Agreement.  

I. Survival.  

The respective rights and obligations of the Contractor and the County as stated in this Exhibit H 

shall survive the termination of this Agreement.  

J. No Third Party Beneficiary.  

Nothing express or implied in the provisions of in this Exhibit H is intended to confer, nor shall 

anything herein confer, upon any person other than the County or the Contractor and their respective 

successors or assignees, any rights, remedies, obligations or liabilities whatsoever.  
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L. No County Warranty.

The County does not make any warranty or representation whether any Personal Information in the 

 the Contractor (or any 

Authorized Person), pursuant to the terms of this Agreement is or will be secure from unauthorized Use, or 

a Security Breach or Privacy Practices Complaint. 

 






















