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Streat City Firid
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PROJECT CONTACT INFORMATION

Subrecipient: County of Fresno Subaward #  1C18 07 0100

Provide the name, title, address, telephone number, and e-mail address for the project contacts named below. Nt if you
use a PO Box address, a street address is also required for package delivery and site visit purposes.

1. The Project Director for the project;

Name: Jose Salinas Title: Lieutenant

Telephone # (559)600-8029 Faxtt: (559)488-8880 pmail Address: jose.salinas@fresno  eniff.org

Address/City/Zip: 2200 Fresno Street Fresno, CA 93721-1703

2. The Financial Officer for the project:

Name: Baldomero Berber Title: Business Manager

Telephone # (559)600-8036 Faxgt: (559)488-3348 Email Address: baldomero.berber@  snosheriff.org

Address/City/Zip: 2200 Fresno Street Fresno, CA 93721-1703

3. The person having Routine Programmatic responsibility for the project:

Name: Jeff Kertson Title: Sergeant

Telephone #: (559)600-8144 Faxt#: (D559)488-6880 Email Address: Jjeff.kertson@fresno :riff.org

Address/City/Zip: 2200 Fresno Street Fresno, CA 93721-1703

4. The person having Routine Fiscal Responsibility for the project:

Name: June Mayeda Title: Supervising Accountant

Telephone #; {959)600-8575 Faxt: (559)488-3348 Email Address: JUne.mayeda@fresnosheriff.org

Address/City/Zip: 2200 Fresno Street Fresno, CA 93721-1703

5. The Executive Director of a Community Based Orgranization or the Chief Executive Officer (i.e., chief of police,
superintendent of schools) of the implementing agency:

Name: Margaret Mims Titte: Sheriff-Coroner

Telephone # (599)600-8800 Faxtt: (599)262-4032 Email Address: Margaret. mims@fresnosheriff.org

Address/City/Zip: 2200 Fresno Street Fresno, CA 93721-1703

6. The Official Designatedby the Governing Board to enter into the Grant Subaward for the City/County
or Community-Based Organization, as stated in Section 15 of the Grant Subaward Face Sheet:

Name: Sal Quintero Title: Chairperson: Board of Supervisors

Address/City/Zip: 2281 Tulare Street Rm #301 Fresno CA 93721-1703

7. The chair of the Governing Body of the subrecipient:

Name: Sal Quintero Titte: Chairperson: Board of Supervisors

Telephone # (559)600-0300 Faxtt: (559)600-1609 E£mai Address: Srapada@co.fresno.ca.us

Project Contact Information Cal OES 2-102 (Revised 3/2018)



SIGNATURE AUTHORIZATION

Subaward #: IC18 07 0100

Subrecipient; County of Fresno

Implemenuuy ~gency: Fresno Coun.y Sheriff-Coroner's Office

*The Project Director and Financial Officer are REQUIRED to sign this form.

*Project Director: *Financial Officer: Baldomero Berber
Signature: Signature:
Date: Date:
The following persons are authorized to sign for the The following persons are authorized to sign for the
Project Director Financial Officer
Signature ] B
lannifar HAarthn June Mayeda

e

Thomas Trester

Print Name
- Signature
Print Name Print Name
Signature Signature
Print Name Print Name
Signature Signature
Print Name Print Name

Signature Authorization - Cal OES 2-103 (Rev. 7/2015)
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CERTIFICATION OF ASSURANCE OF COMPLIANCE

Sal Quintero hereby certify th

(official authorized to sign Subaward; same person as Section 15 on Subaward Face Sheet)

suprecpent: county of Fresno

IMPLEMENTING AGENCY: F[esno LOUTILY Si’lellll'UUfUllUl b UIIIUE

prorecT TrLe:  Internet Crimes Against Children (ICAC) Program

is responsible for reviewing the Subrecipient Handbook and adhering to all of the Subaward requirements (state and/or
federal) as directed by Cal OES including, but not limited to, the following areas:

I1.

Federal Grant Funds

Subrecipients expending $750,000 or more in federal grant funds annually are required to secure an audit  irsuant to
OMB Uniform Guidance 2 CFR Part 200, Subpart F and are allowed to utilize federal grant funds to budget for the
audit costs. See Section 8000 of the Subrecipient Handbook for more detail.

The above named Subrecipient receives $750,000 or more in federal grant funds annuaily.

[C]  The above named Subrecipient does not receive $750,000 or more in federal grant funds annually.
Equal Employment Opportunity — (Subrecipient Handbook Section 2151)

It is the public policy of the State of California to promote equal employment opportunity (EEQ, y
prohibiting discrimination or harassment in employment because of ancestry, age (over 40), color, disability
(physical and mental, including HIV and AIDS), genetic information, gender, gender identity, gender
expression, marital status, medical condition (genetic characteristics, cancer or a record or history of cancer),
military, veteran status, national origin, race, religion (includes religious dress and grooming practices), sex
(includes pregnancy, childbirth, breastfeeding and/or related medical conditions) sexual orientation, or
request for family medical leave. Cal OES-funded projects certify that they will comply with all state and
federal requirements regarding equal employment opportunity, nondiserimination and civil rights.

Please provide the following information:

Equal Employment Opportunity Officer: Robert Salazar
e Lieutenant

Address: 2200 Fresno Street Fresno, CA 93721
pone: (299) 600-8288

emai: | FODErt.salazar@fresnosheriff.org

Certification of Assurance of Compliance - Cal OES 2-104 (Rev. 5/2017) 1



IIL

VIIL.

Drug-Free Workplace Act of 1990 — (Subrecipient Handbook, Section 2152)

The State of California requires that every person or organization subawarded a grant or contract shall certify it will
provide a drug-free workplace.

California Environmental Quality Act (CEQA) — (Subrecipient Handbook, Section 2153)

The California Environr....tal Qua..., ... (CEQA) (Publi “esoi ¢ Soonl 20708
OES funded projects to certify compliance with CEQA. Projects receiving funding must coordi
county planning agency to ensure that the project is compliance with CEQA requirements.

Lobbying — (Subrecipient Handbook Section 2154)

Cal OES grant funds, grant property, or grant funded positions shall not be used for any lobbying activ s, including,
but not limited to, being paid by or on behalf of the undersigned, to any person for influencing or attempting to
influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress, or an
employee of a Member of Congress in connection with the making of any federal grant, the entering into of any
cooperative agreement, and the extension, continuation, renewal, amendment, or modification of any federal grant or
cooperative agreement.,

Debarment and Suspension — (Subrecipient Handbook Section 2155)
(This applies to federally funded grants only.)

Cal OES-funded projects must certify that it and its principals are not presently debarred, suspended, proposed for
debarment, declared ineligible, sentenced to a denial of federal benefits by a state or federal court, or voluntarily
excluded from covered transactions by any federal department of agency.

Proof of Authority from City Council/Governing Board

The above-named organization (Applicant) accepts responsibility for and will comply with the requirement to obtain
a signed resolution from the city council/governing board in support of this program. The applicant agrees to provide
all matching funds required for said project {including any amendment thereof) under the Program and the funding
terms and conditions of Cal OES, and that any cash match will be appropriated as required. It is agreed that any
liability arising out of the performance of this Subaward, including civil court actions for damages, shall be the
responsibility of the grant Subrecipient and the authorizing agency. The State of California and Cal OES disclaim
responsibility of any such liability. Furthermore, it is also agreed that grant funds received from Cal OES shall not be
used to supplant expenditures controlled by the city council/governing board.

The applicant is required to obtain written authorization from the city council/governing board that the official
executing this agreement is, in fact, authorized to do so. The applicant is also required to maintain said written
authorization on file and readily available upon demand.

Civil Rights Compliance

The Subrecipient complies will all laws that prohibit excluding, denying or discriminating against any person based
on actual or perceived race, color, national origin, disability, religion, age, sex, gender identity, and sexual
orientation in both the delivery of services and employment practices and does not use federal financial assistance to
engage in explicitly religious activities.

Certification of Assurance of Compliance - Cal OES 2-104 (Rev. 5/2017) 2



All appropriate documentation must be maintained on file by the project and available for Cal OES or public
scrutiny upon request. Failure to comply with these requirements may result in suspension of payments under
the grant or termination of the grant or both and the Subrecipient may be ineligible for subaward of any future
grants if the Cal OES determines that any of the following has occurred: (1) the Subrecipient has made false
certification, or (2) violates the certification by failing to carry out the requirements as noted above.

I CERTIFICATION |

=

I, the official named below, am the same individual authorized to sign the Subaward [Section 15 on
Grant Subaward Face Sheet], and hereby swear that 1 am duly authorized legally to bind the contractor
or grant Subrecipient to the above described certification. I am fully aware that this certification, executed
on the date and in the county below, is made under penalty of perjury under the laws of the State of California.

Authorized Official’s Signature:

Authorized Official’s Typed Name:
Authorized Official’s Title: Chairperson: Board of Supervisors

Date Executed:

Federal Employer iD#: ~ 94-6000512 Federal DUNs # 013665769

Current System for Award Management (SAM) Expiration Date: 9/28/2018
County of Fresno

Executed in the City/County of:

AUTHORIZED BY: (not applicable to State agencies)

[J City Financial Officer County Financial Officer
[] City Manager [J County Manager
[J Governing Board Chair

Signature:
Typed Name: (
Title: Auditor-Controller/Treasurer-Tax Collector
Certification of Assurance of Compliance - Cal OES 2-104 (Rev. 5/2017) 3
ATTEST:

BERNICE E. SEIDEL
Clerk of the Board of Supervisors
Countv of Fresno. State of California

B












Subrecipient:  County of Fresno Subaward # _1C 18 07 0100

Budget Narrative

A. $572,000 Personal Services-Salaries/Employee Benefits

$500,000 towards two salary and benefits packages to partially fund one f -
time Deputy Sheriff III and partially fund one full-time Deputy-Sheriff 1V
position(s) from 1ly 1, 2018 through December 31, 2020. Both Deputy

< eriffs are currently assigned to the Central California Internet Crimes Against
Children (ICAC) Task Force and these grant funds enable these investigators to

continue their full-time assignment to the task force during this grant period.

With these grant funds available through Cal OES, the Fresno County Sheriff-
Coroner’s Office will partially fund one Deputy Sheriff I1I Investigator, 56% of
Salary and 54% Benefits for FY 2018-19, 54% Salary and 52% Benefits for
FY2019-20 and 53% and 52% from July 1, 2020 through December 31, 2020.
Also with these grant funds available through Cal OES, the Fresno County
Sheriff-Coroner’s Office will partially fund one Deputy Sheriff IV Investigator,
52% of Salary and 50% Benefits for FY2018-19, 50% Salary and 48% Benefits
for FY 2019-20 and 49% and 48% from July 1, 2020 through December 31,
2020. The remaining salary and benefit expenses will be paid through general
fund monies of the Fresno County Sheriff-Coroner’s Office. Both Deputy
Sheriff investigators will be committed solely to the ICAC program to combat

the sexual exploitation of children.

Budget Narrative — Cal OES 2-107 (Revised 7/2016)



Subrecipient:  County of Fresno Subaward #:  IC 1807 0100

$72,000 towards overtime for a one (1) Deputy Sheriff Sergeant, one (1} D¢ty
Sheriff TV, two (2) Deputy Sheriff 111’s, one (1) Community Service Officer and
one (1) Supervising Accountant from July 1, 2018 through December 31,. 0.
LAAV U Y ALY YT MV YY VAUV S SRS AVAEA T ML AAkbaa T 1Ty S e e oo
CyberTips, author and execute search warrants, prepare for site visits, cond :t
internet safety presentations and community awareness e¢vents, and manage the

administrative duties of the grant.

The Internet Crimes Against Children Program detectives are responsible for the
investigation of on-line criminal activity which tends to sexually exploit minors-
including, but not limited to: attempting to meet minors for sexual purposes;
possessing, distributing, and manufacturing child pornography; enticing minors
to engage in sexual activity; and contributing to the delinquency of minors.
Specifically, the detectives are responsible for proactively initiating cases,

fo wing up complaints, interviewing witnesses, identifying and apprehending
perpetrators, interrogating suspects, preparing and serving search warrants,
completing crime reports, producing statistical reports, providing technical
expertise, seizing computers as evidence, conducting computer forensic
examinations, analyzing and processing evidence, gathering intelligence,
presenting completed investigations to the prosecutor, conducting follow-up
investigations requested by the prosecutor, testifying in court, networking with
other law enforcement officers, giving presentations to the public, giving

interviews to the media, and training law enforcement officers.

Budget Narrative — Cal OES 2-107 (Revised 7/2016)



Subrecipient:  County of Fresno Subaward #: IC 18 07 0100

Deputy 111 Michelle Veneman

CURRENT POSITION

Sheriff’s Detective: Internet Crimes Against Children Task Force

EXPERIENCE

2016 - Present: Sheriff’s Detective, ICAC Task Force, Fresno County Sheriff-Coroner’s C _ice.

2012 - Present: Crisis Negotiation Team (CNT) member, Fresno County Sheriff-Coroner’s
Office.

2016-2017: Recruitment team member, Fresno County Sheriff~Coroner’s Office.
2013 - 2016: Patrol Training Officer (PTO), Fresno County Sheriff-Coroner’s Office.

2007 - 2013: Deputy Sheriff, Patrol Division and Court Services, Fresno County Sheriff-
Coroner’s Office.

2003 —2007: 108 Reserve Deputy, Fresno County Sherift-Coroner’s Office.

TRAINING

2016 & 2017 Northwest Regional ICAC Conference

2017 & 2018 National Law Enforcement Training on Child Exploitation
BATI Investigative Interview & Interrogation

Internet Crimes Against Children Investigative Techniques

Peer to Peer Online Investigations (BitTorrent)

Internet Crimes Against Children Undercover Chat Investigations
Hostage Negotiations

Negotiations for Domestic Violence (2013 & 2016)

Crisis Intervention

Police Training Officer

Crisis Negotiations, Advanced

Academy Instructor Certification Course (AICC)

Field Training Officer

Mental Illness Awareness Refresher

Crisis Negotiations Team Leadership

Budget Narrative — Cal OES 2-107 (Revised 7/2016)



Subrecipient:  County of Fresno Subaward #:  IC 18 07 0100

¢ Electronic Surveillance (DOJ Wiretap)

EDUCATION

Malifrrnia Qtate T Tnivareitv Fraenn

Bachelor of Arts degree: Bachelor of Science, Criminology, 2006

PROFESSIONAL CERTIFICATIONS

Advanced, Intermediate, and Basic Certificate, Peace Officer Standards and Training, State of
California.

Deputy IV Kenneth Kalar

CURRENT POSITION

Sherift’s Detective: Internet Crimes Against Children Task Force
EXPERIENCE

November 2015 to present: Sheriff’s Detective, [ICAC Task Force, Fresno County Sheriff-
Coroner’s Office.

December 2012- November 2013: Property Detective, Northeast Field Services, Fresno
County Sheriff-Coroner’s Office.

January 2005- December 2012: Deputy Sherift: Northeast Field Services, Southeast Field
Services, and Southwest Field Services Patrol Divisions; Special Detail Unit, Fresno County
Sheriff-Coroner’s Office.

Jarary 2005- June 2005: Deputy Sheriff, Northeast Field Services Patrol Division, Fresno
County Sheriff-Coroner’s Office.

June 2003- January 2005: Deputy Sheriff, Jail/Custody Operations, Fresno County Sheri
Coroner’s Office.

TRAINING

» 2018 National Law Enforcement Training on Child Exploitation
e 2017 NW Conference on Child Exploitation

Budget Narrative — Cal OES 2-107 (Revised 7/2016)



Subrecipient:  County of Fresno Subaward #  IC [8 07 0100

2017 National Law Enforcement Training on Child Exploitation
BitTorrent Peer To Peer Training

Behavioral Analysis Training Institute: Interview and Interrogation
Behavioral Analysis Training Institute: Advanced Interview and
Interrogation

Cellular Phones Forensic Investigations

Search Warrant, Search and Seizure, Miranda Training

Active Shooter Mindset Training

Robert Presley ICI Investigators Core Course

Robert Presley ICI Robbery Investigations

Department of Homeland Security Title 19 Cross Designation Course
Basic Computer Skills for Law Enforcement

Cyber Investigations Identifying and Seizing Electronic Evidence
Basic Cell Phone Investigations

2016 National Law Enforcement Training on Child Exploitation
Cellebrite Cell Phone Examination

Roundup EMule

EnCase v7 Computer Forensics |

EnCase v7 Computer Forensics II

EnCase v7 Advanced Internet Investigations

Cellebrite Certified Logical Operator

EDUCATION

California State University, Fresno

Bachelor of Science degree: Major Criminology, Law Enforcement Option June 2001
Porterville Community College, Porterville

Associates of Science degree: Major Criminology, June 1999

PROFESSIONAL CERTIFICATIONS

Cellebrite Certified Logical Operator

Cellebrite Certified Physical Analyst

Advanced, Intermediate, and Basic Certificate, Peace Officer Standards and Training, State of
California.

B. $65,000 Operating Expenses

$30,000 Forensic Toolkit (FTK) Bootcamp training course by AccessData. This

funding will provide up to fifteen (15) seats for Task Force members to attend a

Budget Narrative — Cal OES 2-107 (Revised 7/2016)



Subrecipient:  County of Fresno Subaward#: 1C 18 07 0100

three day training course hosted by Central California ICAC in the
Fresno/Clovis area. At the conclusion of the training, up to fifteen (15) Ta:
Force members will be FTK certified forensic examiners. This will nearly
double the number of forensic examiners on our Task Force and will incre ¢
our ability to respond to and investigate the sexual exploitation of our chil n.

Estimated cost is $2,000 per seat for a total cost of $30,000.

$15,000 Forensic Laptop Machine by Sumuri or similar type forensic computer.
To be utilized by Task Force members to conduct advanced digital computer
forensic examinations. Estimated to cost $3,000 per machine for a total of

$15,000 for five (5) machines.

$20,000 HP windows based Laptop Machine. To be utilized by Task Force
members to conduct child exploitation investigations, including reactive and
proactive investigations. Estimated to cost $2,000 per machine for a total of

$20,000 for ten (10) machines.

C. $363,000 Equipment

$175,000 for One (1) dedicated mobile Forensic Vehicle, similar to a Sprinter or
similar type van. Vehicle to be used to conduct onsite computer forensics and
conduct investigative interviews. Vehicle designed with multiple workstations
to conduct computer forensics, including all necessary forensic computers and

other necessary digital equipment. Vehicle to be equipped with separate room

Budget Narrative — Cal OES 2-107 (Revised 7/2016)



Subrecipient:  County of Fresno Subaward #:  1C 18 07 0100

to conduct investigative interviews with full audio/video recording capabi es.
This vehicle will allow Central California ICAC to enhance our ability to
respond to the sexual exploitation of our children, while providing a safer
environment for our personnel. The forensic van is an essential tool for our
forensic investigators as it provides a safe and clean contained area to cond ¢
forensic examinations. The mobile forensic vehicle will also provide a safe and
private interview area for investigators to interview victims, witnesses and

suspects.

$45,000 for Graykey designed by Grayshift ($15,000 initial cost for FY2018-19,
$15,000 renewal cost for FY2019-20 and $15,000 renewal cost for FY2020-21),
Graykey is a iPhone cracking tool which is utilized by law enforcement in order
to bypass passcodes on all modern iPhones and the newest versions of iOS 1,
with proper legal service. Graykey will allow forensic experts to obtain the
iPhone passcode and perform a full data extraction on the devices’ hard drive,

SIM card and its applications.

$30,000 Forensic Toolkit (FTK) by Accessdata license and support for one
year. This funding will provide up to ten (10) licenses for Task Force members
to utilize the FTK software. Each license will provide a certified FTK examiner
access to utilize FTK software for one year to conduct advance forensic
examinations on digital evidence. Estimated cost is $5,000 per license for a

total cost of $50,000.

Budget Narrative — Cal OES 2-107 (Revised 7/2016)



Subrec ent: _ County of Fresno Subaward#:  IC 18 07 0100

$36,000 Forensic Desktop Machine by Sumuri or similar type forensic
computer. To be utilized by Task Force members to conduct advanced dig 1l
computer forensic examinations. Estimated to cost $9,000 per machine for

total of $36,000 for four (4) machines.

$15,000 Electronic Detection K9. K9 and Fresno County Sheriff's Office
Detective will be trained to detect electronic storage media and will be utilized
in the field during child exploitation investigations and other areas as needed.
K9 can be used to diffuse volatile, emotional, or otherwise stressful situations
created by the execution of a search warrant. K9 will also be used for
workplace therapy, victim disclosures, and public relations at community events
with a focus on internet safety. Estimated initial purchase for K9 and training for

the handler and K9 $15.000.

$42,000 Digital Storage Server upgrade. Expand and upgrade an existing digital
storage server by adding twenty-six (26), six (6) Terabyte hard drives for a total
additional storage of 156 Terabytes dedicated to digital storége of child
exploitation cases. This includes upgrading to Fiber Optic for increased speed,
maintenance and support. This will provide adequate storage for Central
California ICAC for many years to come. This includes seven years of
maintenance and support to keep the system up to date and operating at

maximum performance.

Budget Narrative — Cal OES 2-107 (Revised 7/2016)






Subrecipient:  County of Fresno ' Subaward #: IC18 07 0100

According to a Pew Research Center report (May 31, 2018) on average, 95% percent of te s
(ages 13 to 17 years of age) have access to a smartphone, and 45% say they are online “a  ost
constantly.” The 95% is a 22% increase from the 73% of teens who said they had access to a
smartphone in 2014-2015. Smartphone ownership is nearly universal among teens of diffi znt
genders, races and ethnicities and socioeconomic backgrounds. The 45% of teens who say ey
are almost constantly online almost doubléd from the 2014-2015 survey showing 24%. A  ither
44% say they go online several times a day, meaning roughly nine (9) in ten (10) teens go online

at least multiple times a day.

The increase in technology has brought with it tremendous learning potential for our children and
youth. Unfortunately, it has also brought with it the increased potential for online victimization
of these same children and youth, including unwanted exposure to sexual material, unwanted
sexual solicitations, and online harassment such as cyberbullying. Children and teens continue
to receive unwanted sexual solicitations while online. Risks are higher for youngsters who are
troubled, such as those who experienced a negative life event such as a death in the family,
moved to a new home, had separated or divorced parents or had a parent who lost a job.
Particularly disturbing trends in these solicitations are requests for youth to send sexual pictures
of themselves. It is a crime, under federal and state laws, to take, distribute, or possess sexually
explicit images of children younger than 18 years of age. Many of these images constitute child
pornography. When children or teens comply with these requests, they usually do not realize the
potential impact of their actions. The picture(s) could be circulated online to hundreds, or more
people or a perpetrator could blackmail the victim for additional images, videos, and even sex.
Additionally, the victim has no control of the images or videos once they have been sent out.

Unfortunately, the Central California Internet Crimes Against Children (ICAC) Task Force is

Project Narrative — Cal OES 2-108 (Revised 7/2016)



Subrecipient: _County of Fresno Subaward #: IC18 07 0100

recei* 1g more and more disturbing cases of this nature, which leads to more children bei 2

sexually exploited and victimized.

Considering these trends and studies, it is easy to see that children are inherently susceptible to
the dangers of the Internet. The stages of child psychological development may facilitate on-line
victimization. The lack of emotional maturity can make children more vulnerable to
manipulation and/or intimidation. Children also have a strong desire for attention, valida n,
and affection, as well as a lack of caution or self-preservation. Children are taught to obey adult
requests and demands and may be less likely to know when it is not appropriate to do so. 1
addition, children are naturally curious about sex and other “forbidden” topics. It is important to
note that children may also be hesitant to tell a trusted adult if they are approached in an
inappropriate way, because of a feeling of embarrassment or shame. Adolescents are wide -
considered by the psychological establishment to be prone to recklessness and risk-taking

behavior which can have long lasting consequences.

Unfortunately, parental education with respect to Internet safety is lacking. Although techniques
are available to protect children from certain content, research indicates most parents aren't using
them. Although parents say they employ filtering systems on their internet connections, many
children admit to hiding their online activities from parents and guardians. Many parents do not
discuss these topics with their children and most do not have passwords and access to their

children’s social media information.

According to a Pew Research Center report (February 23, 2017) among parents of children
between 13 and 17 years of age, 94% own a desktop or laptop computer; 76% own a

smartphone; 72% use Facebook; and 84% go online using a smartphone, tablet or other device.
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This study shows that most kids have the ability to access the Internet in a variety of ways. Their
parents monitoring of their Intemet or device usage varies, as well as the knowledge of the

applications their children use.

With these things in mind, Central California ICAC takes a multi-pronged approach towar
dealing with the sexual exploitation of children. The Central California ICAC Task Force
realizes that being able to provide enough manpower and resources to effectively protect
children from Internet predators is a nearly impossible task, so raising the awareness of C  tral
California residents about the sexual exploitation of children and prevention education are
priorities. Children who are educated in the importance of online safety are more likely to take
steps to keep themselves safe online than ones who aren’t educated. Learning to recognize the
warning signs or risks involved with Internet usage will allow trusted adults to intervene and

lessen potential negative impacts.

To promote awareness and community education, the Central California ICAC Task Force
supplies task force affiliates with copies of NetSmartz Internet Safety Presentation information
and literature targeting four groups: Parents and Community Groups, Middle and High School
students, 3rd through 6th Grade students, and children attending Kindergarten to 2nd

Grade. These age-appropriate presentations teach children, their parents and/or guardians, and-
educational staff how to help children avoid becoming victims. The presentations increase the
safety awareness of children to prevent victimization and increase self-confidence when the
children are online. Additionally, the Central California ICAC Task Force has given numerous
presentations to Elementary, Middle and High School teachers and staff to assist them with

identifying victims of cyberbullying and sexual abuse as well as to educate them of the current
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laws and statutes related to child sexual exploitation. However, educational presentations /e
not been limited to schools, but have also been presented during outreach events and child  use
conferences. This fiscal year, Central California ICAC had representatives attend the Fresno
County Fair, “Kids Day” event presented by Pelco Inc., “May Day” which is hosted by the
Valley Children’s Hospital, as well as being chosen to present at a conference attended by

medical professions that specifically deal with children.

The Central California [CAC Task Force currently maintains the Task Force website

and a Facebook page, both of which publicize arrests and
operations, provides Intemnet safety material to the community, and provides resources to the
public such as reporting and contact information for Central California ICAC Task Force

affiliates.

As a tesult of these proactive efforts, Central California ICAC receives countless phone calls,
e-mails, as well as referrals from parents, teachers, relatives, and other agencies regarding
possible online crimes committed against children and youth. The continuous stream of tips
from ¢ public, law enforcement, and social service agencies is a direct result of the well-
publicized success that the Central California ICAC Task Force has achieved and continues to
achieve. Central California ICAC has received numerous positive media stories, both in print,
radio and television, which have been generated as the result of high profile
investigations/arrests/prosecutions. As a result, the public, other law enforcement agencies, and
social service agencies have come to recognize the Central California ICAC Task Force as the

“first responder” to online child sexual exploitation investigative leads.
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In addition to tips from members of the public and law enforcement agencies within our
jurisdiction, Central California ICAC also responds to a large number of tips from the Na  nal
Center for Missing and Exploited Children INCMEC). This allows the task force to work
collaboratively with NCMEC and agencies throughout the United States to quickly respon o
reports of child victimizations. Often, crimes against children do not recognize jurisdictio 1l

boundaries and a collaborative effort is imperative towards solving these crimes.

Central California ICAC continues to see a dramatic increase in the reactive investigations
within our area of responsibility, from not only NCMEC, but also local police agencies an:

turn overs from other jurisdictions. From January 2017 through December 2017, the Central
California ICAC Task Force received 968 CyberTips from NCMEC, an increase from 671
from the same reporting period in 2016. For the first six months of 2018, January 2018 through
June 2018, Central California [CAC has already received 554 CyberTips, a dramatic increase
compared to 2017. At our current pace, Central California I[CAC will receive just under 1,100
CyberTips for the year. This is potentially an increase of over 120 CyberTips from the previous

year, however our staffing levels have remained the same.

The Central California ICAC Task Force continues to receive documented complaints
regarding the manufacture, distribution, and possession of child pornography through the
general public and other law enforcement agencies. Due to these documented complaints,
patrol generated cases and proactive investigations, Central California ICAC conducted 1,126
total investigations from January 2017 through December 2017. For the first six months of

2018, January 2018 through June 2018, Central Califormia ICAC has already received 677
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investigations, an increase compared to 2017. At our current pace, Central California ICAC

will receive just over 1,350 total investigations for the year.

While education and community involvement is a very important step towards reducing 1
victimization of children, this alone will not fully eliminate the problem. Increasing the
investigative and prosecutorial capacities of its member affiliates is crucial towards fulfil g our
mission. In continuing our multi-pronged approach, the Central California [CAC Task Force
provides ongoing training opportunities for investigators, forensic examiners and prosect..ors
involved with ICAC investigations. Member agencies can receive exclusive training for  zir
members, generally at no cost, at locations throughout the United States. Central Califor

ICAC Task Force presently provides training and support to sixty-one (61) cooperating affiliate
agencies that have signed Memorandum of Understandings (MOU) to be part of the Central

California ICAC Task Force.

The Central California ICAC Task Force has provided technological equipment and inter-agency
assistance to its member agencies throughout its existence. The Central California ICAC Task
Force offers many other resources to enhance law enforcement's responses to Internet related
crimes committed against children, including: de-confliction databases, contact lists, ema
updates about cases, legislative updates and issues, and future training sessions. The Central
California ICAC Task Force continues to provide information for templates of search warrants,
court orders and other commonly used paperwork. Along with contact information for Internet
Service Providers, links to other related sites, law enforcement agencies and other information
useful for our members. If an agency is smaller or unfamiliar with ICAC investigations, we will

even facilitate by providing investigators to assist the agency in need and help serve search
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warrants.

The Central California ICAC Task Force is also focusing efforts on proactively combating =
manufacture and distribution of child pornography via Peer to Peer (P2P) file sharing software.
Presently, millions of persons throughout the world use Peer to Peer file sharmg networks
share child pornography files amongst each other. Peer to Peer file sharing of child
pornography is perpetuating the cycle of sexual abuse. In many cases, people who sexually
abuse children will memorialize their abuse by documenting it through images and video.
These same people will provide these images and videos via Peer to Peer file sharing software
so other people can view it. Through the investigation of people who utilize Peer to Peer le
sharing software to view and trade child pornography, law enforcement has been able to rescue

and save countless victims of child sexual abuse.

The Central California [CAC Task Force currently conducts proactive Peer to Peer
investigations using software tools to monitor the activity. Central California ICAC also
recognizes the increase in usage of Peer to Peer networks such as BitTorrent. The Central
California ICAC Task Force has conducted numerous proactive BitTorrent investigations this
year and will continue to conduct them in an attempt to identify and arrest the child predators
abusing and preying upon our children. A primary focus will be on identitying and arresting

child predators who are commit hands on sexual abuse of children.

In the most recent grant-reporting period beginning January 2018 through June 2018, the Central
California ICAC Task Force has conducted more than fifty-two (52) proactive Peer to Peer

investigations. However, with the increase in CyberTips and overall investigations Task Force
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wide, less time is left to initiate proactive Peer to Peer investigations. The Central Califor a
ICAC Task Force hopes to increase those numbers for the upcoming grant period as more
affiliated agencies become trained and take on a more active role participating in proactive
investigations, rather than merely handling reactive CyberTips. The Central California ICAC
Task Force fully intends to continue to sponsor trainings for affiliates and supplementing those
trained affiliates with the necessary equipment needed to adequately perform child exploitation

investigations.

Notal -, the Central California [CAC Task Force continues to experience a significant increase
in forensic examinations each year. This can likely be attributed to the increase in reactive
cases as well as the increase in the training, knowledge, and ability of our current forensic
examiners. The accessibility of computer media with the ability to store large amounts of data
is also a factor negatively impacting the timely completion forensic examinations. The Task
Force is committed to assisting investigators within affiliated agencies to become certified

forensic examiners.

The Central California ICAC Task Force is currently housed at the HSI Fresno Office of

Investigations. The Central California ICAC Task Force includes HSI Special Agents, three
full-time Fresno County Sheriff’s detectives, a full time Fresno County Sheriff’s Community
Service Officer, a full time Fresno Police Detective, and a full time California Department of
Corrections and Rehabilitation Parole Agent. With this full-time staffing, Central California
ICAC is better able to scrve the citizens of our community and increase our ability to protect

children from sexual predators.
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Since the formation of the Central California ICAC Task Force in the fall of 2007, the task force
has enjoyed iremendous success in the investigation, apprehension, and prosecution of ¢t |
sexual predators. Additionally, the task force has rescued numerous children from active  ¢ual

abuse as a direct result of their ongoing efforts to combat the sexual exploitation of childr

One such case was prosecuted in May of 2018 where Cornelio Jimenez of Fresno was sentenced
to 780 years to life in prison on 34 counts of child sexual abuse charges and child pornog: Hhy.
Jimenez was a registered sex offender who had prior convictions out of another state as both a
juvenile and adult. While living in Fresno, and registering as a transient, he moved in with his
girlfriend all the while molesting three children (7 years of age and younger) in the residence,
videotaping his offenses and sharing with others online. He also described to others at great
detail how to groom children for sex. Jimenez faced 1,882 years to life, however received mercy

from the judge after authoring a long letter of apology.

‘Through this grant, the Central California [CAC Task Force will continue to address the

following needs:

e To investigate both proactive and reactive cases involving the online victimization of
children and youth.

o To assist with the effective prosecution of online child predators.

e To serve as a forensic resource throughout the ICAC Task Force’s service area, providing

documented evidence to assist with investigations and prosecutions.
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e To educate children and youth on Internet safety practices and reporting protocols shc  d
they, or someone they know, become a victim,

¢ To educate parents, teachers, and other caregivers on Internet safety, filtering and mo1  ring
software, and reporting protocols should they become aware of online victimization.

e To educate other law enforcement agencies on recognizing and investigating online c; ;
perpetrated against children.

¢ To engage other agencies as formal partners.

Goals, Objectives, and Performance Measures

The Central Californta ICAC Task Force has incorporated the goals of the National ICAC
Program and their strategic plan in its current plan. The Task Force will achieve the following

goals during this 30-month grant period, July 1, 2018 through December 31, 2020:

Objective #1:

The Task Force will serve as a resource for communities and agencies within our geographic
service area.
Activities:
To achieve this objective, the Task Force will:
* Accept referrals and requests for information from participating agencies, citizens,
teachers, NCMEC, and other related entities;
o Assess referrals and requests for appropriateness as related to the ICAC Program;
o Refer non-ICAC related referrals and requests to the appropriate agency;
¢ Identify information/resources needed by the requesting party;
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* Provide requested information/resources to the requesting party;
¢ Provide other information identified by assessment to the requesting party;
e Document actions taken on a statistical reporting form.

Projected Goals:

Central California ICAC will provide over 1,250 Technical Assists as requested for entities

within the Task Force’s service area between July 1, 2018 and December 31, 2020.

Objective #2:

The Task Force will conduct both proactive and reactive investigations into the
computer/technology crimes perpetrated against children and youth.
Activities:
To achieve this objective for reactive cases, the Central California ICAC Task Force will
complete the following activities:
e Conduct criminal investigations initiated from Task Force members, allied agencies
(local, state, and federal), citizen complaints, teachers, CyberTips from the National
Center for Missing & Exploited Children, and other similar sources. The Task Force will
strive whenever possible to integrate federal, statc and local efforts as identified in the
U.S. Attorney General’s Project Safe Childhood Initiative,
* Assess initial report information;
o Identify responsible jurisdiction related to prosecution and additional investigative follow
up;
e Develop suspect information;
¢ Develop probable cause through appropriate investigative techniques;
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o Write and execute search and arrest warrants;

¢ Collect and process evidence;

¢ Coordinate case presentation with appropriate prosecutorial designee (Assistant United
States Attorney, District Attorney, Deputy Attorney General, ete.);

¢ Complete a statistical tracking form for investigation to include information on cas
outcome (arrests, etc.).

Activities:
To achieve this objective for preactive cases, the Central California ICAC Task Force will
complete the following activities:

e Conduct undercover investigations including, but not limited to, on-line chat, Peer-to-
Peer, monitoring of social network sites e.g., Facebook, Tumblr, Twitter, Pinterest, and
Craigslist, etc. The Central California ICAC Task Force will strive whenever possible to
integrate federal, state and local efforts as stated in the Project Safe Childhood Initiative;

e Identify responsible jurisdiction related to prosecution and additional investigative follow
up;

e Develop suspect information;

e Develop probable cause through appropriate investigative techniques;

s Write and execute search and arrest warrants;

e Collect and process evidence;

e Coordinate case presentation with appropriate prosecutorial designee (Assistant United
States Attorney, District Attorney, etc.).

o Complete a statistical tracking form for investigation to include information on case

outcome (arrests, etc.).
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Projected Goals:

The Central California ICAC Task Force will investigate and/or coordinate the investigati: s of
a minimum of 125 proactive and 1,250 reactive cases between July 1, 2018 and December 31,
2020.
Objective #3:
The Central California Task Force will identify, locate and arrest those perpetrators who sexually
exploit children via the internet and other technological means.
Aclivities:
To achieve this objective, the Task Force will:
¢ Conduct undercover investigations including, but not limited to, on-line chat, Peer-to-
Peer, monitoring of social network sites e.g., Facebook, Tumblr, Twitter, Pinterest, and
Craigslist, etc. The Central California ICAC Task Force will strive whenever possible to
integrate federal, state and local efforts as stated in the Project Safe Childhood Initiative;
¢ Conduct criminal investigations initiated from Task Force members, allied agencies
(local, state, and federal), citizen complaints, teachers, CyberTips from the National
Center for Missing & Exploited Children, and other similar sources. The Task Force will
strive whenever possible to integrate federal, state and local efforts as identified in the
U.S. Attorney General’s Project Safe Childhood Initiative;

Projected Goals:

The Central California ICAC Task Force will identify, locate and arrest 200 perpetrators who
sexually exploit children via the internet and other technological means between July 1, 2018

and December 31, 2020.
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Objective #4:

The Central California ICAC Task Force will assist, to the extent possible, with the effective
prosecution of cases at the appropriate level. The Task Force will strive to increase federal
involvement in the prosecution of these cases as set forth in the National Project Safe Chii  ood
Initiative.

Activities:

To achieve fl  objective, the Task Force will:

s Prepare case for prosecution based on prosecutor’s standards;

o Complete statistical tracking to include the number of cases submitted for federal
prosecution, the number of cases accepted for federal prosecution; the number of cases
submitted for state prosecution; and the number of cases submitted for local prosecution;

o Complete statistical tracking to include case dispositions (e.g., unfounded, suspen d,
plea, or trial).

Projected Goals:

The Central California ICAC Task Force will submit a minimum of 12 cases for federal
prosecution and a minimum of 140 cases for state and local prosecution between July 1, 2018

and December 31, 2020.

Objective #5:

The Central C: fornia ICAC Task Force will serve as a forensic resource to affiliate agencies
and other agencies within our Task Force’s geographical area of service.
Activities:

To achieve this objective, the Central California ICAC Task Force will complete the following
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activities:

e Receive forensic requests from Task Force members, affiliate agencies, and other
agencies within the Task Force’s service area;

o Assess forensic requests received for appropriateness as related to the ICAC Prog  1;

o Refer non-ICAC related referrals and requests to the appropriate agency;

e Triage forensic requests based on Task Force guidelines (based on pending courtd es,
crime types, etc.);

¢ Coordinate forensic requests/requirements with respective prosecutor to minimize
unneeded analysis;

e Assign forensic requests to the forensic examiner most skilled in the area needed;

¢ Examine media for the requested information;

¢ Prepare forensic reports based on Task Force policy;

¢ Complete statistical tracking form for forensic examinations completed.

Projected Goals:

The Central California I[CAC Task Force will complete a minimum of 1,250 forensic
examinations including, but not limited to: hard disc drives, cellular telephones, CDs/DVIY’s,
thumb drives, SD cards, etc. between July 1, 2018 and December 31, 2020. This conservative
estimate is based upon the fact that the Central California ICAC Task Force presently has ten
computer forensic examiners from Fresno County Sheriff-Coroner’s Office, Kings County
District Attorney Office of Investigations, HSI, Tulare County Sheriff’s Office, Merced Police
Department, Arroyo Grande Police Department, San Luis Obispo Police Department, and Clovis

Police Department.
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Objective #6:

The Central California ICAC Task Force will effectively respond to referrals from agencies
{other task forces, federal partners, CyberTips, etc.).
Activities:
To achieve this objective, the Task Force will:
e Accept referrals from participating agencies, citizens, teachers, NCMEC, and other
related entities;
e Assess referrals for appropriateness as related to the ICAC Program;
o Refer non-ICAC related referrals and requests to the appropriate agency;
o Identify information/resources needed by requesting party;
e Provided requested information/resources to the requesting party;
» Provide other information identified by assessment to the requesting party;
e Document actions taken on statistical reporting form.

Projected Goals:

‘The Central California ICAC Task Force will continue to respond effectively and aggressively to

referrals from agencies both within and outside of our geographical area of responsibility.

Obiective #7:

The Central California ICAC Task Force will engage in law enforcement and community
outreach activities including training, prevention, and education activities. In accordance with
the National Project Safe Childhood Initiative, the Task Force recognizes the need to train
federal, state, and local law enforcement. The Task Force also recognizes the need for continued
awareness and public education campaigns.
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Activ  es:
To achieve this objective, the Task Force will:

e Receive requests via telephone, mail or email for presenters from people representi ; law
enforcement agencies and community groups (community groups include, but are not
limited to, schools, youth organizations, community-based organizations, state anc ical
law enforcement associations and chapters, local businesses, business organization:
victim service providers, faith—Based organizations, the media, Native American tr :s,
and family advocacy organizations);

o Complete the Speaker Request Form with information pertaining to the date/time ¢ the
event; the identity and contact information of the requestor; the location of the event; the
number of people expected; and the topic desired;

e Search for and identify someone on the Task Force who has the skills and knowledge to
make the presentation;

e After the presentation, follow-up to ascertain the number of attendees via a sign-in sheet
(if applicable);

» Report the presentations on the monthly statistical reports.

Projected Goals:

The Central California ICAC Task Force will provide a minimum of 75 community outreach

presentations and public events between July 1, 2018 and December 31, 2020.

Objective #8:

The Central California ICAC Task Force will formalize law enforcement partnerships through

signed Memorandums of Understanding (MOUs).
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Activities:
To achieve this objective, the Task Force will:
s Contact agencies that have requested assistance, training, or information in the past year;
o Discuss with these agencies the advantages of having a signed MOU and beinga{ mal
partner with the ICAC program;
» Provide a copy of the MOU to the agency;
e Keep copies of signed MOUs on file;
e Add agency to list of formal ICAC partners;
e Keep agencies apprised for training opportunities, national-coordinated investigations,
and planning meetings.

Projected Goals:

The Central California ICAC Task Force will formalize law enforcement partnerships with one

(1) agency between July 1, 2018 and December 31, 2020.

Objective #9:

The Central California [CAC Task Force will fully participate in nationally-coordinated
investigations.
Activities:
When notification is received of nationally-coordinated investigations, the Task Force will:
¢ Identify available resources for participation;
e Make personnel resources available for all necessary meetings as identified by
investigation leader;
e Participate in investigation as directed by investigation leader;
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e Report participation on six-month progress reports.

Projected Goals:

The Central California ICAC will fully participate in all nationally-coordinated investigations.

Participation will be documented on six-month progress reports.

Project/Program Design and Implementation

The Central California ICAC Task Force is a multi-jurisdictional program consisting of
investigators from various local, state, and federal law enforcement and prosecutorial agencies
throughout our nine county area of responsibility. Participating agencies operate under a formal,
signed Memorandum of Understanding (MOU). The Task Force began receiving funding under
the Internet Crimes Against Children Task Force’s Urban Expansion Program in Qctober 2007.
Since that time, the Task Force has used portions of the Federal DOJ and Cal OES State ICAC
grant funds to fund three investigators and one Community Service Officer. These personnel are

dedicated full-time to the Central California ICAC Task Force.

With these grant funds dedicated to the ICAC program from Cal OES, Central California ICAC
will continue to partially fund Salary and Benefit packages for two full-time investigators
dedicated to the Central California ICAC Task Force. Additional funds have also been dedicated
for Overtime in order to support our response to the sexual exploitation of our children. This
grant funding will allow Central California ICAC to add much needed equipment and training
which will increase our ability to respond to and combat the sexual exploitation of our children
across our entire Task Force. The additional equipment and training which we are requesting

will support the efforts of Central California ICAC for many years to come. We also believe
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with the additional grant funding and our plan and implementation of these funds, we will
increase our ability to serve our victims and the community at large, while increasing our
response to identifying, locating and arresting those who sexually exploit our childrenvi e

internet and other technology related means.

The Central California ICAC Task Force will investigate internet crimes against children
utilizing the protocols and national standards, as the Attorney General sets them forth, to the
extent they are consistent with the law of the state of California. Central California ICAC will
ensure all ICAC investigators assigned to the Task Force are adhering to the standards at all

times.

Central California ICAC Task Force services will be directed at citizens within our multi-county
service area. Services will be provided to children/youth, teachers, parents, other concerned
citizens, and law enforcement agencies. Crimes committed by suspects residing in our service
area will be investigated. Cases involving suspects residing outside of our service

area/jurisdiction will be referred to the appropriate law enforcement agency for investigation.

A detailed action plan for meeting each of our objectives is outlined in the Program
Narrative section this application. Law enforcement agencies at the state and local level
have expressed a desire to commit personnel and resources to the Central California
ICAC Task Force. A listing of those agencies seeking Task Force technical assistance,
forensic assistance, or investigative assistance with ICAC-related cases will be

compiled. Those agencies will be targeted and will be contacted about establishing a
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formal relationship with the ICAC Program. The benefits of being part of an ICAC
Task Force will be discussed and an MOU for signature will be provided to each
agency, along with a copy of the ICAC Task Force Investigative Standards. These
agencies will also be invited to attend meetings hosted by the Central California ICAC
Task Force to discuss Task Force issues, developments and training. With these
measures, the Task Force goal is to increase the number of partner agencies by one (1)

agency throughout the 30-month grant period.

On a monthly basis, Central California ICAC investigators will submit statistical reporting
forms to the Sherifl’s Detective Sergeant, who is also the Commander of the Central California
ICAC Task Force. These statistical report forms will be submitted for investigations, fore ics,
technical assistance, and presentations. The Commander of Central California ICAC Task
Force will compile a report showing the number of investigations completed, number of arrests,
the number of forensic examinations completed, the number and type of presentations given
each month, the number of people trained, the number of technical assistance provided, and the
number of times the Task Force served as a resource to the community and other law

enforcement agencies.

On a semi-annual basis, the Commander of Central California ICAC Task Force will prepare a
report detailing the Task Force’s status toward achieving the stated goals and objectives. This
report will list each objective as shown in this application, each goal associated with the
individual objectives, and our status to date. The report will detail what goals have been
achieved, and any progress towards meeting our stated goals and objectives. Those areas

where we were unable to meet our stated goals will be reviewed and resources will be
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reallocated to those areas to insure our ability to meet our goals as stated in this application.
The statistics that are collected are the monthly reports, quarterly reports, and semiannual
progress reports. All statistical reports will be submitted to CAL OES for review on a semi-

annual basis.

The Fresno County Sheriff-Coroner’s Office and the HSI Fresno Office will continue to
provide resources to insure the successful operation of the ICAC Program. These resources
include building space, office furniture, investigative tools, computer equipment, forensic

equipment, forensic training, investigative staff, and support personnel.

Capabilities/Competencies

The Central California ICAC Ta: Force will be operated by the Fresno County Sheriff-
Coroner’s Office who will serve as the lead agency. The Fresno County Sheriff-Coroner’s Office
provides law enforcement and correctional services to all residents in Fresno County. The
county has a charter form of government. It is governed by a five-member Board of Supervisors,
elected to serve four-year terms. Other elected officials in Fresno County include the Assessor,

District Attorney, and Sheriff-Coroner,

The Task Force is part of the Person’s Crimes Division, which operates within the Detective
Burean of the Fresno County Sheriff-Coroner’s Office. The day-to-day activities of the assigned
Central C: fornia ICAC Detectives and Community Service Officer are supervised by a
Sheriff’s Detective Sergeant who is partially assigned to the Central California ICAC Program.

By virtue of the position within the Fresno County Sheriff-Coroner’s Office, the Detective
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Sergeant is also the Central California ICAC Commander. This Detective Sergeant insures  at
all investigators follow the ICAC Task Force Investigative Standards. The Detective Sergeant is
responsible for case assignments, forensic assignments, and public presentation assignme ;.
This Sergeant is also responsible for assigning requests for technical assistance and any requests
for resources. On an as-needed basis, the Detective Sergeant assists with requests for technical
assistance, resources, and training by other law enforcement agencies and the community. The
Detective Sergeant is supervised by a Sheriff’s Licutenant who is also partially assigned to the
ICAC Program. This Lieutenant is the Fresno County Sheriff-Coroner’s Office Person’s {  imes
Division Commander who also oversees the ICAC Program in this area. The Lieutenant is
supervised by a Sheriff’s Captain who oversees all Central California ICAC Task Force

activities.

The Internet Crimes Against Children Program detectives are responsible for the investigation of
on-line criminal activity which tends to exploit minors, including, but not limited to: attempting
to meet minors for sexual purposes; possessing, distributing, or manufacturing child
pornography; enticing minors to engage in vice-related activities; and contributing to the
delinguency of minors. Specifically, the ICAC Detectives are responsible for proactively
initiating cases, investigating complaints received, interviewing witnesses, identifying and
apprehending perpetrators, interrogating suspects, preparing and executing search warrants,
completing crime reports, producing statistical reports, providing technical expertise, seizing
digital evidence, conducting computer forensic examinations, analyzing and processing
evidence, gathering intelligence, presenting thorough investigations to the prosecutor, conducting
follow-up investigations as requested by the prosecutor, testifying in court, networking with

other law enforcement officers, maintaining equipment, providing presentations to the public,
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providing interviews to the media, and training law enforcement officers.

Based on the many years of experience operating within the Task Force model, the Fresno
County Sheriff-Coroner’s Office is uniquely qualified to provide the services required under this
application. Previous and current Task Force successes have been achieved on a national 1
international level. The current communication, cooperative effort and success that the Ce  tral
California ICAC Task Force has with other ICAC task forces across the country will be
enhanced by the addition of new affiliate agencies and the continued training and expansion of
current task force members. The personnel currently assigned to Central California ICAC from
the Fresno County Sheriff-Coroner’s Office have over 15 combined years of experience working
child exploitation cases and working within the guidelines of this grant. This is invaluable
amount of experience which is passed on to all members of the Central California ICAC Task

Force and will continue to be for years to come.
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CALIFORNIA GOVERNOR’S OFFICE OF EMERGENCY SERVICES
CRIMINAL JUSTICE & VICTIM SERVICES DIVISION
COMPUTER AND AUTOMATED SYSTEMS

PURCHASE JUSTIFICATION GUIDELINES

In order to keep up with the ever changing advancements in technology, Central California

ICAC is requesting to purchase computers and software with these grant funds in order to
enhance our ability to respond to the sexual exploitation of our children. These equipme
will be used by Task Force members to investigate child exploitation cases and by trained

items

forensic examiners to conduct advanced digital computer forensic examinations.

Graykey designed by Grayshift. Graykey is an iPhone cracking tool that is utilized by
law enforcement in order to bypass passcodes on all modern iPhones, with proper gal
service. Graykey will allow forensic experts to obtain the iPhone passcodes and perform
a full data extraction on the devices hard drive, SIM card and/or its applications.

Forensic Toolkit (FTK) Bootcamp training course by AccessData. This funding will
provide up to fifteen (15) seats for Task Force members to atiend a three day training
course hosted by Central California ICAC in the Fresno/Clovis area. At the conclusion
of the training, up to fifteen (15) Task Force members will be FTK certified forensic
examiners. This will nearly double the number of forensic examiners on our Task Force
and will increase our ability to respond to and investigate the sexual exploitation of our
children.

Forensic Toolkit (FTK) by Accessdata license and support for one year. This funding
will provide up to ten (10) licenses for Task Force members to utilize the FTK software.
Each license will provide a certified FTK examiner access to utilize FTK software for
one year to conduct advance forensic examinations on digital evidence.

Forensic Desktop Machine by Sumuri or similar type forensic computer. To be utilized
by Task Force members to conduct advanced digital computer forensic examinations.

Forensic Laptop Machine by Sumuri or similar type forensic computer. To be utilized by
Task Force members to conduct advanced digital computer forensic examinations.

HP windows based Laptop Machine. To be utilized by Task I'orce members to conduct
child exploitation investigations, including reactive and proactive investigations.



e Electronic Detection K9, The K9 and the Fresno County Sheriff's Office Detective will
be trained to detect electronic storage media and will be utilized in the field durin_  hild
exploitation investigations and other areas as needed. The K9 can be used to diffuse
volatile, emotional, or otherwise stressful situations created by the execution of a search
warrant. The K9 will also be used for workplace therapy, victim disclosures, and ic
relations at community events with a focus on internet safety.

¢ Digital Storage Server upgrade. Expand and upgrade an existing digital storage server by
adding twenty-six (26), six (6) Terabyte hard drives for a total additional storage of 156
Terabytes dedicated to digital storage of child exploitation cases. This includes
upgrading to Fiber Optic for increased speed, maintenance and support. This will
provide adequate storage for Central California ICAC for many years to come. This
includes seven years of maintenance and support to keep the system up to date and
operating at maximum performance.



C: IFORNIA GOVERNOR’S OFFICE OF EMERGENCY SERVICES
CRIMINAL JUSTICE & VICTIM SERVICES DIVISION

VEHICLE PURCHASE JUSTIFICATION GUIDELINES

One (1) dedicated mobile Forensic Vehicle, similar to a Sprinter or compar: e
type van. Vehicle will be used to conduct onsite computer forensic
examinattons and conduct investigative interviews. Vehicle will be designed
with multiple workstations to conduct computer forensics. The workstations are
to include all necessary forensic computers and other imperative digital
equipment. Vehicle will also be equipped with a separate room to conduct
investigative interviews with full audio/video recording capabilities. This
vehicle will allow Central California ICAC to enhance our ability to respond to
the sexual exploitation of our children, while providing a safer environment for
our personnel. The forensic van is an essential tool for our forensic
investigators as it provides a safe, clean and a self-contained area to conduct
forensic examinations. The mobile forensic vehicle will also provide a safe and
private interview area for investigators to interview victims, witnesses and
suspects. This vehicle will help to solve current problems, such as conducting
computer forensic examinations inside the suspect’s home, in plain sight of the
occupants residing in the home. Oftentimes, the interior of residences are not
suitable due to the unsanitary conditions to conduct computer forensics.
Currently, investigators must conduct forensic examinations either inside the
unsanitary conditions or outside in the elements and in plain view of neighbors
and the news media. Similarly, investigators have incurred the same issues
when it comes to conducting interviews of victims, witn  es and suspects. The
information discussed during these interviews is very sensitive information and
privacy is necessary for all involved, including the suspect. This vehicle will
allow for interviews to take place in a secure, private setting, without outside

interferences.



With the purchase of said vehicle, investigators with Central California ICAC
will be able to build stronger investigative cases, conduct more thorough s |
detailed computer forensic examinations, and have a greater success rate of
obtaining confessions from suspects and more accurate statements from vic  ns

and witnesses.

All of these described factors will afford Central California ICAC the abilit o
obtain a greater outcome during the court process. Thus, a greater opportunity
for Central California ICAC to better protect our children from sexual
exploitation, while holding perpetrators accountable and making our community

a safer place.





