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SPECIAL CONDITIONS

1. Requirements of the award; remedies for non-compliance or for materially false statements

The conditions of this award are material requirements of the award. Compliance with any assurances or certifications
submitted by or on behalf of the recipient that relate to conduct during the period of performance also is a material
requirement of this award. By signing and accepting this award on behalf of the recipient, the anthorized recipient
official accepts all material requirements of the award, and specifically adopts all such assurances or certifications as if
personally executed by the authorized recipient official.

Failure to comply with any one or more of thesc award requirements -- whether a condition set out in full below, a
condition incorporated by reference below, or an assurance or certification related to conduct during the award period -
- may result in the Office of Justice Programs ("OJP") taking appropriate action with respect to the recipient and the
award. Among other things, the OJP may withhold award funds, disallow costs, or suspend or terminate the award.
The U.S. Department of Justice ("DOJ"), including OJP, also inay take other legal action as appropriate.

Any materially falsc, fictitious, or fraudulent statewnent to the federal government related to this award (or concealment
or omission of a material fact) may be the subject of crininal prosecution (including under 18 U.S.C. 1001 and/or 1621,
and/or 34 U.S.C. 10271-10273), and also may lead to imposition of civil penalties and administrative remedies for false
claims or otherwise (including under 31 U.S.C. 3729-3730 and 3801-3812).

Should any provision of a requirement of this award be held to be invalid or unenforceable by its terms, that provision
shall first be applied with a limited construction so as to give it the maximum effect permitted by law. Should it be
held, instead, that the provision is utterly invalid or -unenforceable, such provision shall be deemed severable from this
award.

2. Applicability of Part 20 Uniform Requirements

The Uniform Administrative Requirements, Cost Principles, and Audit Requircments in 2 C.F.R. Part 200, as adopted
and supplemented by DOJ in 2 C.F.R. Part 2800 (together, the "Part 200 Uniform Requirements™) apply to this FY
2019 award from OJP.

The Part 200 Uniforma Requirements were first adopted by DOJ on December 26, 2014. If this FY 2019 award
supplements funds previously awarded by OJP under the same award number (e.g., funds awarded during or before
Deccmber 2014), the Part 200 Uniform Requirements apply with respect to all funds under that award number
(regardless of the award date, and regardless of whether detived from the initial award or a supplemental award) that
are obligated on or after the acceptance date of this FY 2019 award.

For more information and resources on the Part 200 Uniform Requirements as they relate to OJP awards and subawards
("subgrants"), see the OJP website at https://ojp.gov/funding/Part200UniformR equirements.htm.

Record retention and access: Records pertinent to the award that the recipient (and any subrecipient (“subgrantce”) at
any tier) must retain -- typically for a period of 3 years from the date of submission of the final expenditure report (SF
425), unless a diffcrent retention period applies -- and to which the recipient (and any subrecipient ("subgrantee") at
any tier) must provide access, include performance measurement information, in addition to the financial records,
supporting documents, statistical records, and other pertinent records indicated at 2 C.F.R. 200.333.

In the event that an award-related question arises from documents or other materials prepared or distributed by OJP
that may appear to conflict with, or differ in some way from, the provisions of the Part 200 Uniform Requirements, the
recipient is to contact OJP promptly for clarification.

QJP FORM 4000/2 (REV. 4-88)
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SPECIAL CONDITIONS
3. Compliance with DOJ Grants Financial Guide

References to the DOJ Grants Financial Guide are to the DOJ Grants Financial Guide as posted on the OJP website
(currently, the "DOJ Grants Financial Guide” available at https://ojp.gov/financialguide/DOJ/index.him), including any
updated version that may be posted during the period of performance. The recipient agrees to comply with the DOJ
Grants Financial Guide.

4. Reclassification of various statutory provisions to a new Title 34 of the United States Code

On September 1, 2017, various statutory provisions previously codified elsewhere in the U.S. Code were cditorially
reclassified (that is, moved and renumbered) to a new Title 34, cntitled "Crime Control and Law Enforcement.” The
reclassification encompassed a number of statutory provisions pertinent to OJP awards (that is, OJP grants and
cooperative agreements), including many provisions previously codified in Title 42 of the U.S. Code.

Effective as of September 1, 2017, any reference in this award document to a statutory provision that has been
reclassified to the new Title 34 of the U.S. Code is to be read as a reference to that statutory provision as reclassified to
Title 34. This rule of construction specifically includes references set out in award conditions, references sct out in
material incorporated by reference through award conditions, and references set out in other award requirements.

5. Required training for Point of Contact and all Financial Points of Contact

Both the Point of Contact (POC) and all Financial Points of Contact (FPOCs) for this award must have successfully
completed an "OJP financial management and grant administration training" by 120 days after the date of the
recipient's acceptance of the award. Successful completion of such a training on or after January 1, 2017, will satisfy
this condition.

In the event that either the POC or an FPOC for this award changes during the period of performance, the new POC or
FPOC must have successfully completed an "OJP financial management and grant administration training" by 120
calendar days afier — (1) the date of OJP's approval of the "Change Grantee Contact” GAN (in the case of a new
POC), or (2) the date the POC enters information on the new FPOC in GMS (in the casc of a new FPOC). Successful
completion of such a training on or after January 1, 2017, will satisfy this condition.

A list of OJP trainings that OJP will consider "OJP financial management and grant administration training" for
purposes of this condition is available at https://www.ojp.gov/training/fmts.htm. All trainings that satisfy this condition
include a session on grant fraud prevention and detection

The recipient should anticipate that OJP will immediately withhold ("freeze") award funds if the recipient fails to
comply with this condition. The recipient's failure to comply also may lead OJP to impose additional appropriatc
conditions on this award.

6. Requirements related to "de minimis" indirect cost rate

A recipienl that is eligible under the Part 200 Uniform Requirements and other applicable law to use the "de minimis"
indirect cost rate described in 2 C.F.R. 200.414(f), and thal clects to use the "de minimis" indirect cosl rate, must advise
OJP in writing of both its eligibility and its election, and must comply with all associated requircments in the Part 200
Uniform Requirements. The "de minimis" rate may be applied only to modificd total direct costs (MTDC) as defined
by the Part 200 Uniform Requirements. ' ' '

QJP FORM 400072 (REV. 4-88)
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Requirement to report potentially duplicative funding

If the recipient currently has other active awards of federal funds, or if the recipient receives any other award of federal
funds during the period of performance for this award, the recipicnt promptly must determine whether funds from any
of those other federal awards have been, are being, or are to be used (in whole or in part) for one or more of the
identical cost items for which funds are provided under this award. If so, the recipient must promptly notify the DOJ
awarding agency (OJP or OVW, as appropriate) in writing of the potential duplication, and, if so requested by the DOQJ
awarding agency, must seek a budget-modification or change-of-project-scope grant adjustment notice (GAN}) 10
eliminate any inappropriate duplication of funding.

Requirements related to System for Award Management and Universal Identifier Requirements

The recipient must comply with applicable requirements regarding the System for Award Management (SAM),
currently accessible at https://www.sam.gov/. This includes applicable requirements regarding registration with SAM,
as well as maintaining the currency of information in SAM.

The recipient also must comply with applicable restrictions on subawards ("subgrants™) to first-tier subrecipients
(first-tier "subgrantees"), including restrictions on subawards to entities that do not acquire and provide (to the
recipient) the unique entity identifier required for SAM registration.

The details of the recipient's obligations related to SAM and to unique entity identifiers are posted on the OJP web site
at htips://ojp.gov/funding/Explore/SAM.htm (Award condition: System for Award Management (SAM) and Universal
Identifier Requirements), and are incorporated by reference here.

This condition does not apply to an award to an individual who received the award as a natural person (i.c., unrelated to
any business or non-profit organization that he or she may own or operate in his or her name).

OJP FORM 400072 (REV. 4-88)
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9. Employment eligibility verification for hiring under the award

1. The recipient (and any subrecipient at any tier) must—

A. Ensure that, as part of the hiring process for any position within the United States that is or will be funded (in whole
or in part) with award funds, the recipient (or any subrecipient) properly verifies the employment cligibility of the
individual who is being hired, consistent with the provisions of 8 U.S.C. 1324a(a)(1) and (2).

B. Notify all persons associated with the recipient (or any subrecipient) who arc or will be involved in activitics under
this award of both--

(1) this award requirement for verification of employment eligibility, and

(2) the associated provisions in 8 U.S.C. 1324a(a)(1) and (2) that, generally speaking, make it unlawful, in the United
States, to hire (or recruit for cmployment) certain aliens.

C. Provide training (to the extent necessary) to those persons required by this condition to be notified of the award
requirement for employment eligibility verification and of the associated provisions of 8 U.S.C. 1324a(a)(1) and (2).

D. As part of the recordkeeping for the award (including pursuant to the Part 200 Uniform Requirements), maintain
records of all employment eligibility verifications pertinent to compliance with this award condition in accordance with
Form I-9 record retention requirements, as well as records of all pertinent notifications and trainings.

2. Monitoring

The recipient's monitoring responsibilities include monitoring of subrecipient compliance with this condition.

3. Allowable costs

To the extent that such costs are not reimbursed under any other federal program, award funds may be obligated for the
reasonable, necessary, and allocablc costs (if any) of actions designed to ensure compliance with this condition.

4. Rules of construction
A. Staff involved in the hiring process

For purposes of this condition, persons "who are or will be involved in activities under this award" specifically includes
(without limitation) any and all recipient (or any subrecipient) officials or other staff who are or will be involved in the
hiring process with respect to a position that is or will be funded (in wholc or in part) with award funds.

B. Employment eligibility confirmation with E-Verify

For purposes of satisfying the requirement of this condition regarding verification of employment eligibility, the
recipient (or any subrecipient) may choose to participate in, and usc, E-Verify (www.e-verify.gov), provided an
appropriate person authorized to act on behalf of the recipient (or subrecipient) uses E-Verify (and follows the proper
E-Verify procedures, including in the cvent of a "Tentative Nonconfirmation” or a "Final Nonconfirmation”) to
confirm employment eligibility for each hiring for a position in the United States that is or will be funded (in whole or
in part) with award funds. ’ )

C. "United States" specifically includes the District of Columbia, Puerto Rico, Guam, the Virgin Islands of the United
States, and the Cornmonwealth of the Northern Mariana Islands.

D. Nothing in this condition shall be understood to authorize or require any recipient, any subrecipient at any tier, or

OJP FORM 4000/2 (REV. 4-88)



f |
U.S. Department of Justice '
Office of Justice Programs AWARD CONTINUATION
Office of Juvenile Justice and SHEET PAGE 6 OF 16
Delinquency Prevention Cooperative Agreement
PROJECT NUMBER  2019-MC-FX-K028 AWARD DATE 09/16/2019
SPECIAL CONDITIONS

L

12.

any person or other entity, to violate any federal law, including any applicable civil rights or nondiscrimination law.

E. Nothing in this condition, including in paragraph 4.B., shall be understood to relieve any recipicnt, any subrecipient
at any ticr, or any person or other entity, of any obligation otherwisc imposed by law, including 8 U.S.C. 1324a(a)(1)
and (2).

Questions about E-Verify should be directed to DHS. For more information about E-Venfy visit the E-Verify
website (https://www.c-verify.gov/) or email E-Verify at E-Verify@dhs.gov. E-Verify employer agents can email E-
Verify at E-VerifyEmployerAgent@dhs.gov.

Questions about the meaning or scope of this condition should be directed to OJP, before award acceptance.

Requirement to report actual or immincnt breach of personally identifiable information (PII)

The recipient (and any "subrecipient” at any tier) must have written procedures in place to respond in the event of an
actual or imminent "breach” (OMB M-17-12) if it (or a subrecipicat) — (1) creates, collects, uses, processes, stores,
maintains, disseminates, discloses, or disposes of "personally identifiable information (PIE)" (2 CFR 200.79) within the
scope of an OJP grant-funded program or activity, or (2) uses or operates a "Federal information system” (OMB
Circular A-130). The recipient's breach procedures must include a requirement to report actual or imminent breach of
PII to an OJP Program Manager no later than 24 hours after an occurrence of an actual breach, or the detection of an
imminent breach.

All subawards ("'subgrants”) must have specific federal authorization

The recipient, and any subrecipient ("subgrantee”) at any tier, must comply with all applicable requirements for
authorization of any subaward. This condition applies to agreements that -~ for purposes of federal grants
administrative requirements -- OJP considers a "subaward" (and therefore does not consider a procurement
"contract").

The details of the requirement for authorization of any subaward are posted on the OJP web site at
hitps://ojp.gov/funding/Explore/Subaward Authorization.him (Award condition: All subawards ("subgrants™) must have
specific federal authorization), and are incorporated by reference here.

Specific post-award approval required to usc a noncompetitive approach in any procurement contract that would
exceed $250,000

The recipient, and any subrecipicnt ("subgrantee") at any tier, must comply with all applicable requiremcnts to obtain
specific advance approval to use a noncompetitive approach in any procurement contract that would exceed the
Simplified Acquisition Threshold (currently, $250,000). This condition applies to agreements that -- for purposes of
federal grants administrative requirements — OJP considers a procurement "contract” (and therefore does not consider
a subaward).

The details of the requirement for advance approval to use a noncompetitive approach in a procurement contract under
an OJP award are posted on the OJP web site at hitps://ojp.gov/funding/Explore/NoncompetitiveProcurement.htm
(Award condition: Specific post-award approval required to use a noncompetitive approach in a procurement contract
(if contract would exceed $250,000)), and are incorporated by rcfercnce here.

OJP FORM 400072 (REV. 4-88)
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13. Unreasonable restrictions on competition under the award; association with federal government

SCOPE. This condition applies with respect to any procurement of property or services that is funded (in whole or in
part) by this award, whether by the recipient or by any subrecipient at any tier, and regardiess of the dollar amount of
the purchase or acquisition, the method of procurement, or the nature of any lcgal instrurent used. The provisions of
this condition must be among those included in any subaward (at any tier).

1. No discrimination, in procurcment transactions, against associates of the federal government

Counsistent with the (BOJ) Part 200 Uniform Reguirements — including as set out at 2 C.F.R. 200.300 (requiring
awards o be "managefd] and administer{ed] in a manner so as to ensure that Federal funding is expended and
associated programs are implemented in full accordance with U.S. statutory and public policy requircments") and
200.319(a) (generally requiring "[a]ll procurement transactions [to] be conducted in a mauner providing full and open
competition" and forbidding practices "restrictive of competition,” such as "[p]lacing unreasonable requirements on
firms in order for them to qualify to do business" and taking "[a]ny arbitrary action in the procurement process") —- no
recipient (or subrecipient, at any tier) may (in any procurement transaction) discriminate against any person or entity on
the basis of such person or entity's status as an "associate of the federal government™ (or on the basis of such person or
entity's status as a parent, affiliate, or subsidiary of such an associate), except as expressly setout in 2 CF.R.
200.319(a) or as specifically authorized by USDOJ.

2. Monitoning
The recipient's monitoring responsibilities include monitoring of subrecipicnt compliance with this condition.
3. Allowable costs

To the extent that such costs are not reimbursed under any other federal program, award funds may be obligated for the
reasonable, necessary, and allocable costs (if any) of actions designed to ensure compliance with this condition.

4. Rules of construction

A. The term "associate of the federal government” means any person or entity engaged or employed (in the past or at
present) by or on behalf of the federal government — as an employee, contractor or subcontractor at any tier), grant
recipicnt or -subrecipient (at any tier), agent, or otherwise -~ in undertaking any work, project, or activity for or on
behalf of (or in providing goods or services to or on behalf of) the fedcral government, and includes any applicant for
such employment or engagement, and any person or entity committed by legal instrument to undertake any such work,
project, or activity {or to provide such goods or services) in future.

B. Nothing in this condition shall be understood to authorize or require any recipient, any subrecipient at any tier, or
any person or other entity, to violate any federal law, including any applicable civil rights or nondiscrimination law.

OJP FORM 4000/2 (REV. 4-88)
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16.

17.

18.

Requirements pertaining to prohibited conduct related to trafficking in persons (including reporting requirements and
OJP authority to terminate award)

The recipient, and any subrecipient ("subgrantee") at any tier, must comply with all applicable requirements (includiog
requirernents to report allegations) pertaining to prohibited conduct related to the trafficking of pcrsons, whether on the
part of recipients, subrecipients ("subgrantees"), or individuals defined (for purposes of this condition) as "employees”
of the recipient or of any subrecipient.

The details of the recipient's obligations related to prohibited conduct related to trafficking in persons are posted on the
OJP web site at https://o)p.gov/funding/Explore/ProhibitedConduct-Trafficking.htm (Award condition: Prohibited
conduct by recipients and subrecipients related to trafficking in persons (including reporting requirements and OJP
authority to terminate award)), and are incorporated by reference here.

Determination of suitability to interact with participating minors

SCOPE. This condition applies to this award if it is indicated — in the application for the award (as approved by
DOJ)(or in the application for any subaward, at any tier), the DOJ funding announcement (solicitation), or an
associated federal statute — that a purpose of some or all of the activities to be carried out under the award (whether by
the recipient, or a subrecipient at any tier) is to benefit a set of individuals under 18 years of age.

The recipient, and any subrecipient at any tier, must make determinations of suitability before certain individuals may
interact with participating minors. This requirement applies regardless of an individual's employment status.

The details of this requirement are posted on the OJP web site at https://ojp.gov/funding/Explore/Interact-Minors.htm
(Award condition: Determination of suitability required, in advance, for ceriain individuals who may interact with
participating minors), and are incorporated by reference here.

Compliance with applicable rules regarding approval, planning, and reporting of conferences, meetings, trainings, and
other events

The recipient, and any subrecipient ("subgrantee”) at any tier, must comply with all applicable laws, regulations,
policies, and official DOJ guidance (including specific cost limits, prior approval and reporting requirerents, where
applicable) governing the use of federal funds for expenses related to conferences (as that term is defined by DOJ),
including the provision of food and/or beverages at such conferences, and costs of attendance at such conferences.

Information on the pertinent DOJ definition of conferences and the rules applicable to this award appears in the DOJ
Grants Financial Guide (currently, as section 3.10 of ""Postaward Requirements” in the "DOJ Grants Financial Guide").

Requirement for data on performance and effectiveness under the award

The recipient must collect and maintain data that measure the performance and effectiveness of work under this award.
The data must be provided to OJP in the manner (including within the timeframes) specified by OJP in the program
solicitalion or other applicable written guidance. Data collection supports compliance with the Government
Performance and Results Act (GPRA) and the GPRA Modemization Act of 2010, and other applicable laws.

OJP Training Guiding Principles

Any training or training materials that the recipient -- or any subrecipient ("subgrantee”) at any tier — develops or
delivers with OJP award funds must adhere to the OJP Training Guiding Principles for Grantees and Subgrantees,
available at https://ojp.gov/funding/Implement/TrainingPrinciplesForGrantees-Subgrantees.htm.

OJP FORM 4000/2 (REV. 4-88)
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SPECIAL CONDITIONS
Effect of failure to address audit issues

The recipient understands and agrees that the DOJ awarding agency (OJP or OVW, as appropriate) may withhold
award funds, or may imposc other related requirements, if (as determined by the DOJ awarding agency) the recipient
does not satisfactorily and promptly address outstanding issues from audits required by the Part 200 Uniform
Requirements (or by the terms of this award), or other outstanding issues that arise in connection with audits,
investigations, or reviews of DOJ awards.

Potcntial imposition of additional requirements

The recipient agrees to comply with any additional requircments that may be imposed by the DOJ awarding agency
(O3 or OVW, as appropriate) during the period of performance for this award, if the recipient is designated as "high-
risk" for purposcs of the DOJ high-risk grantee list.

Compliance with DOJ regulations pertaining to civil rights and nondiscrimination - 28 C.F.R. Part 42

The recipient, and any subrecipient ("subgrantee") at any tier, must coruply with all applicable requirements of 28
C.FR. Part 42, specifically including any applicable requirements in Subpart E of 28 C.FR. Part 42 that relate to an

equal employment opportunity program.
Compliance with DOJ rcgulations pertaining to civil rights and nondiscrimination - 28 C.F.R. Part 54

The recipient, and any subrecipient ("subgrantee”) at any tier, must comply with all applicable requirements of 28
C.F.R. Part 54, which rclates to nondiscrimination on the basis of sex in certain "education programs."

Compliance with DOJ regulations pertaining to civil rights and nondiscrimination - 28 C_F.R. Part 38

The recipient, and any subrecipient ("subgrantee") at any tier, must comply with all applicable requirements of 28
C.F.R. Part 38 (as may be applicable from time to time), specifically including any applicable requirements regarding
written notice to program beneficiaries and prospective program beneficiarics.

Currently, among other things, 28 C.F.R. Part 38 includes rules that prohibit specific forms of discrimination on the
basis of religion, a religious belief, a refusal to hold a religious belief, or refusal to attend or participate in a religious
practice. Part 38, cwrrently, also sets out rules and requirements that pertain 1o recipient and subrecipient
("subgrantee") organizations thal engage in or conduct explicitly religious activities, as well as rules and requirements
that pertain to recipients and subrecipients that are faith-based or religious organizations.

The text of 28 C_F.R. Part 38 is available via the Electronic Code of Federal Regulations (currently accessible at
https://www.ecfr.gov/cgi-bin/ECFR?page=browsc), by browsing to Title 28-Judicial Administration, Chapter 1, Part
38, under e-CFR "current" data.

OJP FORM 4000/2 (REV. 4-88)
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25.

24,

26.

SPECIAL CONDITIONS
Restrictions on "lobbying”

In general, as a maiter of federal law, federal funds awarded by OJP may not be used by the recipient, or any
subrecipient ("subgrantee”) at any tier, either directly or indirectly, to support or oppose the enactment, repeal,
modification, or adoption of any law, regulation, or policy, at any level of government. See 18 U.S.C. 1913. (There
may be cxceptions if an applicable federal statute specifically authorizes certain activities that otherwise would be
barred by law.)

Another federal law generally prohibits federal funds awarded by OJP from being used by the recipient, or any
subrecipient at any tier, to pay any person to influence (or atterapt to influence) a federal agency, a Member of
Congress, or Congress (or an official or employee of any of them) with respect to the awarding of a federal grant or
cooperative agreement, subgrant, contract, subcontract, or loan, or with respect to actions such as renewing, extending,
or modifying any such award. See 31 U.S.C. 1352. Certain cxceptions to this law apply, including an exception that
applies to Indian tribes and tribal organizations.

Should any question arise as to whether a particular use of federal funds by a recipient (or subrecipient) would or might
fall within the scope of these prohibitions, the recipient is to contact OIP for guidance, and may not proceed without the
express prior written approval of OJIP.

Compliance with general appropriations-law restrictions on the use of federal funds (FY 2019)

The recipient, and any subrecipient ("subgrantee”) at any tier, must comply with all applicable restrictions on the use of
federal funds set out in federal appropriations statutes. Pertinent restrictions, including from various "gencral
provisions” in the Consolidated Appropriations Act, 2019, are set out at

https://ojp.gov/funding/Explore/FY 19 AppropriationsRestrictions.htm, and are incorporated by reference here.

Should a question arise as to whether a particular use of federal funds by a recipient (or a subrecipient) would or might
fall within the scope of an appropriations-law restriction, the recipient is to contact OJP for guidance, and may not
procced without the express prior written approval of OIP.

Reporting potential fraud, waste, and abuse, and similar misconduct

The recipicnt and any subrecipients ("subgrantees") must promptly refer to the DOJ Office of the Inspector General
(OIG) any credible evidence that a principal, employee, agent, subrecipient, contractor, subcontractor, or other person
has, in connection with funds under this award -- (1) submitted a claim that violates the False Claims Act; or (2)
committed a criminal or civil violation of laws pertaining to fraud, conflict of interest, bribery, gratuity, or similar
misconduct.

Potential fraud, waste, abuse, or misconduct involving or relating to funds under this award should be reported to the
OIG by--(1) online submission accessible via the OIG webpage at https://oig.justice.gov/hotline/contact-grants htm
(sclect "Submit Report Online"); (2) mail directed to: Office of the Inspector General, U.S. Department of Justice,
Investigations Division, 1425 New York Avenue, N.W. Suite 7100, Washington, DC 20530; and/or (3) by facsimile
directed to the DOJ OIG Fraud Detection Office (Attn: Grantee Reporting) at (202) 616-9881 (fax).

Additional information is available from the DOJ OIG website at https:/oig.justice.gov/hotline.

OJP FORM 400072 (REV. 4-88)
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27.

SPECIAL CONDITIONS

Restrictions and certifications regarding non-disclosure agreements and related matters

No recipient or subrecipient ("subgrantee”) under this award, or entity that receives a procurement contract or
subcontract with any funds under this award, may require any employee or contractor to sign an internal confidentiality
agreement or statement that prohibits or otherwise restricts, or purports to prohibit or restrict, the reporting (in
accordance with law) of waste, fraud, or abuse to an investigative or law enforcement representative of a federal
department or agency authorized to receive such information.

The foregoing is not intended, and shall not be understood by the agency making this award, to contravene
requirements applicable to Standard Form 312 (wbich relates to classified information), Form 4414 (which relates to
sensitive compartmented information), or any other form issued by a federal department or agency goveming the
nondisclosure of classified information.

1. In accepting this award, the recipient--

a. represents that it neither requires nor bas required internal confidentiality agreements or statements from employees
or contractors that currently probibit or otherwise currently restrict (or purport to prohibit or restrict) employees or
contractors from reporting waste, fraud, or abuse as described above; and

b. certifies that, if it learns or is notified that it is or bas been requiring its employees or contractors to execute
agreements or statements that prohibit or otherwise restrict (or purport to prohibit or restrict), reporting of waste, fraud,
or abuse as described above, it will immediately stop any further obligations of award funds, will provide prompt
written notification to the federal agency making this award, and will resume (or permit resumption of) such
obligations only if expressly authorized to do so by that agency.

2. If the recipient does or is authorized under this award to make subawards ("'subgrants"), procurement contracts, or
both—

a. it represents tbat--

(1) it has determined that no other entity that the recipient’s application proposes may or will receive award funds
(whether through a subaward ("subgrant"), procurement contract, or subcontract under a procurement contract) either
requires or has required internal confidentiality agreements or statements from employees or contractors that currently
prohibit or otherwise currently restrict (or purport to prohibit or restrict) employees or contractors from reporting waste,
fraud, or abuse as described above; and

(2) it has made appropriate inquiry, or otherwise has an adequate factual basis, to support this representation; and

b. it certifies that, if it learns or is notified that any subrecipient, contractor, or subcontractor entity that receives funds
under this award is or has been requiring its employees or contractors to execute agreements or statements that prohibit
or otherwise restrict (or purport to prohibit or restrict), reporting of waste, fraud, or abuse as described above, it will
immediately stop any further obligations of award funds to or by that entity, will provide prompt written notification to
the federal agency making this award, and will resume (or permit resumption of) sucb obligations only if expressly
authorized to do so by that agency.

OJP FORM 4000/2 (REV. 4-88)
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29.

30.
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32.

33.

Compliance with 41 U.S.C. 4712 (including prohibitions on reprisal; notice to employees)

The recipient (and any subrecipient al any tier) must comply with, and is subject to, all applicable provisions of 41
U.S.C. 4712, including all applicable provisions that prohibit, under specified circumstances, discrimination against an
employee as reprisal for the employee's disclosure of information related to gross mismanagement of a federal grant, a
gross waste of federal funds, an abuse of authority relating Lo a fedcral grant, a substantial and specific danger to public
health or safety, or a violation of law, rule, or regulation related to a federal grant.

The reciptent also must inform its employees, in writing (and in the predominaﬁt nalive language of the workforce), of
employee rights and remedies under 41 U.S.C. 4712.

Should a question arisc as to the applicability of the provisions of 41 U.S.C. 4712 1o this award, the recipient is to
contact the DOJ awarding agency (OJP or OVW, as appropriate) for guidance.

Encouragement of policies to ban text messaging while driving

Pursuant to Executive Order 13513, "Federal Leadership on Reducing Text Messaging Whilce Driving," 74 Fed. Reg.
51225 (October 1, 2009), DOJ encourages recipients and subrecipients ("subgrantees”) to adopt and enforce policies
banning employees from text messaging while driving any vehicle during the course of performing work funded by this
award, and to establish workplace safety policies and conduct education, awarencss, and other outreach Lo decrease
crashes caused by distracted drivers.

Requirement to disclose whether recipient is designated "high risk” by a federal grant-making agency outside of DOJ

If the recipient is designated "high risk” by a federal grant-making agency outside of DOJ, cumrently or at any time
during the coursc of the period of performance under this award, the recipicnt must disclose that fact and certain related
information to OJP by email at OJP.ComplianceReporting@ojp.usdoj.gov. For purposes of this disclosure, high risk
includes any status under which a federal awarding agency provides additional oversight duc to the recipient's past
performance, or other programmatic or financial concerns with the recipient. The recipient's disclosure must include
the following: 1. The federal awarding agency that currently designates the recipicnt high risk, 2. The date the recipient
was designated high risk, 3. The high-risk point of contact at that federal awarding agency (name, phone number, and
email address), and 4. The reasons for the high-risk status, as set out by the federal awarding agency.

Prior to the expenditure of confidential funds, the recipient and any subrecipients agree to sign a certification that the
recipicnt (or the subrecipient, as applicable) has read, understands, and agrees to abide by all of the conditions
pertaining to confidential fund expenditures set forth in the DOJ Grants Financial Guide.

ICAC Annual Reports

The recipient agrees to submit annual reports to OJP that set forth the following:

(A) The number of law enforcement agencies participating in Internet crimes against children program standards
cstablished by the task force. (B) Staffing levels of the task force, including the number of investigators, prosecutors,
education specialists, and forensic specialists dedicated to investigating and prosecuting Internet crimes against
children.

The recipient agrees to forward reports of ICAC Task Force Program Monthly Performance Mcasures to the OJJDP-
designated site. . : :

The recipient agrees to comply with the OJJDP approved ICAC Task Force Operational and Investigative Standards

r !
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35.

36.

37.

38.

SPECIAL CONDITIONS

Justification of consultant rate

Approval of this award does not indicate approval of any consultant rate in excess of $650 per day. A detailed
Jjustification must be submitted to and approved by the OJP program office prior to obligation or expenditure of such
funds.

Copyright; Data rights

The recipient acknowledges that OJP reserves a royalty-free, non-exclusive, and irrevocable license to reproduce,
publish, or otherwise use, and authorize others to use (in whole or in part, including in connection with derivative
works), for Federal purposes: (1) any work subject to copynight developed under an award or subaward (at any tier);
and (2) any rights of copyright to which a recipient or subrecipient (at any tier) purchases ownership with Federal
support.

The recipient acknowledges that OJP has the right to (1) obtain, reproduce, publish, or otherwise use the data first
produced under any such award or subaward; and (2) authorize others to receive, reproduce, publisb, or otherwise use
such data for Federal purposes. "Data" includes data as defined in Federal Acquisition Regulation (FAR) provision
52.227-14 (Rights in Data - General).

It is the responsibility of the recipient (and of cach subrecipient (at any tier), if applicable) to ensure that the provisions
of this condition are included in any subaward (at any tier) under this award.

The recipicnt has the responsibility to oblain from subrecipicnts, contractors, and subcontractors (if any) all rights and
data necessary to fulfill the recipient's obligations to the Government under this award. If a proposed subrecipient,
contractor, or subcontractor refuscs to accept terms affording the Government such rights, the recipient shall promptly
bring such refusal to the attention of the OJP program manager for the award and not proceed with the agreement in
question without further authorization from the OJP program office.

FFATA reporting: Subawards and cxecutive compensation

The recipient must comply with applicable requirements to report first-tier subawards ("subgrants") of $25,000 or

more and, in certain circumstances, to report the names and total compensation of the five most highly compensated
executives of the recipient and first-tier subrecipicats (first-tier "subgrantees”) of award funds. The details of recipient
obligations, which derive from the Federal Funding Accountability and Transparency Act of 2006 (FFATA), are posted
on the OJP web site at https://ojp.gov/funding/Explore/FFATA htm (Award condition: Reporting Subawards and
Executive Compensation), and are incorporated by reference here.

This condition, including its reporting requirement, does not apply to— (1) an award of less than $25,000, or (2) an
award made to an individual who received the award as a natural person (i.e., unrelated to any business or non-profit
organization that he or she may own or operate in his or her name).

The Project Director and key program personnel desigpated in the application shall be replaced only for compelting
reasons. Successors to key personnel must be approved, and such approval is contingent upon submission of
appropriate information, including, but not limited to, a resume. OJP will not unreasonably withhold approval.
Changes in other program personnel require only notification to OJP and submission of resumes, unless otherwise
designated in the award document.
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39. Withrespect to this award, federal funds may not be used to pay cash compensation (salary plus bonuses) to any

40.

41.

42.

43.

employee of the award recipient at a rate that exceeds 110% of the maximum annual salary payable to a member of the
federal government's Senior Executive Service (SES) at an agency with a Certified SES Performance Appraisal System
for that year. (An award recipient may compensate an employee at a higher rate, provided the amount in excess of this
compensation limitation is paid with non-federal funds.)

This limitation on compensation rates allowable under this award may be waived on an individual basis at the
discretion of the OJP official indicated in the program announcement under which this award is made.

The recipient agrees to submit a final report at the end of this award documenting all relevant project activities during
the entire period of support under this award. This report will include detailed information about the project(s) funded,
including, but not limited to, information about how the funds were actually used for each purpose area, data to support
statements of progress, and data concerning individual results and outcomes of funded projects reflecting project
successes and impacts. The final report is due no later than 90 days following the close of this award period or the
expiration of any extension periods. This report will be submitted to the Office of Justice Programs, on-line through
the Intemnet at https://grants.ojp.usdoj.gov/.

The recipient agrees that it will submit quarterly financial status reports to OJP on-line (at https://grants.ojp.usdoj.gov)
using the SF 425 Federal Financial Report form (available for viewing at https://www.gsa gov/forms-library/federal-
financial-report), not later than 30 days after the end of each calendar quarter. The final report shall be submitted not
later than 90 days following the end of the award period.

The recipient shall submit semiannual progress reports. Progress reports shall be submitted within 30 days after the end
of the reporting periods, which are June 30 and December 31, for the life of the award. These reports will be submitted
to the Office of Justice Programs, on-line through the Intemmet at https://grants.ojp.usdoj.gov/.

The Office of Juvenile Justice and Delinquency Prevention has elected to enter into a Cooperative Agreement rather
than a grant with the recipient. This decision reflects the mutual interest of the recipient and OJJDP in the operation of
the project as well as the anticipated level of Federal involvement in this project. OJJDP's participatory role in the
project is as follows:

a. Review and approve major work plans, including changes to such plans, and key decisions pertaining to project
operations.

b. Review and approve major project generated documents and materials used in the provision of project services.
Provide guidance in significant project planning meetings, and participate in project sponsored training events or
conferences.

OJP FORM 400072 (REV. 4-88)
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44. Within 45 calendar days after the end of any conference, meeting, retreat, seminar, symposium, training activity, or
similar event funded under this award, and the total cost of which exceeds $20,000 in award funds, the recipient must
provide the program manager with the following information and itemized costs:

1) name of event;

2) event dates;

3) location of event;

4) number of federal attendees;

5) number of non-federal attendees;

6) costs of event space, including rooms for break-out sessions;

7) costs of audio visual services;

8) other equipment costs (e.g., computer fees, telephone fees);

9) costs of printing and distribution;

10) costs of meals provided during the event;

11) costs of refreshments provided duning the event;

12) costs of event planner;

13) costs of event facilitators; and

14) any other costs associated with the event.

The recipient must also itemize and report any of the following attendee (including participants, presenters, speakers)
costs that are paid or reimbursed with cooperative agreement funds:

1) meals and incidental expenses (M&IE portion of per diem);

2) lodging;

3) transportation to/from cvent location (e.g., common carrier, Privately Owned Vehicle (POV)); and,
4) local transportation (e.g., rental car, POV) at event location.

Note that if any item is paid for with registration fees, or any other non-award funding, then that portion of the expense
does not need to be reported.

Further instructions regarding the submission of this data, and how to determine costs, are available in the OJP
Financial Guide Conference Cost Chapter.

|
|
i
|
|
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45.

47.

48.

Any Web site that is funded in whole or in part under this award must include the following statement on the home
page, on all major entry pages (i.e., pages (exclusive of documents) whose primary purpose is to navigate the user to
interior content), and on any pages from which a visitor may access or use a Web-based service, including any pages
that provide results or outputs from the service:

"This Web site is funded {insert "in part," if applicable] through a grant from the [insert name of OJP component],
Office of Justice Programs, U.S. Department of Justice. Neither the U.S. Department of Justice nor any of its
components operate, conlrol, are responsible for, or necessarily endorse, this Web site (including, without limitation, its
content, technical infrastructure, and policies, and any services or tools provided)."

The full text of the foregoing statement must be clearly visible on the home page. On other pages, the statement may
be included through a link, cntitled "Notice of Federal Funding and Federal Disclaimer," to the full text of the
statement.

Grant funds may be used only for the purposes in the recipient’s approved application. The recipient shall not
undertake any work or activities that are not described in the grant application, and that use staff, equipment, or other
goods or services paid for with OJP grant funds, without prior written approval from OJP.

The recipicnt shall submit to OJJDP a copy of all interim and final reports and proposed publications (including those
prepared for conferences, journals, and other presentations) resulting from this award, for review and comment prior to
publishing. Any publication produced with grant funds must contain the following statement: "This project was
supported by Grant # ( ) awarded by the Office of Juvenile Justice and Delinquency Prevention, Office of Justice
Programs, U.S. Department of Justice. The opinions, findings, and conclusions or recommendations expressed in this
publication/program/exhibition are those of the author(s) and do not necessarily reflect those of the Department of
Justice. All reports and products may be required to display the OJIDP logo on the cover (or other location) with the
agreement of OJJDP. OJIDP defines publications as any planned, written, visual or sound materials substantively
based on the project, formally prepared by the award recipient for dissemination to the public.

The recipient may not obligate, cxpend or draw down funds until the Office of the Chief Financial Officer (OCFO) has
approved the budget and budget narrative and a Grant Adjustment Notice (GAN) has been issued to remove this special
condition.
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INTERNET CRIMES AGAINST CHILDREN TASK FORCE PROPOSAL
OJJDP FY2019-2020

FRESNO COUNTY SHERIFF’S OFFICE

Project Abstract

The Fresno County Sheriff’s Office is applying for continuation funding through the
Internet Crimes Against Children (ICAC) Program in order to support the Central
California Internet Crimes Against Children Task Force. The Central California ICAC
Task Force is dedicated to locating, identifying, and arresting those who prey upon our
children, and who sexually exploit our children through the use of technology. These
funds will be used to investigate computer related crimes committed against children by
enhancing investigative responses to technology facilitated crimes by offenders using the
internet, and other technologies. The funding will also be used to provide educational
programs aimed at law enforcement officers, teachers, parents, and children; to serve as a
forensic resource to law enforcement agencies within our geographical service area
throughout Central California; to prosecute cases at the local, state, and federal level; and
to participate in nationally-coordinated investigations.

The Central California ICAC Task Force’s service area is comprised of a nine (9) county
area within Central California with a total service population of more than 3 million
persons, many registered Indian Tribes and 84 law enforcement agencies. Progress
toward achieving the stated goals and objectives will be evaluated on a monthly basis via
statistical reporting, and semi-annual basis via progress reports. Those reports will then
be submitted to the Office of Juvenile Justice and Delinquency Prevention (OJJDP).

Program effectiveness of the Central California ICAC Task Force will be measured based
on the number of ICAC-related arrests, number of proactive and reactive investigations
completed, number of computer forensic examinations completed, amount of technical
assistance provided to law enforcement agencies, number of agencies participating in our
program, and number of community outreach presentations conducted.






According to a Pew Research Center report (May 31, 2018) on average, 95% percent of teens
(ages 13 to 17 years of age) have access to a smartphone, and 45% say they are online “almost
constantly.” The 95% is a 22% increase from the 73% of teens who said they had access to a
smartphone in 2014-2015. Smartphone ownership is nearly universal among teens of different
genders, races and ethnicities and socioeconomic backgrounds. The 45% of teens who say they
are almost constantly online almost doubled from the 2014-2015 survey showing 24%. Another
44% say they go online several times a day, meaning roughly nine (9) in ten (10) teens go online

at least multiple times a day.

The increase in technology has brought with it tremendous learning potential for our children and
youth. Unfortunately, it has also brought with it the increased potential for online victimization
of these same children and youth, including unwanted exposure to sexual material, unwanted
sexual solicitations, and online harassment such as cyber bullying. According to a Pew Research
Center report (September 27, 2018) a majority of teens have experienced some form of cyber
bullying. In the study, 59% of teens admitted to one or more of the following; offensive name-
calling, spreading of false rumors, receiving explicit images they didn’t ask for, constant asking
of where they are, what they’re doing, who they’re with, by someone other than a parent,

physical threats and having explicit images of them shared without their consent.

Children and teens continue to receive unwanted sexual solicitations while online. Risks are
higher for youngsters who are troubled, such as those who experienced a negative life event such
as a death in the family, moved to a new home, had separated or divorced parents or had a parent

who lost a job. Particularly disturbing trends in these solicitations are requests for youth to send



sexual pictures of themselves. It is a crime, under federal and state laws, to take, distribute, or
possess sexually explicit images of children younger than 18 years of age. Many of these images
constitute child pornography. When children or teens comply with these requests, they usually
do not realize the potential impact of their actions. The picture(s) could be circulated online to
hundreds, thousands or more people or a perpetrator could blackmail the victim for additional
images, videos, and even sex. Additionally, the victim has no control of the images or videos
once they have been sent out. Unfortunately, the Central California Internet Crimes Against
Children (ICAC) Task Force is receiving more and more disturbing cases of this nature, which

leads to more children being sexually exploited and victimized.

Considering these trends and studies, it is easy to see that children are inherently susceptible to
the dangers of the Internet. The stages of child psychological development may facilitate on-line
victimization. The lack of emotional maturity can make children more vulnerable to
manipulation and/or intimidation. Children also have a strong desire for attention, validation,
and affection, as well as a lack of caution or self-preservation. Children are taught to obey adult
requests and demands and may be less likely to know when it is not appropriate to do so. In
addition, children are naturally curious about sex and other “forbidden” topics. It is important to
note that children may also be hesitant to tell a trusted adult if they are approached in an
inappropriate way, because of a feeling of embarrassment or shame. Adolescents are widely
considered by the psychological establishment to be prone to recklessness and risk-taking

behavior, which can have long lasting consequences.



Unfortunately, parental education with respect to Internet safety is lacking. Although techniques
are available to protect children from certain content, research indicates most parents aren't using
them. Although parents say they employ filtering systems on their Internet connections, many
children admit to hiding their online activities from parents and guardians. Many parents do not
discuss these topics with their children and most do not have passwords and access to their

children’s social media information, nor the knowledge of the applications their children use.

With these things in mind, Central California ICAC takes a multi-pronged approach towards
dealing with the sexual exploitation of children. The Central California ICAC Task Force
realizes that being able to provide enough manpower and resources to effectively protect
children from Internet predators is a nearly impossible task, so raising the awareness of Central
California residents about the sexual exploitation of children and prevention education are
priorities. Children who are educated in the importance of online safety are more likely to take
steps to keep themselves safe online than ones who aren’t educated. Learning to recognize the
warning signs or risks involved with Internet usage will allow trusted adults to intervene and

lessen potential negative impacts.

To promote awareness and community education, the Central California ICAC Task Force
supplies task force affiliates with copies of NetSmartz Internet Safety Presentation information
and literature targeting four groups: Parents and Community Groups, Middle and High School
students, 3rd through 6th Grade students, and children attending Kindergarten to 2nd

Grade. These age-appropriate presentations teach children, their parents and/or guardians, and

educational staff how to help children avoid becoming victims. The presentations increase the



safety awareness of children to prevent victimization and increase self-confidence when the
children are online. Additionally, the Central California [CAC Task Force has given numerous
presentations to Elementary, Middle and High School teachers and staff to assist them with
identifying victims of cyberbullying and sexual abuse, as well as to educate them of the current
laws and statutes related to child sexual exploitation. Educational presentations have not been
limited to schools, but have also been presented during outreach events and child abuse
conferences. This fiscal year, Central California ICAC had representatives attend the Fresno
County Fair, “Kids Day” event presented by Pelco Inc., “May Day” which is hosted by the

Valley Children’s Hospital and multiple other health and safety fairs.

The Central California [CAC Task Force currently maintains the Task Force website

and a Facebook page, both of which publicize arrests and
operations, provides Internet safety material to the community, and provides resources to the
public, such as reporting and contact information for Central California ICAC Task Force

affiliates.

As aresult of these proactive efforts, Central California I[CAC receives countless phone calls, e-
mails and referrals from parents, teachers, relatives, and other agencies regarding possible online
crimes committed against children and youth. The continuous stream of tips from the public,
law enforcement, and social service agencies is a direct result of the well-publicized success that
the Central California ICAC Task Force has achieved and continues to achieve. Central
California ICAC has received numerous positive media stories, both in print, radio and

television, which have been generated as the result of high profile investigations, arrests and



prosecutions. As a result, the public, other law enforcement agencies, and social service
agencies have come to recognize the Central California ICAC Task Force as the “first responder”

to online child sexual exploitation investigative leads.

In addition to tips from members of the public and law enforcement agencies within our
jurisdiction, Central California ICAC also responds to a large number of tips from the National
Center for Missing and Exploited Children (NCMEC). This allows the task force to work
collaboratively with NCMEC and agencies throughout the United States to quickly respond to
reports of child victimizations. Often times, crimes against children do not recognize

jurisdictional boundaries and a collaborative effort is imperative towards solving these crimes.

Central California ICAC continues to see a dramatic increase in the reactive investigations
within our area of responsibility, from not only NCMEC, but also local police agencies and
turn overs from other jurisdictions. From January 2018 through December 2018, the Central
California ICAC Task Force received 1471 CyberTips from NCMEC, an increase from 968
from the same reporting period in 2017. For the first six months of 2019, January 2019 through
June 2019, Central California ICAC has already received 948 CyberTips, a dramatic increase
compared to 2018. At our current pace, Central California ICAC will receive nearly 2,000
CyberTips for the year. This is potentially an increase of over 500 CyberTips from the previous

year.

The Central California ICAC Task Force continues to receive documented complaints

regarding the manufacture, distribution, and possession of child pornography through the



general public and other law enforcement agencies. Due to these documented complaints,
patrol generated cases and proactive investigations; Central California ICAC conducted 1,675
total investigations from January 2018 through December 2018. For the first six months of
2019, January 2019 through June 2019, Central California ICAC has already received 1,010, an
increase compared to this time in 2018. At our current pace, Central California ICAC will

likely receive over 2,000 total investigations for the year.

While education and community involvement is a very important step towards reducing the
victimization of children, this alone will not fully eliminate the problem. Increasing the
investigative and prosecutorial capacities of its member affiliates is crucial towards fulfilling our
mission. In continuing our multi-pronged approach, the Central California ICAC Task Force
provides ongoing training opportunities for investigators, forensic examiners and prosecutors
involved with ICAC investigations. Member agencies can receive exclusive training for their
members, generally at no cost, at locations throughout the United States. Central California
ICAC Task Force presently provides training and support to sixty-two (62) cooperating affiliate
agencies that have signed Memorandum of Understandings (MOU) to be part of the Central

California ICAC Task Force.

The Central California ICAC Task Force has iprovided technological equipment and inter-agency
assistance to its member agencies throughout its existence. The Central California ICAC Task
Force offers many other resources to enhance law enforcement's responses to Internet related
crimes committed against children, including: de-confliction databases, contact lists, email

updates about cases, legislative updates and issues, and future training sessions. The Central



California ICAC Task Force continues to provide information for templates of search warrants,
court orders and other commonly used paperwork. Along with contact information for Internet
Service Providers, links to other related sites, law enforcement agencies and other information
useful for our members. If an agency is smaller or unfamiliar with ICAC investigations, we will
even facilitate by providing investigators to assist the agency in need and help serve search

warrants.

The Central California ICAC Task Force is also focusing efforts on proactively combating the
manufacture and distribution of child pornography via Peer to Peer (P2P) file sharing software.
Presently, millions of persons throughout the world use Peer to Peer file sharing networks to
share child pornography files amongst each other. Peer to Peer file sharing of child
pomography is perpetuating the cycle of sexual abuse. In many cases, people who sexually
abuse children will memorialize their abuse by documenting it through images and video.
These same people will provide these images and videos via Peer to Peer file sharing software
so other people can view it. Through the investigation of people who utilize Peer to Peer file
sharing software to view and trade child pornography, law enforcement has been able to rescue

and save countless victims of child sexual abuse.

The Central California ICAC Task Force currently conducts proactive Peer to Peer
investigations using software tools to monitor the activity. Central California ICAC also
recognizes the increase in usage 'of Peer to Peer networks such as BitTorrent. The Central
California ICAC Task Force has conducted numerous proactive BitTorrent investigations this

year and will continue to conduct them in an attempt to identify and arrest the child predators



abusing and preying upon our children. With the primary focus being to identify those child

predators who are committing hands on sexual abuse.

In the most recent grant-reporting period beginning January 2019 through June 2019, the Central
California ICAC Task Force has conducted numerous Peer to Peer investigations. However,
with the increase in CyberTips and overall investigations Task Force wide, less time is left to
initiate proactive Peer to Peer investigations. The Central California ICAC Task Force hopes to
increase the number of proactive cases for the upcoming grant period as more affiliated agencies
become trained and take on a more active role participating in proactive investigations, rather
than merely handling reactive CyberTips. The Central California ICAC Task Force fully intends
to continue to sponsor trainings for affiliates and supplementing those trained affiliates with the

necessary equipment needed to adequately perform child exploitation investigations.

Notably, the Central California ICAC Task Force continues to experience a significant increase
in forensic examinations each year. This can likely be attributed to the increase in reactive cases
as well as the increase in the training, knowledge, and ability of our current forensic examiners.
The accessibility of computer media with the ability to store large amounts of data is also a
factor negatively impacting the timely completion forensic examinations. The Task Force is
committed to assisting investigators within affiliated agencies to become certified forensic
examiners. Thus far in 2019, the Central California ICAC Task Force purchased the following
items and software to assist with investigations. Sumuri work stations and laptops to speed up
processing capabilities and manage growing media storage: Greykey and XRY software to assist

with extracting cell phone information; AccessData’s FTK for imaging and processing; and



Passmarks OS Forensics for on-site preview and triage during warrant investigations. Central

California ICAC trained and provided FTK licenses to twenty (20) investigators.

The Central California [CAC Task Force is currently housed at the HSI Fresno Office of
Investigations. The Central California [CAC Task Force includes HSI Special Agents, three
full-time Fresno County Sheriff’s detectives, a full time Fresno County Sheriff’s Community
Service Officer and a full time Fresno Police Detective. Prior to this year the task force also
included a California Department of Corrections and Rehabilitation Parole Agent, however
unforeseen circumstances arose and that position is no longer filled. With this full-time
staffing, Central California [CAC is better able to serve the citizens of our community and

increase our ability to protect children from sexual predators.

Since the formation of the Central California ICAC Task Force in the fall of 2007, the task force
has enjoyed tremendous success in the investigation, apprehension, and prosecution of child
sexual predators. Additionally, the task force has rescued numerous children from active sexual

abuse as a direct result of their ongoing efforts to combat the sexual exploitation of children.

Through this grant, the Central California ICAC Task Force will continue to address the

following needs:

e To investigate both proactive and reactive cases involving the online victimization of
children and youth.

e To assist with the effective prosecution of online child predators.
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e To serve as a forensic resource throughout the JCAC Task Force’s service area, providing
documented evidence to assist with investigations and prosecutions.

e To educate children and youth on Internet safety practices and reporting protocols should
they, or someone they know, become a victim.

e To educate parents, teachers, and other caregivers on Internet safely, filtering and monitoring
software, and reporting protocols should they become aware of online victimization.

e To educate other law enforcement agencies on recognizing and investigating online crimes
perpetrated against children.

e To engage other agencies as formal partners.

Goals, Objectives, and Performance Measures

The Central California I[CAC Task Force has incorporated the goals of the National ICAC
Program and their strategic plan in its current plan for fiscal year 2019-2020. The Task Force

will achieve the following goals during this 12-month period:

Objective #1:

The Task Force will serve as a resource for communities and agencies within our geographic
service area.
Activities:
To achieve this objective, the Task Force will:
. Accept referrals and réquests for information from participating agehcies, citizens,
teachers, NCMEC, and other related entities;

e Assess referrals and requests for appropriateness as related to the ICAC Program;
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e Refer non-ICAC related referrals and requests to the appropriate agency;

¢ Identify information/resources needed by the requesting party;

e Provide requested information/resources to the requesting party;

e Provide other information identified by assessment to the requesting party;
¢ Document actions taken on a statistical reporting form.

Projected Goals:

Central California ICAC will provide over 500 Technical Assists as requested for entities within

the Task Force’s service area between October 1, 2019 and September 30, 2020.

Objective #2:

The Task Force will conduct both proactive and reactive investigations into the
computer/technology crimes perpetrated against children and youth.
Activities:
To achieve this objective for reactive cases, the Central California ICAC Task Force will
complete the following activities:
e Conduct criminal investigations initiated from Task Force members, allied agencies
(local, state, and federal), citizen complaints, teachers, CyberTips from the National
Center for Missing & Exploited Children, and other similar sources. The Task Force will
strive whenever possible to integrate federal, state and local efforts as identified in the
U.S. Attorney General’s Project Safe Childhood Initiative;
e Assess initial reﬁort information;

o Identify responsible jurisdiction related to prosecution and additional investigative follow

up;
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e Develop suspect information;

e Develop probable cause through appropriate investigative techniques;

e Write and execute scarch and arrest warrants;

e Collect and process evidence;

e Coordinate case presentation with appropriate prosecutorial designee (Assistant United
States Attorney, District Attorney, Deputy Attorney General, etc.);

e Complete a statistical tracking form for investigation to include information on case
outcome (arrests, etc.).

Activities:
To achieve this objective for proactive cases, the Central California ICAC Task Force will
complete the following activities:

e Conduct undercover investigations including, but not limited to, on-line chat, Peer-to-
Peer, monitoring of social network sites e.g., Facebook, Instagram, Tumblr, and Twitter,
etc. The Central California ICAC Task Force will strive whenever possible to integrate
federal, state and local efforts as stated in the Project Safe Childhood Initiative;

e Identify responsible jurisdiction related to prosecution and additional investigative follow
up;

e Develop suspect information,;

e Develop probable cause through appropriate investigative techniques;

e Write and execute search and arrest warrants;

° Collect.and process evidence;

¢ Coordinate case presentation with appropriate prosecutorial designee (Assistant United

States Attorney, District Attorney, etc.).



e Complete a statistical tracking form for investigation to include information on case
outcome (arrests, etc.).

Projected Goals:

The Central California ICAC Task Force will investigate and/or coordinate the investigations of
a minimum of 50 proactive and 500 reactive cases between October 1, 2019 and September 30,

2020.

Objective #3:

The Central California Task Force will identify, locate and arrest those perpetrators who sexually
exploit children via the Internet and other technological means.

Activities:

To achieve this objective, the Task Force will:

e Conduct undercover investigations including, but not limited to, on-line chat, Peer-to-
Peer, monitoring of social network sites e.g., Facebook, Instagram, Tumblr and Twitter,
etc. The Central California ICAC Task Force will strive whenever possible to integrate
federal, state and local efforts as stated in the Project Safe Childhood Initiative;

e Conduct criminal investigations initiated from Task Force members, allied agencies
(local, state, and federal), citizen complaints, teachers, CyberTips from the National
Center for Missing & Exploited Children, aﬁd other similar sources. The Task Force will
strive whenever possible to integrate federal, state and local efforts as identified in the

" U.S. Attorney General’s Project Safe Childhood Initiative;

Projected Goals:

The Central California ICAC Task Force will identify, locate and arrest 80 perpetrators who
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sexually exploit children via the Internet and other technological means between October 1, 2019

and September 30, 2020.

Objective #4:

The Central California ICAC Task Force will assist, to the extent possible, with the effective
prosecution of cases at the appropriate level. The Task Force will strive to increase federal
involvement in the prosecution of these cases as set forth in the National Project Safe Childhood
Initiative.

Activities:

To achieve this objective, the Task Force will:

e Prepare case for prosecution based on prosecutor’s standards;

e Complete statistical tracking to include the number of cases submitted for federal
prosecution, the number of cases accepted for federal prosecution; the number of cases
submitted for state prosecution; and the number of cases submitted for local prosecution;

o Complete statistical tracking to include case dispositions (e.g., unfounded, suspended,
plea, or trial).

Projected Goals:

The Central California ICAC Task Force will submit a minimum of 60 cases for local, state and

federal prosecution between October 1, 2019 and September 30, 2020.

Objective #5:
The Central California ICAC Task Force will serve as a forensic resource to affiliate agencies

and other agencies within our Task Force’s geographical area of service.
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Activities:
To achieve this objective, the Central California ICAC Task Force will complete the following
activities:
e Receive forensic requests from Task Force members, affiliate agencies, and other
agencies within the Task Force’s service area;
o Assess forensic requests received for appropriateness as related to the [CAC Program;
e Refer non-ICAC related referrals and requests to the appropriate agency;
e Triage forensic requests based on Task Force guidelines (based on pending court dates,
crime types, etc.);
s Coordinate forensic requests/requirements with respective prosecutor to minimize
unneeded analysis;
e Assign forensic requests to the forensic examiner most skilled in the area needed;
o Examine media for the requested information;
e Prepare forensic reports based on Task Force policy;
s Complete statistical tracking form for forensic examinations completed.

Projected Goals:

The Central California ICAC Task Force will complete a minimum of 500 forensic examinations
including, but not limited to: hard disc drives, cellular telephones, CDs/DVD’s, thumb drives,
SD cards, etc. between October 1, 2019 and September 30, 2020. This conservative estimate is
based upon the fact that the Central California ICAC Task Force presently has ten computer
forensic exaininers from Fresno Coﬁnty Sheriff’s Office, Kings County District Attomey Office
of Investigations, Homeland Security Investigations, Tulare County Sheriff’s Office, Merced

Police Department, Arroyo Grande Police Department, San Luis Obispo Police Department, and
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Clovis Police Department. Approximately another ten investigators have limited forensic

training, just utilizing Access Data FTK.

Objective #6:

The Central California [CAC Task Force will effectively respond to referrals from agencies
(other task forces, federal partners, CyberTips, etc.).

Activities:

To achieve this objective, the Task Force will:

Accept referrals from participating agencies, citizens, teachers, NCMEC, and other
related entities;

e Assess referrals for appropriateness as related to the [CAC Program;

e Refer non-ICAC related referrals and requests to the appropriate agency;

e [dentify information/resources needed by requesting party;

e Provided requested information/resources to the requesting party;

e Provide other information identified by assessment {o the requesting party;

e Document actions taken on statistical reporting form.

Projected Goals:

The Central California ICAC Task Force will continue to respond effectively and aggressively to

referrals from agencies both within and outside of our geographical area of responsibility.

Objective #7:

The Central California [CAC Task Force will engage in law enforcement and community

outreach activities including training, prevention, and education activities. In accordance with
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the National Project Safe Childhood Initiative, the Task Force recognizes the need to train
federal, slate, and local law enforcement. The Task Force also recognizes the need for continued
awareness and public education campaigns.

Activities:

To achieve this objective, the Task Force will:

e Receive requests via telephone, mail or email for presenters from people representing law
enforcement agencies and community groups (community groups include, but are not
limited to, schools, youth organizations, community-based organizations, state and local
law enforcement associations and chapters, local businesses, business organizations,
victim service providers, faith-based organizations, the media, Native American tribes,
and family advocacy organizations);

¢ Complete the Speaker Request Form with information pertaining to the date/time of the
event; the identity and contact information of the requestor; the location of the event; the
number of people expected; and the topic desired;

e Search for and identify someone on the Task Force who has the skills and knowledge to
make the presentation;

e After the presentation, follow-up to ascertain the number of attendees via a sign-in sheet
(if applicable);

o Report the presentations on the monthly statistical reports.

Projected Goals:

The Central California ICAC Task Force will provide a minimum of 25 community outreach

presentations and public events between October 1, 2019 and September 30, 2020.
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Objective #8:

The Central California ICAC Task Force will formalize law enforcement partnerships through
signed Memorandums of Understanding (MOUs).
Activities:
To achieve this objective, the Task Force will:
¢ Contact agencies that have requested assistance, training, or information in the past year;
e Discuss with these agencies the advantages of having a signed MOU and being a formal
partner with the ICAC program;
» Provide a copy of the MOU to the agency;
o Keep copies of signed MOUs on file;
* Add agency to list of formal ICAC partners;
o Keep agencies apprised for training opportunities, national-coordinated investigations,
and planning meetings.

Projected Goals:

The Central California ICAC Task Force will formalize law enforcement partnerships with one

(1) agency between October 1, 2019 and September 30, 2020.

Obijective #9:

The Central California [CAC Task Force will provide financial assistance to partner agencies
through training opportunities, equipment, etc. as funding allows.

Activities:

To achieve this objective, the Task Force will:

o Identify potential training classes that may be applicable to partner agencies;
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e Advise partner agencies of training classes and ascertain interest and availability for
classes;

e Register and provide funding for partner agencies employees to attend training classes;

¢ Identify equipment needs for partner agencies;

e Assist partner agencies with the purchase and acquisition of needed equipment,
specifically computer software and computers.

Projected Goals:

The Central California ICAC Task Force will dedicate grants funds to our partner agencies in an
effort to expand the level of training and equipment of partner agencies. The ultimate goal
would be to continue to grow the level of expertise and overall involvement of our partner
agencies within the Task Force. This assistance will be tracked and reported on the Task Force’s

six-month progress reports.

Objective #10:

The Central California ICAC Task Force will require partner agencies adopt ICAC Task Force

investigative standards.

Activities:
To achieve this objective, the Task Force will:
e Include language in its MOU requiring partner agencies to adopt ICAC Task Force
Investigative Standards for all ICAC-related investigations;
e Provide copy of ICAC Task Force Investigative Standards to all partner agencies;

e Require all partner agencies to sign the [ICAC MOU.
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Projected Goals:

One hundred percent of all Central California ICAC Task Force partner agencies conducting
ICAC-related investigations will sign or have already signed the Task Force MOU requiring

them to adopt ICAC Task Force Investigative Standards for all ICAC-related investigations.

Objective #11:

The Central California ICAC Task Force will fully participate in nationally-coordinated
investigations.
Activities:
When notification is received of nationally-coordinated investigations, the Task Force will:
e Identify available resources for participation;
e Make personnel resources available for all necessary meetings as identified by
investigation leader;
¢ Participate in investigation as directed by investigation leader;
e Report participation on six-month progress reports.

Projected Goals:

The Central California ICAC will fully participate in all nationally-coordinated investigations.

Participation will be documented on six-month progress reports.

Objective #12:

The Central California ICAC Task Force will strive to develop additional procedures for the
handling seized digital evidence.

Activities:
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The Central California ICAC Task Force will strive to develop a more direct policy for the
handling and storage of seized evidence related to child exploitation cases. Utilizing proper
procedures and tactics will ensure the personal safety of the seizing officer as well as the safety
of others at the electronic crime scene while maintaining the integrity of the evidence:

e Identify potential evidence and secure it in a safe manner being cognizant of legal issues.
Each piece of evidence is given a specific reference number and described. Also to be
noted is the date and time when each piece was seized. A receipt is given to the person
who provided the evidence or the property owner and a copy is kept on file.

e Seal original evidence in appropriate evidence container;

» Keep an accurate inventory of the evidence seized;

s Keep written records on the handling and movement of evidence, and of the persons who
have had access to it; a control sheet should be attached to each piece of evidence, and
any activity should be recorded by the person in charge of the location where the
evidence is stored. The control sheet should show the date and time when material was
removed, the name of the person taking the material, and the reason for the removal. The
record must be signed by the person in charge of the storage room and the person taking
the material.

e Return evidence to the owners at the end of the process. The property owners will sign a
receipt verifying what was returned. They are given a copy of the receipt and the original
is kept on file.

Projected Goals:

The Central California ICAC Task Force, in partnership with the Fresno County Sheriff’s Office,

will develop a more direct policy for the handling and storage of seized evidence related to child
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exploitation cases. Affiliated agencies will adopt and follow their agency specific policy for the

handling and storage of seized evidence.

Project/Program Design and Implementation

The Central California ICAC Task Force is a multi-jurisdictional program consisting of
investigators from various local, state, and federal law enforcement and prosecutorial agencies
throughout our nine county area of responsibility. Participating agencies operate under a formal,
signed Memorandum of Understanding (MOU). The Task Force began receiving funding under
the Internet Crimes Against Children Task Force’s Urban Expansion Program in October 2007.
Since that time, the Task Force has used the ICAC grant to fully fund one investigator and one
Community Service Officer (two other investigators assigned to the Task Force are partially
funded by a grant from the State of California). The residual of the grant is directed towards
training, travel expenses, and equipment for both full time ICAC personnel and our affiliate

agencies.

The Central California ICAC Task Force will investigate internet crimes against children
utilizing the protocols and national standards, as the Attorney General sets them forth, to the
extent they are consistent with the law of the state of California. Central California ICAC will
ensure all [ICAC investigators assigned to the Task Force are adhering to the standards at all

times.

Central California ICAC Task Force services will be directed at citizens within our multi-county

service area. Services will be provided to children/youth, teachers, parents, other concerned
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citizens, and law enforcement agencies. Crimes committed by suspects residing in our service
area will be investigated. Cases involving suspects residing outside of our service

area/jurisdiction will be referred to the appropriate law enforcement agency for investigation.

A detailed action plan for meeting each of our objectives is outlined in the Program
Narrative section this application. Law enforcement agencies at the state and local level
have expressed a desire to commit personnel and resources to the Central California
ICAC Task Force. A listing of those agencies secking Task Force technical assistance,
forensic assistance, or investigative assistance with [CAC-related cases will be
compiled. Those agencies will be targeted and will be contacted about establishing a
formal relationship with the ICAC Program. The benefits of being part of an ICAC
Task Force will be discussed and an MOU for signature will be provided to each
agency, along with a copy of the ICAC Task Force Investigative Standards. These
agencies will also be invited to attend meetings hosted by the Central California ICAC
Task Force to discuss Task Force issues, developments and training. With these
measures, the Task Force goal is to increase the number of partner agencies by one (1)

agency throughout the 12-month grant period.

On a monthly basis, Central California ICAC investigators will submit statistical reporting forms
to the Sheriff’s Detective Sergeant, who is also the Commander of the Central California ICAC
Task Force. These statistical report forms will be submitted for investigations, forensics,
technical assistance, and presentations. The Commander of Central California I[CAC Task Force

will compile a report showing the number of investigations completed, number of arrests, the
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number of forensic examinations completed, the number and type of presentations given each
month, the number of people trained, the number of technical assistance provided, and the
number of times the Task Force served as a resource to the community and other law

enforcement agencies.

On a semi-annual basis, the Commander of Central California ICAC Task Force will prepare a
report detailing the Task Force’s status toward achieving the stated goals and objectives. This
report will list each objective as shown in this application, each goal associated with the
individual objectives, and our status to date. The report will detail what goals have been
achieved, and any progress towards meeting our stated goals and objectives. Those areas
where we were unable to meet our stated goals will be reviewed and resources will be
reallocated to those areas to insure our ability to meet our goals as stated in this application.
The statistics that are collected are the monthly reports, quarterly reports, and semiannual
progress reports. All statistical reports will be submitted to the Office of Juvenile Justice and

Delinquency Prevention (OJJDP) via the online Grants Management System.

The Fresno County Sheriff’s Office and the HSI Fresno Office will continue to provide
resources to insure the successful operation of the ICAC Program. These resources include
building space, office furniture, investigative tools, computer equipment, forensic

equipment, forensic training, investigative staff, and support personnel.
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Capabilities/Competencies

The Central Califomia ICAC Task Force will be operated by the Fresno County Sheriff’s
Office, who will serve as the lead agency. The Fresno County Sheriff’s Office provides law
enforcement and correctional services to all residents in Fresno County. The county has a
charter form of government. A five-member Board of Supervisors, elected to serve four-
year terms, governs it. Other elected officials in Fresno County include the Assessor,

District Attorney, and the Sheriff.

The Task Force is part of the Person’s Crimes Division, which operates within the Detective
Bureau of the Fresno County Sheriff’s Office. The day-to-day activities of the assigned Central
California ICAC Detectives and Community Service Officer are supervised by a Sheriff’s
Detective Sergeant who is partially assigned to the Central California ICAC Program. By virtue
of the position within the Fresno County Sheriff’s Office, the Detective Sergeant is also the
Central California ICAC Commander. This Detective Sergeant insures that all investigators
follow the ICAC Task Force Investigative Standards. The Detective Sergeant is responsible for
case assignments, forensic aésignments, and public presentation assignments. This Sergeant is
also responsible for assigning requests for technical assistance and any requests for resources.
On an as-needed basis, the Detective Sergeant assists with requests for technical assistance,
resources, and training by other law enforcement agencies and the community. A Sheriff’s
Lieutenant who is also partially assigned to the [CAC Program supervises the Detective
Sergeant. This Lieutenant is the Fresno County Sheriff’s Office Person’s Crimes Division
Commander who also oversees the [CAC Program in this area. A Sheriff’s Captain who

oversees all Central California ICAC Task Force activities supervises the Lieutenant.
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The Internet Crimes Against Children Program detectives are responsible for the investigation of
online criminal activity which tends to exploit minors, including, but not limited to: attempting to
meet minors for sexual purposes; possessing, distributing, or manufacturing child pornography;
enticing minors to engage in vice-related activities; and contributing to the delinquency of
minors. Specifically, the ICAC Detectives are responsible for proactively initiating cases,
investigating complaints received, interviewing witnesses, identifying and apprehending
perpetrators, interrogating suspects, preparing and executing search warrants, completing crime
reports, producing statistical reports, providing technical expertise, seizing digital evidence,
conducting computer forensic examinations, analyzing and processing evidence, gathering
intelligence, presenting thorough investigations to the prosecutor, conducting follow-up
investigations as requested by the prosecutor, testifying in court, networking with other law
enforcement officers, maintaining equipment, providing presentations to the public, providing

interviews to the media, and training law enforcement officers.

Based on the many years of experience operating within the Task Force model, the Fresno
County Sheriff’s Office is uniquely qualified to provide the services required under this
application. Previous and current Task Force successes have been achieved on a national and
international level. The addition of new affiliate agencies and the continued training and
expansion of current task force members will enhance the current communication, cooperative
effort and success that the Central California ICAC Task Force has with other ICAC task forces
across the country. The personnel currently assigned to Central California [CAC from the
Fresno County Sheriff’s Office have over 20 combined years of experience working child

exploitation cases and working within the guidelines of this grant. This is invaluable amount of
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experience, which is passed on to all members of the Central California ICAC Task Force and

will continue to be for years to come.
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List each gront-supported position recelving fringe benefits.

Purpose Area #4

Al TR TN L} ]

Show the basls for computation.

Narrative :

Deputy Sheriff ll} Fringe Benefits Rate support:

OASDI/FICA @ 7.65% of regular salary $93,519.66= $7,154.25

plus Retirement @ 92.18% of regular salary $93,519.66 = $86,206.42
plus annual estimated Health Insurance = $7,748

TOTAL BENEFITS = $101,109 (rounded)

Community Service Officer Fringe Benefits Rate support:
OASDI/FICA @ 7.65% of regular salary $45,849.96 = $3,507.52

plus Retirement @ 64.80% of regular salary $45,849.96= $29,710.77
plus annual estimated Health Insurance = $7,748

TOTAL BENEFITS = $40,966 (rounded)

Fringe Benefits Rate = Total Benefits $101,108.68 divided by Regular Salary $93,519.66 = 108.1149%

Fringe Benefits Rate = Total Benefits $40,966.30 divided by Regular Salary $45,849.96= 89.3486%

Non-Fed Feder
Base late Total Cost " F.e eral eral
Contribution Request
Scott Schwamb, Deputy Sherliff Ili, Step 9 $93,519,66 108.11% $101,109 $101,109
Sharon Nichols, Community Service Office, Step 9 $45,849,96 89.35% $40,967 $40,967
_ _ Totalfs) | »142,076 $0 $142,076




B I i L ]

indicate the purpose of each trip or
type of trip (tralning, advisory

LAY NPT

Indicate the travel destination.

Purpose Area #4

FYPE VI LAPSIHIG oast

Lodging, Meals, Etc. Per day, mile,

Lompuauon

Compute the cost of each type of expense X the number of people traveling.

aroup meeting) trip, Etc.
rotacot | Dot | e
)t(rI:\i(ncii;tg::a‘;l::dag:S;K;Tedlate TBD, est. using standard GSA rate. Lodging Night $94.00 $940 $940
z(r:\i(nc;;ti;:;avtlf:dagj ;:St:r:ediate TBD, est, using standard GSA rate, Meals Day $55.00 $550 $550
Ig;_% Commanders meeting, Fall _ Estimated alrfare for Arlington, VA Transportation Round-trip $800,00 $800 $800
;(;2((:] Commanders meeting, Fall Est. GSA per diem for Arlington, VA Meals Day $76.00 $228 $228
;c(),;g Commanders meeting, Fall Estimated GSA rate for Arlington, VA Lodging Night $251,00 $753 $753
12%23 Commanders meeting, Spring TBD, estimated airfare Transportation Round-trip $600.00 $600 4600
12%2% Commanders meeting, Spring TBD, est. using standard GSA rate. Meals Day $55.00 $165 5165
IZC(:;AZCC:] Commanders meeting, Spring TBD, est. using standard GSA rate. Lodging Night $94.00 $188 $188
‘ZEJAZE] Commanders meeting, Winter TBD, estimated airfare Transportation Round-trip $600.00 $600 $600




Purpose Area #4

lzcc)l;% Commanders meeting, Winter TBD, est. using standard GSA rate. Meals Day $55.00 1 $165 $165
'ZCOIZE Commanders meeting, Winter TBD, est. using standard GSA rate. Lodging Night $94.00 1 $188 $188
|CAC UC Investigations TBD, estimated airfare Transportation Round-trip $600.00 [ $3,600 $3,600
ICAC UC Investigations TBD, est. using standard GSA rate. Meals Day $55.00 6 $1,650 $1,650
ICAC UC Investigations _ TAD, est. using standard GSA rate. Lodging Night $94.00 6 $2,820 $2,820
ICAC Investigative Techniques TBD, estimated alrfare Transportation Round-trip $600.00 8 1,800 $4,800
ICAC Investigative Techniques TBD, est. uslng the standard GSA rate. Meals Day $55.00 8 $2,200 $2,200
ICAC Investigative Techniques . TBD, est. using standard GSA rate. Lodging Night $94.00 8 $3,760 $3,760
2019 Reglonal ICAC Conference Seattle, WA Transportation Round-trip $250.00 10 $2,500 $2,500
2019 Regional ICAC Conference Seattle, WA Meals Day $66.00 10 $1,980 $1,980
2019 Reglonal ICAC Conference Seattle, WA Lodging Night $189.00 10 $5,670 $5,670
2020 National ICAC Conference Esimated airfare to Atlanta Transportation Round-trip $800.00 10 $8,000 $8,000




Purpose Area #4

2020 Natlonal ICAC Conference Est. GSA per dlem for Atlanta, GA Meals Day $66.00 4 10 1. $2,640 $2,640
2020 Natlonal ICAC Conference Est. GSA per dlem for Atlanta, GA Lodging Night $152.00 4 10 1 $6,080 $6,080

Total(s)| $50-R77 S0 $50,877
Narrative

Per the award guidelines, Task Force members and key personnel will attend the above listed traimnés, conterences and meetings which are essential to the efforts of the Central
California ICAC Task Force to combat the sexual exploitation of children. Each attending member will follow their own specific travel policy. These trainings Included ten (10} Task Force
members to attend the 2020 Natlonal ICAC Conference in Atlanta, Ga. Ten (10) Task Force members to attend the 2019 Regional ICAC Conference in Redmond, WA. Eight (8) Task Force
members to attend the ICAC Investigative Technigques course, location to be determined. Six (6) Task Force members to attend the ICAC UC Investigations course, location to be
determined. One {1) Commander to attend the 2020 Winter ICAC Commanders meeting, location to be determined. One (1) Commander to attend the 2020 Spring [CAC Commanders
meeting, location to be determined. One (1) Commander to attend the 2020 Fall Commanders meeting, location Arlington, VA. Two (2) Task Force members to attend a five day XRY
Certification and intermediate training provided my MSAB, location TBD.










Provide the purpose of the

M NUIS

METIWIMLIVIE VI YWUTR

Describe the construction profect(s)

Purpose Area #4

Lompurauon

Compute the costs (e.g., the number of each item to be purchased X the cost per item)

construction
Non-Federal Federal
# of items Total Cost | nwribution | Request
$0 $0
Total(s) $0 $0 $o0
Narrative













Purpose Area #4

MAGNET-AXIOM and Internet Evidence Flr!der (IEF) Yearly license 5 per year $2,850.00 1 45,700 $5,700
update

Total(s)| $55,430 $0 $55,430
Narrative

Other costs have been budgeted to support Central California ICAC Task Force that included monthly connection fees Tor one Mi-Fi mobile hot spot which enables investigators and
other authorized personnel immediate access to the internet to enhance our ability to combat the sexual exploitation of children. Yearly updates for Cellebrite Mobile Extraction
device, XRY Mobile Extraction device, EnCase license, OSForensics License, and AXIOM/IEF licenses which are utilized by Task Force members. Drobo portable mass storage device for
Task Falce Member. Seven (7) SUMURI forensic laptops to be assigned to Task Force members. Six (6) new license of OSForensics to be assigned to Task Force members to conduct
digital forensic examinations. | Page renewal costs to keep our Centralcalifornial CAC webpage functioning.
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vescripuon
Describe what the approved rate is and how it is applied.

Purpose Area #4

Lomputation

Compute the indirect costs for those portions of the program which allow such costs.

Narrative

LI indi late Total Cost Nan-l-:ede.ral Federal
Contribution Request

$0 $o0

Total(s) ] S0 $0
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INTERNET CRIMES AGAINST CHILDREN TASK FORCE PROPOSAL
OJIDP FY 2019-2020
FRESNO COUNTY SHERIFFE’S OFFICE

Budget Narrative

A. Personnel- Cost $139,370

The Internet Crimes Against Children Program detective is responsible for the
investigation of on-line criminal activity which tends to exploit minors. Specifically, the
detective is responsible for proactively initiating cases, investigating reactive
complaints, interviewing witnesses, identifying and apprehending perpetrators,
interrogating suspects, preparing and serving search warrants, completing crime reports,
producing statistical reports, providing technical expertise, seizing computers as
evidence, conducting computer forensic examinations, analyzing and processing
evidence, gathering intelligence, presenting completed investigations to the prosecutor,
conducting follow-up investigations requested by the prosecutor, testifying in court,
networking with other law enforcement officers, caring for equipment, giving
presentations to the public, giving interviews to the media, and training law enforcement
officers.

The Internet Crimes Against Children Program Community Service Officer (CSO) is
responsible for the preparation, monitoring, and assisting the Senior Accountant and
ICAC Commander with all fiscal documents including the budget, purchasing requests,
spending, and quarterly financial claims. The ICAC CSO is also responsible for the daily
management of CyberTips for the entire Task Force. This includes downloading,
decontfliction, background work and preparation for review by either the [CAC
Commander or a seasoned ICAC detective for assignment. The [CAC CSO will also be
responsible for coordinating and assisting [CAC Detectives with community outreach
throughout our entire task force area of responsibility.

One salary for a full-time Deputy Sheriff II1, step 9, funded from October 1, 2019
through September 30, 2020, totaling $93,520.

One salary for a full-time Community Service Officer, step 9, funded from October 1,
2019 through September 30, 2020, totaling $45,849.96.

B. Fringe Benefits- Cost $142,076

Fringe Benefits include QASDI, Retirement and Health Insurance benefits.

One benefits package for a full-time Deputy Sheriff III, step 9. funded from October 1,
2019 through September 30, 2020, totaling $101,109.

e OASDI- 7.65% of base salary of $93,519.66 = $7,154.25
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e Retirement- 92.18% of base salary of $93,519.66 = $86,206.42
e Health Insurance employee only coverage based upon current County
contribution rate of $298 per pay period x 26 pay periods = $7,748

One benefits package for a full-time Community Service Officer, step 9, funded from
October 1, 2019 through September 30, 2020, totaling $40,967.

e OASDI- 7.65% of base salary of $45,849.96= $3,507.52

e Retirement- 64.80% of base salary of $45,849.96= $29,710.77

e Health Insurance employee only coverage based upon current County contribution ;
period x 26 pay periods = $7,748

C. Travel- Cost $50,877

Travel and costs for travel associated with training have been budgeted for task force
members and includes various training courses and conferences for affiliates and task
force members over a 12-month period. Travel funds are utilized to support the entire
task force, including affiliates, and covers travel related expenses. These training courses
and conferences are necessary to continue the training and expertise of experienced task
force members, as well as (o enhance the ability of new and current task force members.
Training for Task Force Members is essential to the efforts of Central California ICAC to
combat the sexual exploitation of children.

Daily meals and lodging are estimated using the Federal Per Diem rates as established by
the United States General Services Administration . “TBD” location rates
were estimated using hotel stay of $94 and daily meai rate o1 »55. Actual cost may vary
depending on the various travel] policies of each affiliated agency.

The training may include the following courses:

e Ten (10) Task Force members to attend the 2020 National Internet Crimes
Against Children (ICAC) Conference, Atlanta GA, estimated cost $16,720.

e Ten (10) Task Force members to attend 2019 Regional ICAC Conference in
Washington State, estimated cost $10,150.

e Eight (8) Task Force members to attend ICAC Investigative Techniques,
estimated cost $10,760.

e Six (6) Task Force members to attend ICAC UC Investigations, estimated cost
$8,070. - ' ' '

e Three (3) Commander’s Meetings, locations TBD, estimated total cost $3,687.

e Two (2) Task Force members to attend Forensic Toolkit (FTK) training, estimated
cost $1,490.
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D. Equipment- Cost $46,990

Various computer equipment and related supplies have been budgeted to enhance the
investigative abilities of the Central California ICAC Task Force to combat the sexual
exploitation of children. Equipment purchased with grant funds may be assigned to
affiliated task force members as nceded to assist in their abilities to combat the sexual
exploitation of children.

The following equipment has been budgeted:

e One (1) Graykey Cellphone Forensic Tool, estimated cost $18,000

e Two (2) MSAB-XRY Mobile Cellphone Forensic tool, to include XRY, XAMN
and 5 days of XRY certification and intermediate training, estimated cost
$19,990.

e One (1) Forensic computer workstation, Sumuri or similar manufacturer estimated
total cost $9,000.

E. Supplies- Cost $6,024

Office and computer related supplies have been budgeted to support the Central
California [CAC Task Force. These supplies will be used by those directly working at
the Central California ICAC Office, as well as affiliated agencies as needed to support
their efforts to combat the sexual exploitation of children.

The following supplies have been budgeted:

e Miscellaneous office supplies to include printer toner, Blu-ray discs, DVD discs,
flash drives, external hard drives, batteries, protective gloves, post-it notes, pens,
paper clips, printer paper and batteries estimated to cost on average $202 per
month= $2,424 per year.

e Community Awareness Pamphlets, estimated printing cost of $.50 per color page
x 2,000 pages = $1,000. These pamphlets will be distributed task force wide as
needed and will be utilized during public awareness campaigns.

e Community Awareness Items Community Awareness items will be used during
public awareness campaigns including, but not limited to stickers with ICAC

logo 10,000@8$.10 a piece = $1,000, mood pencils with ICAC logo 2,500@$.20 a
piece = $500, and key chains with ICAC logo 1,000@3$.50 a piece = $500
-estimated total cost $2;000.

e FedEx / United States Postage shipping charge estimated to cost $50 per month
for twelve months, estimated total $600. These charges encompass miscellaneous
shipping fees to affiliates, as well as CVIP submissions to NCMEC

F. Counstruction- N/A
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G. Consultants/Contracts- N/A

H. Other- Cost $55,430

Other costs have been budgeted to support Central California ICAC Task Force that
included monthly connection fees for one Mi-Fi mobile hot spot which enables
investigators and other authorized personnel immediate access to the internet to enhance
our ability to combat the sexual exploitation of children. Yearly updates for Cellebrite
Mobile Extraction device, XRY Mobile Extraction device, EnCase license, OSForensics
License, and AXTOM/IEF licenses which are utilized by Task Force members. Drobo
portable mass storage device for Task Force Member. Seven (7) SUMURI forensic
laptops to be assigned to Task Force members. Six (6) new license of OSForensics to be
assigned to Task Force members to conduct digital forensic examinations. I Page renewal
costs to keep our Centralcalifornial CAC webpage functioning. These items allow
investigators to stay up to date with the necessary technology to combat the sexual
exploitation of children.

e Seven (7) Forensic computer laptop, SUMURI Talino laptops, estimated total cost
$21,000.

e Drobo portable mass storage device for Task Force Member, estimated cost
$2,500.

e Six (6) new license of OSForensics to be assigned to Task Force members to

conduct digital forensic examinations, estimated cost $5,970.

One (1) OSForensic yearly license update, estimated to cost $500.

Forensic Toolkit (FTK) yearly license update, estimated cost $1,200.

Three (3) XRY yearly license update, estimated cost $9,750.

Monthly service fees for one (1) Mi-Fi Mobile Hotspot estimated to cost $42.50

per month per device, estimated total $510 per year.

e Two (2) Cellebrite Physical yearly updates for Central California [CAC Task
Force estimated to cost $7,400 for two yearly updates.

e EnCase Forensic License estimated to cost $815 for one year.

e Two (2) Computer forensic software AXIOM/Internet Evidence Finder (IEF)
yearly update estimated to cost $2,850 each license, estimated total $5,700.

e I Page Renewals for five (5) I Pages to cost $17 per page x five (5) pages to total
$85. These I Page fees are necessary and required to keep our
CentralCalifornial CAC.org webpage functional.

1. Indirect Costs- N/A









U.S. DEPARTMENT OF JUSTICE
OFFICE OF JUSTICE PROGRAMS

Approved: OMB No. 1121-0329
Expires 111/30/2020

17. Does the applicant entity's accounting system have the capability to
accurately track employees actual time spent performing work for each federal
award, and to accurately allocate charges for employee salaries and wages
for each federal award, and maintain records to support the actual time spent
and specific allocation of charges associated with each applicant employee?

[=] Yes

] No

D Not Sure

18. Does the applicant entity’s accounting system include budgetary controls
to preciude the applicant entity from incurring obligations or costs that exceed
the amount of funds available under a federal award (the total amount of the
award, as well as the amount available in each budget cost category)?

[] Yes

] No

[ Not Sure

19. Is applicant entity familiar with the "cost principles” that apply to recent
and future federal awards, including the general and specific principles set out
in2 C.F.R Part 2007

[=] Yes

] No

D Not Sure

PROPERTY STANDARDS AND PROCUREMENT STANDARDS

20. Does the applicant entity’s property management system(s) maintain the
following information on property purchased with federal award funds (1) a
description of the property; (2) an identification number; (3) the source of
funding for the property, induding the award number; (4) who holds title; (5)
acquisition date; (6) acquisition cost; (7) federal share of the acquisition cost;
(8) location and cendition of the property; (9) ultimate disposition information?

[=] Yes

I No

[] Not Sure

21. Does the applicant entity maintain written policies and procedures for
procurement transactions that — (1) are designed to avoid unnecessary or
duplicative purchases; (2) provide for analysis of lease versus purchase
alternatives; (3) set out a process for soliciting goods and services, and (4)
include standards of conduct that address conflicts of interest?

[=] Yes

DNo

D Not Sure

22 a) Are the applicant entity’s procurement policies and procedures
designed to ensure that procurements are conducted in a manner that
provides full and open competition to the extent practicable, and to avoid
practices that restrict competition?

[=] Yes

] Not Sure

22. b) Do the applicant entity's procurement policies and procedures require
documentation of the history of a procurement, including the rationale for the
method of procurement, selection of contract type, selection  rejection of
contractors, and basis for the contract price?

=1 ves

[ Not Sure

23. Does the applicant entity have written policies and procedures designed
to prevent the applicant entity from entering into a procurement contract
under a federal award with any entity or individual that is suspended or
debarred from such contracts, including provisions for checking the “Excluded
Parties List” system (www.sam.gov) for suspended or debarred sub-grantees
and contractors, prior to award?

[=] Yes

[] Not Sure

TRAVEL POLICY

24. Does the applicant entity:
(a) maintain a standard travel policy? [Flves [INo
(b) adhere to the Federal Travel Regulation (FTR)? [=] Yes [_JNo

- SUBRECIPIENT MANAGEMENT AND MONITORING

25. Does the applicant entity have written policies, procedures, and/or
guidance designed to ensure that any subawards made by the applicant
entity under a federal award — (1) clearly document applicable federal
requirements, {2) are appropriately monitored by the applicant, and (3)
comply with the requirements in 2 CFR Part 200 (see 2 CFR 200.331)?

[ Yes

1 No

[C] Not Sure

[=] /A - Applicant does not make
subawards under any OJP
awards
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Margaret Mims
Sheriff
Fresno County Sheriff's Office

Disclosure of Pending Applications

Applicant Name: County of Fresno, Sheriff's Office

Title: FY 2019 Internet Crimes Against Children Task Force Application

The County of Fresno, Sheriff's Office does not have pending applications for federal

funding nor indirect applications that include requests for funding to support the same
project being proposed under this solicitation.

Dedicated to Protect & Serve

Law Enforcement Administration Building / 2200 Fresno Street / P.O. Box 1788 / Fresno, California 93717 / (559) 600-8800
Equal Employment Opportunity Employer
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Timeline
Year | Objectives Actlvity Goals Expected Person Responsible
Completion Date
1 s Central California ICAC »  Accept referrals and requests | Provide over 500 Technical 12 months ICAC Detectives

will serve as a resource for information from Assists. and affiliates
for communities and participating agencies,
agencies within our citizens, teachers, NCMEC
geographical service area, | e  Assess referrals and requests

for appropriateness as related

to the ICAC program

e  Complete statistical

reporting form.

1 o Central California ICAC e Conduct/ or coordinate Conduct/ or coordinate 50 12 months ICAC Detectives
will conduct/ or coordinate criminal investigations proactive investigations utilizing and affiliates
proactive and reactive initiated from Task Force peer to peer software, websites,

ICAC investigations, members, allied agencies, and undercover chatting,
citizen complaints, teachers,
Cybertips, and other similar Conduct/ or coordinate 500
sources reactive investigations related to
¢ Integrate federal, state and Cybertips and complaints from
local efforts as identified in | law enforcement and citizen
the U.S. Attorney’ General’s | complaints,
Project Safe Childhood
Initiative

1 s Central California ICAC e Conduct/ or coordinate Identify, locate and arrest 80 12 months ICAC Detectives

will identify, locate and reactive and proactive perpetrators who sexually exploit and affiliates

arrest those perpetrators
who sexually exploit
children.

criminal investigations
initiated from Task Force
members, CyberTips, allied
agencies, citizen complaints,
teachers, and other similar
sources

children via the internet and other
technological means,
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Timeline

o Prepare and submit ICAC
related cases for
prosecution.

Prepare case for prosecution
based on prosecutor’s
standards

Complete statistical tracking
to include the number of
cases submitted for federal
prosecution, the number of
cases submitted for state
prosecution; and the number
of cases submitted for local
prosecution

Submit 60 cases for local, state,
and federal prosecution.

12 months

1CAC Detectives
and affiliates

e The Central California
ICAC will serve as a
forensic resource to
affiliate agencies and
other agencies within our
Task Force’s
geographical area of
service

Receive forensic requests
from Task Force members,
affiliate agencies, and other
agencies within the Task
Force’s service area;

Assess forensic requests
received for appropriateness
as related to the ICAC
Program;

Triage forensic requests
based on Task Force
guidelines (based on pending
court dates, crime types,
etc.);

Coordinate forensic
requests/requirements with
respective prosecutor to
minimize unneeded analysis;
Prepare forensic reports
based on Task Force policy;
Complete slatistical tracking
form for forensic
examinations completed

Complete 500 computer and/or
cell phone forensic examinations

12 months

ICAC Detectives
and affiliates
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Timeline

The Central California e Receijve requests via Provide 25 community outreach 12 months ICAC Detectives,
ICAC will engage in law telephone, mail or email for | presentations 1ICAC Community
enforcement and presenters from people Service Officer, and
community outreach representing law affiliates
activities including enforcement agencies and
training, prevention, and comumunity groups Assess
education activities referrals [or appropriateness

as related to the ICAC

Program
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Resumes of Keyv Personnel

Resumes for the staff shown below appear on the following pages:
Jeff Kertson, Sergeant
Michelle Veneman, Detective
Kenneth Kalar, Detective
Scott Schwamb, Detective
Sharon Nichols, Community Service Officer

June Mayeda, Supervising Accountant
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Jeff Kertson

CURRENT POSITION

Deputy Sheriff Sergeant, 2012- Present: Fresno County Sheriff-Coroner’s Office Sergeant,
supervising the following: Central California Internet Crimes against Children Task Force,
Domestic Violence, Sex Crimes, Sex Offender Registration Unit, Child Sexual Predator Program,
Elder Abuse, and the Missing Persons Unit.

PROFESSIONAL EXPERIENCE

2008 - Present: Sheriff’s Sergeant. Prior assignments include: Patrol supervisor, including the
Southwest Field Services Uniform Patrol Division and the Northeast Field
Services Uniform Patrol Division and Court Services Unit.

2002-2008:  Deputy Sheriff. Deputy Sheriff assigned to the Detective Bureau investigating
cases involving sexual assaults of juveniles and adults, child abuse, homicide

investigations, death investigations, kidnappings and officer involved shooting
(OIS) investigations.

1996- 2002: Deputy Sheriff: Deputy Sheriff assigned to the FTO (Field Training Officer)
program, Southwest Field Services Uniform Patrol Division and the Northeast
Field Services Uniform Patrol Division.

1995- 1996: Deputy Sheriff: Deputy Sheriff assigned to the Court Services Unit.

1994- 1995 Reserve Deputy Sheriff, Fresno County Sheriff-Coroner’s Office.

EDUCATION

California State University, Fresno
Bachelors of Science in Criminology, 1997

PROFESSIONAL CERTIFICATIONS

Supervisory, Advanced, Intermediate and Basic Certificate, Peace Officer Standards and Training,

State of California. )
Graduate of the Sherman Block Leadership Institute (SLI).
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Michelle Veneman

CURRENT POSITION

Sheriff’s Detective: Internet Crimes Against Children Task Force

EXPERIENCE

2016 - Present: Sheriff’s Detective, ICAC Task Force, Fresno County Sheriff-Coroner’s Office.
2012 - Present: Crisis Negotiation Team (CNT) member, Fresno County Sheriff-Coroner’s Office.
2016-2017: Recruitment team member, Fresno County Sheriff-Coroner’s Office.

2013 - 2016: Patrol Training Officer (PTO), Fresno County Sheritf-Coroner’s Office.
2007 - 2013: Deputy Sheriff, Patrol Division and Court Services, Fresno County Sheritt-Coroner’s
Office.
2003 —2007: 108 Reserve Deputy, Fresno County Sheriff-Coroner’s Office.
TRAINING

e 2016,2017 & 2018 Northwest Regional ICAC Conference

e 2017 & 2018 National Law Enforcement Training on Child Exploitation

e BATI Investigative Interview & Interrogation

¢ Internet Crimes Against Children Investigative Techniques

e Peer to Peer Online Investigations (BitTorrent)

e Internet Crimes Against Children Undercover Chat Investigations

e Hostage Negotiations

e Negotiations for Domestic Violence (2013 & 2016)

e C(risis Intervention

e Police Training Officer

e Crisis Negotiations, Advanced

e Academy Instructor Certification Course (AICC)

e Field Training Officer

e Mental Illness Awareness Refresher
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e Crisis Negotiations Team Leadership

e Electronic Surveillance (DOJ Wiretap)

EDUCATION
California State University, Fresno

Bachelor of Arts degree: Bachelor of Science, Criminology, 2006

PROFESSIONAL CERTIFICATIONS

Advanced, Intermediate, and Basic Certificate, Peace Officer Standards and Training, State of
California.
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Kenneth Kalar

CURRENT POSITION

Sheriff’s Detective: Internet Crimes Against Children Task Force

EXPERIENCE

November 2015 to present: Sheriff’s Detective, I[CAC Task Force, Fresno County Sheriff-
Coroner’s Office.

December 2012 - November 2013: Property Detective, Northeast Field Services, Fresno County
Sheriff-Coroner’s Office.

January 2005- December 2012: Deputy Sheriff: Northeast Field Services, Southeast Field Services,
and Southwest Field Services Patrol Divisions; Special Detail Unit, Fresno County Sheriff-
Coroner’s Office.

January 2005- June 2005: Deputy Sheriff, Northeast Field Services Patrol Division, Fresno
County Sheriff-Coroner’s Office.

June 2003- January 2005: Deputy Sheriff, Jail/Custody Operations, Fresno County Sheriff-
Coroner’s Office.

TRAINING

e 2019 National Law Enforcement Training on Child Exploitation

e Completed Advanced Forensics with Access Data for FTK forensic software
2018 National Law Enforcement Training on Child Exploitation

2017 NW Conference on Child Exploitation

2017 National Law Enforcement Training on Child Exploitation

BitTorrent Peer To Peer Training

Behavioral Analysis Training Institute: Interview and Interrogation
Behavioral Analysis Training Institute: Advanced Interview and Interrogation
Cellular Phones Forensic Investigations

Search Warrant, Search and Seizure, Miranda Training -

Active Shooter Mindset Training

Robert Presley ICI Investigators Core Course

Robert Presley ICI Robbery Investigations

Department of Tlomeland Security Title 19 Cross Designation Course

Basic Computer Skills for Law Enforcement

Cyber Investigations Identifying and Seizing Electronic Evidence

5
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Basic Cell Phone Investigations
2016 National Law Enforcement Training on Child Exploitation
Cellebrite Cell Phone Examination
Roundup EMule
EnCase v7 Computer Forensics [
e EnCase v7 Computer Forensics [1
e EnCase v7 Advanced Internet Investigations
e Cellebrite Certified Logical Operator

EDUCATION

California State University, Fresno

Bachelor of Science degree: Major Criminology, Law Enforcement Option June 2001
Porterville Community College, Porterville

Associates of Science degree: Major Criminology, June 1999

PROFESSIONAL CERTIFICATIONS

Cellebrite Certified Logical Operator

Cellebrite Certified Physical Analyst

Advanced, Intermediate, and Basic Certificate, Peace Officer Standards and Training, State of
California.
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Scott Schwamb

CURRENT POSITION

Sheriff’s Detective: Internet Crimes Against Children Task Force

EXPERIENCE

2016 - Present:  Sheriff’s Detective, ICAC Task Force, Fresno County Sheriff-Coroner’s Office.

2015-2016: Sheriff’s Detective: Fresno County Sheriff’s Office Detective assigned to
investigate Robbery, Burglary, and other property crimes.

2007-2015: Deputy Sheriff K9: Deputy Sheriff assigned to the Patrol Division K9 Unit

2006-2007: Deputy Sheriff: Deputy Sheriff assigned to the Patrol Division.

2003-2006: Deputy Sheriff: Deputy Sheriff assigned to Court Services Unit.

2002-2003: Deputy Sheriff: Deputy Sheriff assigned to Detention Bureau.

TRAINING

e 2016 Northwest Regional ICAC Conference
e [CAC Investigative Techniques
e ICAC Undercover Chats Concepts and Techniques
e 2017 National ICAC Conference
e Behavioral Analysis Training Institute: Interview and Interrogation
e Behavioral Analysis Training Institute: Advanced Interview and Interrogation
e Robert Presley ICI Investigators Core Course
e Robert Presley ICI Investigators Burglary Investigations
e Cellular Tracking and Mapping
e 2017 Northwest Regional ICAC Conference
e Basic Digital Forensic Imaging (BDFI)
¢ Digital Evidence Examination and Processing (DEEP)
e 2018 National ICAC Conference
e Cellebrite Certified Operator
e Cellebrite Certified Physical Analyst
e 2018 NW Regional ICAC Conderence
e XRY Certified Operator (Basic and Intermediate Certification)
e 2019 National Training on Child Exploitation
7
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EDUCATION

High School Diploma

PROFESSIONAL CERTIFICATIONS

Basic. Intermediate and Advanced Certificate, Peace Officer Standards and Training, State of
California.
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Sharon Nichols

CURRENT POSITION

Community Service Officer: Internet Crimes Against Children Task Force

EXPERIENCE
July 2014 — Present: Incident Command System (ICS)

August 2009 — Present: Community Service Officer, Internet Crimes Against Children (ICAC)
Task Force

August 2001 — August 2009: Community Service Officer, Special Investigation Division
May 1998 - August 2001: Community Service Officer, Youth Services
September 1997 - May 1998: Office Assistant II, Public Information Office

April 1997 - September 1997: Office Assistant II, Warrants/Records

TRAINING
¢ National Law Enforcement Training — Atlanta — June 2019
o Effective Technology Safety (Part 1) May, 2019 (Part 2) June 2019
e Sex Trafficking in Hawaii — April, 2019
e FBI LEOKA Officer Safety & Awareness Training — April 2019
e Targeting Sabotage Disruption of Critical Services — March, 2019
e NW Regional ICAC Conference- Oct, 2018
e Incident Response Tools for Schools Aug, 2018
e Craigslist Changes — What They Mean for Your ICAC Investigation — June, 2018
Digital Safety — May, 2018 San Ramon
e 2017 CSO Symposium — Situational Awareness Officer Safety for the CSO
e Active Shooter Response-Role of the Civilian Officer
e Missing Persons-Reporting & Documentation
e DUI Recognition-DUI Driving & Driver
¢ Evidence Collection & Crime Scene Photography
e 2017 National Law Enforcement Training on Child Exploitation-Atlanta
e The Dark Web and other current trends
e  Western States Information Network (WSIN)
¢ Introduction to the Incident Command System (ICS 100) for Law Enforcement
¢ Introduction to the Incident Command System (ICS 100) for Law Enforcement
e ICS for Single Resources and Initial Action Incident, ICS-200

9



INTERNET CRIMES AGAINST CHILDREN TASK FORCE PROPOSAL
OJJDP FY2019-2020
FRESNO COUNTY SHERIFF’S OFFICE
National Incident Management System (NIMS) An Introduction, IS700a
National Response Framework, An Introduction, IS800b
Intermediate ICS for Expanding Incidents, [CS 300
Advanced ICS for Command and General Staff, ICS 400
2010-2015 National Law Enforcement Training on Child Exploitation
2013-2014 Crimes Against Children Conference-Dallas
Internet Crimes Against Children (ICAC) CyberTip Management Training

Subject Identification — General Searches and Public Records
Community Violence, Rapid Intervention

Crime Prevention by Design

C.0.P. Community Oriented Policing

Public Records Act

10
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June Mayeda

CURRENT POSITION
Supervising Accountant; County of Fresno, Sheriff’s Office

EXPERIENCE
December 23, 2013 to Present: Supervising Accountant; County of Fresno, Sheriff-Coroner’s
Office

January 2008 to December 22, 2013: Senior Accountant; County of Fresno, Sheriff’s Office
June 2006 to January 2008: Accountant II; County of Fresno, Sheriff’s Office

December 2004 to June 2006: Accountant [; County of Fresno, Sheriff’s Office

May 2002 to December 2004: Account Clerk IT; County of Fresno; Sheriff’s Office
October 2001 to May 2002: Account Clerk II; County of Fresno; Sheriff’s Office

October 2000 to October 2001: Office Assistant III; County of Fresno; General Services
September 1996 to October 2000: Account Clerk: Michael Automotive; Fresno, CA

August 1993 to September 1996: Marketing Administrator; Denham Personnel Services; Fresno,
CA

June 1992 to August 1993: Administrative Assistant; Ame & Associates; Laguna Niguel, CA

EDUCATION

California State University, Fresno
Bachelors of Science in Business; Finance Option, 1992

CERTIFICATES:

e National HIDTA Assistance Center Financial Management of HIDTA Funds for
Fiduciaries. August 2018
e U.S. Department of Justice, Office of Justice Programs, Office of the Chief Financial
Officer, 2017 Financial Management Training Seminar
e County of Fresno Governmental Accounting and Reporting Boot Camp, May 2017
11
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County of Fresno-Personnel Services Discipline, Performance Evaluation, Discrimination &
Harassment — May 2016
County of Fresno Internal Control, February 2016
National HIDTA Center Financial Management System, May 2015
County of Fresno Supervisor Academy, March 2015
California State Sheriff’ Associations Financial Managers Training, 2015, 2013, 2011, 2007

12
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Position Descriptions

ICAC Commander /Sergeant: The Internet Crimes Against Children Program Commander manages
the general operation of the [CAC Program. This includes overseeing and monitoring personnel
and equipment; keeping statistical data; preparing training and budgetary requests; ensuring
completion of work to guarantee that resources are utilized efficiently to handle the highest priority
cases; coordinating with outside agencies to ensure that the program is functioning properly, and
producing statistical reports.

The Internet Crimes Against Children Program Commander directly supervises field operations
including arrests, surveillance, and intelligence gathering. The sergeant ensures that seized
property is safely stored and computer evidence is forensically examined. Additionally, the sergeant
coordinates with other law enforcement agencies to ensure that all high technology-related crime
reports are routed and reviewed by the task force; reviews and assigns cases for investigation;
supervises high technology training program for both member agencies and other law enforcement
agencies; produces monthly statistical reports; and prepares employee evaluations.

ICAC Detective: The Internet Crimes Against Children Program detectives are responsible for the
investigation of on-line criminal activity which tends to exploit minors—including, but not limited
to: attempting to meet minors for sexual purposes; possessing, distributing, or manufacturing child
pornography; enticing minors to engage in vice-related activities; distributing firearms or
explosives to minors; and contributing to the delinquency of minors. Specifically, the detectives are
responsible for proactively initiating cases, following up complaints, interviewing witnesses,
identifying and apprehending perpetrators, interrogating suspects, preparing and serving search
warrants, completing crime reports, producing statistical reports, providing technical expertise,
seizing computers as evidence, conducting computer forensic examinations, analyzing and
processing evidence, gathering intelligence, presenting completed investigations to the prosecutor,
conducting follow-up investigations requested by the prosecutor, testifying in court, networking
with other law enforcement officers, caring for equipment, giving presentations to the public,
giving interviews to the media, and training law enforcement officers.

ICAC Community Service Officer (CSQO): The Internet Crimes Against Children Program
Community Service Officer is responsible for the preparation, monitoring, and assisting the senior
accountant and ICAC sergeant with all fiscal documents including the budget, purchasing requests,
spending, and quarterly financial claims. The ICAC CSQO is also responsible for the daily
management of CyberTips for the entire Task Force. This includes downloading, deconfliction,
background work and preparation for review by either the [CAC Commander or a seasoned ICAC
detective for assignment. This is an invaluable and time consuming task which enables the full
time ICAC Detective to focus their efforts in other areas. The ICAC CSO will also be responsible
for assisting ICAC Detectives with community outreach.

ICAC Supervising Accountant: The Internet Crimes Against Children Program supervising
accountant is responsible for assisting in preparing the fiscal budget documents, monitoring the
budget documents, submitting the quarterly financial reports (SF-425) through the Grants
Management System, drawdown funds from the Grants Payment Request System; and retaining all
financial records, supporting documents for at least 3 years after the program has closed.




Memorandum of Understanding

County of Fresno, Sheriff's Office
Central California Internet Crimes Against Children
And
AGENCY NAME
Parties
This Memorandum of Understanding (MOU) is made and entered intothis __ day of
, 2019 (“Effective Date”) by and between the County of Fresno,

through its Sheriff's Office (“Fresno County Sheriff's Office” or "County”), and AGENCY
NAME.

Nothing in this MOU shall be construed as limiting or impeding the basic spirit of
cooperation that exists between the participating agencies.

Background

The Fresno County Sheriff's Office is the recipient of a United States Department of
Justice, Office of Juvenile Justice and Delinquency Prevention (OJJDP) grant to enforce
laws regarding Internet Crimes Against Children (ICAC). The Fresno County Sheriff’s
Office utilizes this grant to administer and operate the Central California Internet Crimes
Against Children Task Force (the “Task Force”).

OJJDP has created the ICAC Task Force Program, which is a national network of
federal, state and local law enforcement agencies. The national ICAC program assists
state and local law enforcement agencies in developing an effective response to the
sexual exploitation of children via the internet and other electronic means. This help
encompasses investigative and forensic components, training and technical assistance,
victim services, and community education. Due in large part to the technological aspects
of these cases, the ICAC Task Force Program promotes a multi-jurisdictional, multi-
agency, team approach to investigating and prosecuting Internet Crimes Against
Children.

Mission

The mission of the Task Force is to: (1) properly investigate and prosecute those who
sexually exploit children through the use of the Internet and other electronic means; (2)
provide training and equipment to those involved in investigating and prosecuting
Internet Crimes Against Children; and (3) provide community education to further the
prevention of Internet Crimes Against Children.

Purpose

The purpose of this MOU is to delineate the responsibilities and expectations of the
AGENCY NAME and the Fresno County Sheriff's Office, and to formalize their working
relationship in the Task Force. By signing this MOU, AGENCY NAME agrees to join the
Task Force for the primary purpose of vigorously and properly investigating crimes that
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Vi

involve the sexual exploitation of children via the internet and/or other electronic means.
By joining the Task Force, AGENCY NAME will benefit from grant resources, joint
operations, and extensive training opportunities. By entering into this MOU, the Task
Force will benefit from AGENCY NAME investigative support.

Organizational Structure/Direction

The Task Force includes investigators, supervisors, and prosecutors from various local,
state, and federal law enforcement agencies who provide assistance, subject to
availability.

All participants acknowledge that the Task Force is a joint operation, in which all
agencies act as partners. The chain of command and supervision of the Fresno County
Sheriff's Office is responsible for the policy and general direction of the Task Force. The
Task Force Supervisor will periodically contact supervisors, investigators, and
prosecutors from other participating agencies to keep them informed of training
opportunities, unusual circumstances, problems, and successes of the Task Force.

Activities of the Task Force are further governed by the ICAC Task Force Program
Operational and Investigative Standards (the “Standards”) of the United States
Department of Justice, Office of Juvenile Justice and Delinquency Prevention. The
document describing the Operational and Investigative Standards contains confidential
information, and is not for public release. Member agencies must understand and
comply with the Standards.

Task Force members shall follow the guidelines of the Task Force, and any personnel
action(s) are the responsibility of the parent agencies. Any conflicts between the Task
Force guidelines and agency policies shall be vetted out through the commanders
(lieutenants) of the Task Force and parent agencies.

Investigations

All Task Force investigations shall be conducted only by sworn law enforcement
investigators, and in a spirit of cooperation with other Task Force members. Task Force
investigations are governed by the Standards. Violation of the Standards is cause for
cancellation of this MOU. This MOU is not intended to infringe on the ongoing
investigations of any other agency. it is agreed that unilateral acts on the part of
employees involved in Task Force investigations are not in the best interest of the Task
Force. All Task Force investigations must follow the guidelines laid out in the
Standards, a copy of which will be provided to each participating agency.

a) Each investigator involved with undercover investigations should receive ICAC
training prior to initiating proactive investigations, and shall submit reports of all
undercover activity to the Task Force Supervisor.

b) Agency and Fresno County Sheriff's Office shall also conduct reactive
investigations where subjects are associated within Agency's jurisdiction,
including investigations of child pomography, CYBERTIP referrals from the
National Center for Missing and Exploited Children (NCMEC), Internet Service
Provider and law enforcement referrals, and other ICAC-related investigations.
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Viii.

Additional case initiations may develop from subject interviews, documented
public sources, direct observations of suspicious behavior, public comptaints, etc.

¢) Agency shall record and document all undercover oniine activity. Any deviations
from this policy due to unusual circumstances shall be documented in the
relevant case file, and reviewed by the Task Force Supervisor.

d) Agency shall provide the Task Force with access to all ICAC investigative files
including, without limitation, computer records, in order to ensure compliance
with all national ICAC standards.

e) Agency is encouraged to locate its Task Force investigators in a secured space
provided by Agency with controlled access to all equipment, software, and
investigative files. At a minimum, information should be maintained in locked
cabinets, and under control of Agency Task Force personnel, with restricted
access to authorized personnel only.

Supervision

The day-to-day operational supervision of sworn personnel, and administrative control of
personnel physically assigned to the Task Force at the Fresno County Sheriff's Office
shall be the responsibility of the Task Force Supervisor (Sergeant).

AGENCY NAME will be responsible for the day-to-day operational supervision,
administrative control, and personal/professional conduct of its personnel assigned to
the Task Force (outside of the Fresno County Sheriff's Office Task Force Supervisor),
who are not physically present at the Fresno County Sheriff's Office Task Force facility.
ICAC investigations are a cooperative effort, and investigative decisions will be a joint
process guided by the Standards.

Evidence

Seized evidence and any other related forfeiture shall be handled in a manner consistent
with the seizing law enforcement agency’s policies.

Prosecution

The criteria for determining whether to prosecute a particular violation in county, state or
federal court will focus on achieving the greatest overall benefit to the public. Any
question arising pertaining to jurisdiction will be resolved through discussions among the
investigative and prosecutorial agencies having jurisdiction in the matter. When joint
jurisdiction exists, this MOU does not preclude additional prosecution(s) in other
junsdictions.

Media Relations and Releases

Media release information regarding joint Task Force operations will be coordinated and
made jointly by all participant agencies. No unilateral press releases will be made by any
participating agency without the prior notification and written approval of the Task Force.
Media releases shall not inciude information regarding specific investigative techniques.
All efforts will be made to protect undercover online identities. Member agencies will

MOU — Fresno County Sheriff’s Office — Central California ICAC Page 3 of 5



XI.

XI.

Xii.

XIV.

refrain from releasing the undercover online identity, age, or sex of investigators.
Release of such information could jeopardize ongoing investigations where the same
undercover name, age, and sex are currently in use.

Funding for Equipment

Dedicated equipment purchased with grant funds may be provided to be used in the
course of investigations involving Internet Crimes Against Children. Equipment
purchased with grant funds will be distributed in a manner to equip law enforcement with
tools that will improve their investigative response to the sexual exploitation of children.
Member agencies agree to only utilize equipment purchased with ICAC funds in order to
conduct investigations involving the sexual exploitation of children as required within
their jurisdictions. All equipment purchased under the ICAC grant remains the property
of the Task Force, and must be returned to the Task Force when requested, or upon
withdrawal of the participating agency from Task Force.

Funding for Training

Dedicated grant funds may be provided to finance training and travel related expenses
that would be useful in the course of investigations involving Internet Crimes Against
Children. Grant funds for training/travel expenses will be distributed in a manner to
properly equip law enforcement with training and tools that will improve their
investigative response to the sexual exploitation of children. Member agencies utilizing
ICAC funds for training agree to conduct investigations involving the sexual exploitation
of children as required within their jurisdictions.

Joint Limitation on Liabilities and Mutual Hold Harmless

Neither party shall be liable to the other party for any loss, damage, liability, claim or
cause of action for damage to or destruction of property or for injury to or death of
persons arising solely from any act or omission of the other party's officers, agents or
employees. County and AGENCY NAME agree to hold each other harmless from any
and all claims, demands, liabilities, losses or causes of action which arise by virtue of its
own acts or omissions (either directly or through or by its agents, officers or employees)
to such extent and in such part as the respective parties are found by reason of law to
have proximately caused the injury or damage. The party against whom any claim
arising from any subject matter of this Agreement is filed shall give prompt notice of the
filing of the claim to the other party.

The provisions of this Section Xl shall survive termination of this MOU.

Confidentiality

The parties agree that any confidential information pertaining to investigations of the

' Task Force will be held in the strictest confidence, and shall only be shared with

participating Task Force members or other law enforcement agencies where necessary,
as determined by the Task Force, or as otherwise permitted by federal or state law.
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Duration and Termination

This MOU shall take effect on the Effective Date. Renewal of the MOU shall be
automatic, and shall continue until such time as the federal funding for the Grant ends,
or the MOU is terminated in writing by either party. Either party may terminate the MOU
for any reason, upon thirty (30) days’ notice.

1

1

1

IN WITNESS WHEREOF, the parties hereto have executed this MOU as of the Effective
Date.

County of Fresno

Margaret Mims, SHERIFF/CORONER/PUBLIC ADMINISTRATOR
Fresno County Sheriff’'s Office

DATE:

AGENCY NAME

NAME, CHIEF/SHERIFF
DATE: ‘
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