






















































































































1 | P a g e

Purpose 
The purpose of defining standards is to ensure maximum compatibility and integration between organizations, which 
will provide efficient electronic interaction among parties. Maintaining standards will provide a consistent and solid 
framework for expanding and managing information and/or information sharing among County of Fresno 
departments. Maintenance of standards provides for a more stable environment by making technology easier to 
manage and more reliable. Resources can be leveraged more easily, thereby increasing the availability and 
effectiveness of technology, including application development and security processes, languages, tools, and other 
related technologies for the development of web enables, Internet/Intranet, on-premises, and cloud offerings. 

Scope 
Standards and preferred practices are developed by ISD-IT for all components of the information technology 

. 

Standards Management 
The CIO is the approving authority for granting any exceptions to these Standards and Preferred Practices. 
The CIO and designee will be responsible for managing changing and emerging standards in collaboration with the 
respective ISD-IT disciplines and County departments. 

Compliance 
Compliance with Administrative Polices, Management Directives and these Standards and Preferred Practice must be 
maintained by all departments. 

1 SECURITY 

1.1 Security Organization 
CIO - The CIO has the highest level of responsibility for IT security for the County of Fresno.
County Departments - County Departments are responsible for maintaining the integrity of t
Security Standards.
Information Owner - Usually the Department Head and/or designee of the department responsible for
the information, the information owner is responsible for defining data use and management needs and
charged with gathering, manipulating, and protecting the data resource to fulfill its mission.
IT Security Liaison - Each County Department will have an Information Security Liaison. The Department
Head may delegate responsibility for the information security function but remains accountable for

.
The IT Security Liaison is responsible for the following:
o A point of contact for security and management of systems that contain data and information for

which the Department and/or its functions is the owner.
o The person authorized to request access privileges and to sign security requests/changes from the

Department.
o Defining classifications of information for authorizing access and granting access privileges.
o For advising ISD-IT of potential threats to Department information systems, including internal

threats.
o For participating in a  self-assessment or routine security audits conducted by or under

the auspices of ISD-IT.
County Personnel - All County personnel (permanent and temporary employees, officials, volunteers,
interns, and contractors/consultants) as individuals have a role and responsibility for protecting
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information generated by or held in confidence by the County. Individuals will be held accountable for 
complying with County IT security policies, standards, and procedures. 

1.2 Security Plan 
ISD-IT will prepare an annual plan describing actions to be taken to improve information security on all major 
information systems. At a minimum, the Security Plan will adhere to the following standard: 

Include a statement on the status of County IT security.

Include identification of all scheduled audit reviews for the coming year.
Identify any procurement needs for security equipment/software.
Identify any changing technology standards that will impose new challenges for IT and describe how
such challenges will be addressed.

1.3 Security Administration 
1.3.1 Protective Measures 

At a minimum, protective measures provided to protect information resources will comply with the 
following standards. 

Protective measures must be commensurate with a specified strength of threat.
Deviations from normal conditions must be detected and reported timely.
Reports of deviations from normal conditions must be responded to in a timely manner.
Protective measures must be able to be tested to assure that they are functioning or will function to
achieve, within the current County environment, the objectives for which they were implemented.

1.4 Security Awareness Program 
All County staff are required to participate in cyber security awareness training prior to being given access to 
any County network or system. Periodically, County staff will be reminded through an on-going cyber security 
awareness program of their responsibility and accountability for protecting County information. 

1.5 Access Control and Authorization Plan 
The account and access control standards that follow apply to all County systems, applications, and data, and 
to all computer processing devices, including mainframe and mid-range computers, network servers, web 
servers, LAN servers, cloud servers, desktop workstations/computers, laptop, mobile, or handheld 
computers, IOT devices and to all County staff using such devices. 

1.5.1 Authority for Allowing Access 
Information Owners are responsible for classifying the information and defining authorized access to 
systems, applications, and data. 

Information Owners, in collaboration with Application Owners, are responsible for defining access

means granting the minimum access privilege required for an individual to perform assigned job
functions effectively.

cords or files or to execute certain computer programs.

1.5.2 Authorization 
Formal mechanisms for granting authorization and access privileges must be followed by management 
and users (including third parties).  

Access will not be granted without appropriate authorization.

1.5.3 Role Management 
User and group roles are used for user and group security management. 
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Each user record contains general user information and information concerning one or more account
types for a single user.
Each group record contains all the information needed to define groups and their members. This
includes the group name, the group identification number (GID), and a set of the members' login
names.
Each user and group role must have its own set of default policies and validation policies.
For new user or group records established without specified attributes, default values will be

1.5.4 Defining Allowed Levels of Access and Authorized Activity 

individual will be authorized access to County networks, systems, or applications without a need to know 
based on his/her work assignment. 

Access control privilege defaults must be set to deny access when system failures occur where
possible.
System management or administrator privileges are restricted to those directly responsible for
system management and/or security.
Granting system management or administrator privileges to any County staff and/or third party
requires ISD-IT, Departmental Authorized Signer approval, and business justification.

1.5.5 Security Personnel and Assignments 
County staff and third parties are granted access to County information handling systems depending on 
the tasks the County expects them to perform. 

In keeping with these objectives, management maintains the authority to:
o Restrict or revoke any County staff's or third party  privileges as deemed necessary to protect

County systems, data, and equipment.
o Inspect, copy, remove, or otherwise alter any data, program, or other system resource that may

undermine these objectives.
o Take any other steps deemed necessary to manage and protect County information systems.
This authority may be exercised with or without notice to the involved individuals.
ISD-IT is required to confirm periodically that access privileges are correct.
ISD-IT is required to communicate any breaches of access privilege to Information and Application
Owners.

1.5.6 Root\Admin Access 
Root and admin access is a great responsibility, and County staff so authorized shall not abuse or misuse 
this privilege in any way. Root and admin access may be granted only to System Administrators. 

Root and admin access IDs and passwords may never be shared with non-authorized personnel.
Those individuals who are authorized root or admin access are accountable for the stability and
operation of networks and systems within their control.
Any unauthorized attempts by a user or third party to gain root or admin access to any County
network or system will result in disciplinary, legal, or contractual action.

1.5.7 Change Authority 
County personnel (including permanent and temporary employees, officials, interns, volunteers, and
consultants/contractors) may only change production data through the authorized access privilege
on applications to which they have been granted access.
End users may not change a production system or any production system component.
All changes to production systems must be made in accordance 
standards.
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1.5.8 Access Control 
Access control systems must regulate access to all software and all personnel must use at least one 
control system to gain access. Access controls must adhere to the following requirements:

Positive identification in the form of a County staff ID and password is required to access any
network, system, application, or data within the custodial control of ISD-IT.
Access control systems may require additional layers of security where increased protection is
required.
In all cases, County personnel (including permanent and temporary employees, officials, volunteers,
interns, and consultants/contractors [including third parties directly responsible for system
maintenance/administration]) are required to use any prescribed control system.

1.5.9 ID Standards 
Where possible the standard characteristics for an ID are: 

County IDs must be constructed so that they can be used across County information handling
systems.
All default administrator accounts must be renamed first where possible.
System administrators must be assigned a normal ID based on ID construction guidelines for day-to-
day tasks but use a different ID based on a variation of the normal ID to administer workstations,
servers, routers, or other systems.
The standard office ID should not have administrator or PC Help Desk privileges but should be used
whenever interacting with other people or external networks, such as via e-mail.

vices that must allow auto-
login to authorized information only.
Specific exceptions exist, and include:
o Outsourced applications if the vendor has contractual authority for imposing their ID Standards.
o Applications in which the software controls ID standards.

1.5.10 ID Management 
Everyone who receives a user ID is held responsible for all actions taken under that user ID.
Employees are expected to exercise discretion in protecting their user IDs, i.e., the workstation must
not be left unattended while logged on with a user ID. The password associated with a user ID may
not be shared with anyone, even an individual with the same level of access privilege.
IDs that have system management or administrator privileges may only be used for specific
administrator tasks.

1.5.11 Password Standards 
In general, the following password standards apply: 

County staff accounts that have system-level privileges granted through group memberships or
programs such as "sudo" must have a unique password from all other accounts held by that County
staff.
Password must contain a minimum of 8 characters.
Passwords must contain 3 of the following 4: upper case letter, lower case letter, number, and
unique character.
Passwords may not match any part of the display name, given name, surname, or login ID.
Passwords may never be written down.
Passwords should be easily remembered but hard to detect or guess.
Passwords must be encrypted for storage or network transmission.
The user is responsible for changing the first assigned password to one that only the user knows.
System, software, or hardware default passwords must be replaced with unique passwords
immediately upon installation.
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The display and printing of passwords must be masked, suppressed, or otherwise obscured so that
unauthorized parties will not be able to observe or subsequently recover them.
All user-level passwords (e.g., desktop workstation, etc.) must be changed at least every 90 days.
Password changes will be system initiated.
Passwords that are not changed when a password change is required will be allowed to expire.
All system-level passwords (e.g., root, enable, NT admin, application administration accounts, etc.)
must be changed on at least a quarterly basis or when a System Administrator leaves the team.
All production system-level passwords must be part of the ISD-IT Security-administered global
password management database.
Users are accountable for the following individual responsibilities related to passwords:
o Never reveal a password to ANYONE.
o Never talk about a password in front of others.
o Never hint at the format of a password (e.g., "my family Name").
o If someone demands a password, report them to ISD-IT.
o Never write passwords down and store them anywhere in your office.
o Never store passwords in a file on ANY computer system without encryption.
o Only use ISD-IT approved password managers to save passwords.
If an account or password is suspected of being compromised, a report must be made immediately
to ISD-IT via the service desk, and the password must be changed.
Password history must be employed to prevent users from reusing fixed passwords. Password
history must minimally contain the last ten (10) passwords for each user ID.

1.5.12 Security Administrator Responsibilities 
Security Administrators are responsible for adhering to the following Standards and Preferred Practices: 

Proof of identity is required before issuing a password.
Passwords may not be reset unless the Administrator can verify that the person making the request
is authorized to access the account.
Passwords are never disclosed.
Administrators must reset a password, thereby requiring that an individual enter a new password.
ISD-IT staff are authorized to refuse ANY verbal request to bypass security controls until the
authority of the requestor can be verified.

1.5.13 System Administrator Responsibilities 
System Administrators are responsible for adhering to the following standards and preferred practice: 

Passwords for warranty, maintenance, or other regular support activities should not expire
automatically. System Administrators must closely control these accounts so that the password is
not exposed to unauthorized access attempts. These accounts must have all actions logged.
If the System Administrator determines that a system has been compromised, the individual should
immediately notify ISD-IT.

1.5.14 Application Development Responsibilities 
Developers of software are required to apply the following Standards and Preferred Practices: 

Passwords may not be stored in clear text or any reversible form.
Systems must provide for role management which allows a user to take over the functions of
another without having to know the other's password.
Mask over password fields to prevent the display and printing of passwords.
A password field that also hides the length of the password is desirable.
Prohibit the hard coding of passwords into developed software.
Change vendor default passwords before installing any system.
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1.5.15 Session Controls 
Session controls will be utilized to provide an additional layer of protection for County networks, 
systems, applications, and data.

County staff must go through a log-in to gain access to County computer systems.
Prior to initial log-in, a security notice about the system being used will be displayed. 
Accounts will be automatically locked out after a maximum of ten (10) consecutive unsuccessful log-
in attempts. 
User sessions will automatically be disconnected after 20 minutes of inactivity. A logon and password 
are required to log back in. 

logged-in continuously, offering the public direct access to authorized public information. Such auto-
logon access is designated only to specific public counter PCs and the PCs are restricted to the 
application serving the public. 

1.5.16 Remote Access 
Access to Fresno County networks via secure remote access must be controlled using Multi-Factor 
Authentication. 
All remote access across a public network must be encrypted. 

1.5.17 Logging and Audit Trails 
Computer system logs are critical for isolating and correcting problems, but they must also support 
security audit functions, including detecting suspicious activities. ISD-IT is responsible for developing a 
Security Log Audit Plan. 

1.5.18 Access Denial, Termination and Follow-up 
System and file access control permissions for all Fresno County networked systems must be set to a 
default that blocks unauthorized users' access. 
If a computer or network access control system is not functioning properly, it must default to denial 
of privileges to end-users. 
ISD-IT must perform routine reviews of logs and follow-up on excessive unsuccessful login attempts. 
Follow-up activities will adhere to incident response Standards and Preferred Practices. 

1.5.19 On-going Internal Audits of Logs 
Backed up and retained security logs must be for the support of internal security audits. 

The handling and review of system and security logs are restricted to authorized persons only. 
Logging must be configured to resist deactivation, modification, or deletion by any person other than 
the administrator. 
Retained security logs must be stored in a secure environment accessible only by designated ISD-IT 
security personnel. 
System and security logs must be reviewed on a regular and prompt basis. 
Logs must be reviewed whenever suspicious activity is suspected or detected. 

1.5.20 Termination/Change of County Staff Access Privileges 
Information and Application Owners, Managers, and County staff must periodically review authorized 
access privileges to consider whether changes are required. 

days of an indiv  
Requests to change County staff access privileges must be approved 
Authorized Security Signer. 
County staff (including permanent or temporary employees, officials, volunteers, and 
consultants/contractors) who expect to be absent from work for a period of 30 days or more must 
have their privileges disabled until their return. 
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Accounts that are inactive for more than 30 days will be disabled. Successful logons during any 30-
day period will indicate that the account is active.

information management responsibilities to another individual requires review. It also requires 
authorization by the Information and Application Owners prior to the establishment of access 
privileges to the delegated County staff member. 
All Managers must ensure that all access privileges are revoked immediately when any County staff 
or third-party leaves the County or is otherwise terminated. 

1.5.21 Third party Access 
All outside agencies requesting access to County systems must complete a contract or Third-party 
Agreement with the County. This contract or agreement must be approved according to established 
County policy. 

Agreements between the County and third parties who handle County information must include a 
special clause allowing the County to audit the controls used for information handling activities. 
Third-
that entity. 
Third parties are subject to the same obligations and accountability for the protection of County 
networks, systems, applications, and data as County staff. 
Third parties 
Change Control policies, Standards and Preferred Practices. 
Third parties may not perform System Administrator duties without prior approval and authority. 
Third parties that have access to County systems will be monitored through logging and audit 
procedures. 
Third-party access may be revoked for non-compliance with County policies. 

1.6 System Security Controls 
Information systems security controls must be enforceable prior to being adopted as a part of standard 
operating procedure. For a control to be enforceable, it must be possible for managers to clearly determine 
whether: 

The control effectively performs a required security function. 
Compliance and/or enforcement of the controls can assure use by authorized personnel. 

1.6.1 System Security Tools 
All information security tools must be tested and accepted by the people who will work with the 
controls. Information security products should be selected that are easy to use, administer and audit. 

For all business application systems, security must be considered by systems designers and 
developers from the beginning of the systems design process through conversion to a production 
system. 
Whenever feasible and cost-effective, system developers must rely on system services for security 
functionality rather than incorporating such functionality into applications through custom code. 

hardware, and software, 

Control Standards. 

1.6.2 Database Security 
To maintain the security of internal databases, access by software programs must be granted only after 
authentication with credentials. 

Every program or every collection of programs implementing a single business function must have 
unique database credentials. Sharing of credentials between programs is not allowed. 
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Database passwords used by programs are system-level passwords as defined by the Password 
Policy.
Unencrypted database credentials must not be stored in a location that can be accessed through a 
web server.
Database credentials may be stored as part of an authentication server (i.e., an entitlement 
directory), such as an LDAP server used for user authentication. If so, the following guidelines apply: 
o Database authentication may occur on behalf of a program as part of the County staff 

authentication process at the authentication server. In this case, there is no requirement for 
programmatic use of database credentials. 

o Pass through authentication must not allow access to a mission-critical database founded solely 
upon a remote user's authentication on the remote host. 

Access to database usernames and passwords must be restricted on a need-to-know basis.  The 
System Administrator password is not provided too third-party. 

1.6.3 Security Inspections 
System administrators and security managers will periodically review computer systems to detect 
security standards compliance. Such inspections will also evaluate the currency of vulnerability patches 
and service pack upgrades. 

System administrators and security managers must install security fixes as soon as they are available 
and deemed suitable for installation based on the impact analysis component of the change control 
process. 
In no instance will a security fix be delayed for installation more than 30 days without approval of the 
CIO or designee. 

1.7 Security Auditing 
ISD-IT has the authority to perform audits or reviews of Fresno County networks, systems, or applications 
within the custodial responsibility of ISD-IT at any time. Authority to perform audits or reviews includes 
authority to audit or review third parties who have custodial or maintenance responsibility for County 
systems or applications. 
 

1.7.1 Audit Frequency 
Reviews must be conducted on a sufficiently frequent basis to assure that protection of sensitive 
information is assured. Accordingly, the following minimum frequency requirements have been 
established. 

Audits for critical information systems and production applications must be performed at least 
annually. Audits of critical systems or applications must include a risk assessment. 
Exceptions to information security policies will be permitted only by the CIO or designee. 
The exception shall document the vulnerability, the risk it poses, and suggested solution for reducing 
risk. 
For information classified as non-sensitive Public Records, reviews must be conducted at least every 
two years. 
Audits must be performed more frequently than once a year if this is necessary to conform to vendor 
specifications. 

1.7.2 Third Party Security Audits 
Security audits will include third parties with which the County has information handling agreements. 

Third parties that present an unacceptable risk must correct the risk. 
Third parties that refuse or are unable to improve their own security will have connection and access 
privileges denied. 
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1.7.3 Access to Conduct Audits 
When requested for the purpose of performing an audit or review, any access needed will be provided to 
ISD-IT.  Access includes:

User level and/or system level access to any computing or communications device.
Access to information (electronic, hardcopy, etc.) that may be produced, transmitted, or stored on 
Fresno County or third-party equipment or premises. 
Access to work areas (equipment or telecommunications rooms, offices, cubicles, storage areas, 
etc.). 
Access to interactively monitor and log traffic on Fresno County or third-party networks. 
All audit findings are confidential and not to be published without the consent of the CIO. 

1.8 Enforcement 
Enforcement action will be sought for those actions that violate Fresno County policies, Standards and 
Preferred Practices. Enforcement action may also be sought for those actions that fail to adhere to procedure 
if significant harm is caused by such failure. Any person who intentionally commits an information security 
violation is subject to disciplinary action which could include termination of employment, civil litigation, and 
even criminal prosecution. 

1.9 Corrective Action 
ISD-IT, in collaboration with the Information/Application owners, will establish guidelines and timeframes for 
correction of violations or abuses. 
 
ISD-IT will conduct frequent reviews and perform oversight of remedial action required because of 
identification of abuse or violation. 

2 PHYSICAL SECURITY 

2.1 Facilities and Information 

protection of IT Resources. Departments are responsible for controlling physical access to those information 

direction. 

2.1.1 Staff Offices 
Building security standards will be maintained according to Management Directive 3010. 
Persons using their cardkey to open doors are responsible for insuring that unauthorized person do 
not pass through while the doors are open. 

2.1.2 Data Center 
Entry into data center workspace areas is controlled to protect facilities, staff, equipment, supplies, and 
other resources against loss by fire, theft, or vandalism.  Public access is not permitted into Data Centers 
because of the potential to change system configurations and software. 

Access to Data Center must be closely controlled. 
o Only individuals listed and approved by ISD-IT 

Center. This list will be kept by ISD-IT and will be subject to strict enforcement. 
o Within badge-controlled areas, all individuals must wear the assigned badge so that others can 

unauthorized persons and report unbadged or improperly badged personnel to ISD-IT 
immediately. 
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o Visitors or contractor personnel must always display a Temporary Security Badge. The badge 
must be returned to ISD-IT 
daily.

o Video monitoring, as determined appropriate by ISD-IT, will be utilized to monitor access. 

2.1.3 Visitor Access 
Visitor access can be granted, but the access must be for work-related reasons and must be approved by 
a manager who has authority for the specific work area. 

All visitors must register on a visitor log and must be escorted by the individual who is assigned to 
supervise and accompany the visitor. 

 

2.1.4 Staff Status Changes 
ed, either temporarily or permanently, 

without issuing a new badge or cardkey. 
Requests for access changes must be approved by ISD-IT and submitted no less than twenty-four (24) 
hours prior to the requested time of the change. 
Identification badges and cardkeys must be surrendered immediately upon termination of 
employment or contractual relationship. 

2.2 Emergency Preparedness 
In each ISD-IT facility, one or more individuals must be assigned responsibility for securing high 
security and limited access areas against the possibility of theft of equipment or corruption or loss of 
data during the emergency. 
For each such assigned individual there must be an assigned back-up person responsible for double-
checking facility security. 
Data Center personnel will be trained in emergency preparedness policies and procedures 
appropriate to their assignments. 
In no case, however, shall County personnel put themself at unreasonable personal physical risk in 
an imminent disaster. 

2.2.1 Emergency Procedures Handbook 
Data Center operations personnel will maintain a current Emergency Procedures Handbook that will 
contain the following minimum information: 
o Data Center emergency evacuation procedures. 
o Data Center procedures detailing how to respond to non-evacuation emergency situations. 
o Emergency contact lists. 
o Emergency procedures testing methodologies. 

2.2.2 Emergency Procedures Testing 
Emergency back-up power will be tested at least quarterly. 
Alarm system testing involving County Security, and City Fire Department must be carried out 
monthly. 

2.3 Equipment 
Protection of equipment by County departments, County personnel and third parties must adhere to the 
Standards and Preferred Practices detailed below. 

Upon procurement and deployment of IT equipment or devices to a County Department, ISD-IT becomes 
responsible for, in collaboration with the County Department: 
o Physical inventories. 
o Inventory reporting. 
o Equipment loss investigations. 
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All losses of IT equipment must be reported immediately by the Department Head and/or designee 
having custodial responsibility to ISD-IT.
ISD -IT is responsible for notifying the Information Owner of the loss. 

2.3.1 Servers, Routers, Switches 
Datacenter servers, network and perimeter equipment must be protected from loss or corruption 
and must be maintained in a locked area with restricted access to only those authorized. 
ISD-IT must maintain a list of authorized access to all network equipment. 

2.3.2 Desktop Workstations 
Desktop workstations must be protected from theft and/or misappropriation of information. 

Public desktop workstations must be affixed to countertops and be within view of County personnel. 
It is the responsibility of County personnel to monitor the security of desktop workstations in County 
personnel work areas. 

2.3.3 Mobile/Laptop/Handheld Devices 
Mobile/laptop/handheld devices must be protected from theft. These devices must not be left alone in 
any setting.  

2.3.4 Telecommuting with County-issued equipment 
When telecommuting with County-issued equipment of any kind the County property must be 
reasonably protected from theft, i.e., when left unattended, locking the exterior doors of the 
building. 
Locking vehicle doors or putting the equipment in the trunk of the vehicle. 
Preventing unauthorized individuals from using the equipment. 

2.4 Reporting Physical Security Incidents 
A physical security incident is defined as: 

Any attempt to disable, bypass, or defeat a physical security control. 
An event that management determines requires the assistance of a law enforcement agent. 
An event that results in a report of lost or missing equipment. 

2.4.1 Reporting the Event 
The individual first identifying a suspected physical security violation is responsible for immediately 
reporting the facts of the violation to County Security, who in turn will notify ISD-IT. 

2.5 Audits of Physical Security Procedures 
Annually ISD-IT will conduct an audit of physical security procedures for areas protecting County 
Information. 
County personnel are required to cooperate with all physical security audit efforts. 

3 MANAGING IT RISK 

3.1 Risk Analysis 
The risk analysis process provides a mechanism for making economic decisions. To determine the nature of 
the risk, the information resource's sensitivity and criticality classifications will be applied to determine the 
type and level of protection required. 

 in comparison to the direct and indirect cost of 
protection measures. 
ISD-IT, in collaboration with Information and Application Owners will perform a risk analysis based on the 
risk assessment resulting from an audit, review or incident response using both qualitative and 
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quantitative information, including consideration of the requirements of State and federal laws and 
regulation and/or County policy. 

educated knowledge about the potential impact of the change on systems, information, and users. 

3.2 Mitigating Risk 
If the risk is unacceptable, then protective measures must be put in place to mitigate the defined risk. 

3.3 Contingency Management 
It is the responsibility of ISD-IT to provide the framework for county-wide IT security contingency planning in 
accordance with County policy. Contingency planning includes County Department responsibility for 
developing Business Continuation Plans for mission critical services that are heavily or wholly dependent 
upon electronic information management. 

3.3.1 Operational Recovery Planning 
ISD-IT is responsible for developing an Operational Recovery Plan that documents steps and procedures 
for restoring disrupted IT services of a routine or non-routine nature for all systems and operational 
environments. 

Operational Recovery Plans must always be updated and current. 
For events that cause wide-spread disruption, ISD-IT will restore critical services on a priority basis. 

3.3.2 Disaster Recovery Planning 
ISD-IT, in collaboration with County departments, must have a mechanism for priority restoration of 
Information systems in the event of disaster or major disruption. 

The classifications of criticality shown below are based on an assessment of need for each 
information resource in terms of the duration of time that the non-availability of the resource could 
be tolerated without impairing the business function. 
o Immediate: Must be always continuously available to avoid causing significant impairment in the 

ces. 
o Intermediate: Must be available within a specified period to avoid causing significant impairment 

 
o Indefinite: Could be unavailable for an indefinite duration of time without causing significant 

impairment in achieving the County  core or secondary business objectives. 
o Archival: This classification is assigned to information and information resources that must be 

retained off-line for a long period of time, usually to satisfy legal or audit requirements. Such 
information must be available within a reasonable period after it is requested to avoid causing 
significant impairment in achieving County objectives. 

The assessment of the need for availability may vary depending on the point in the processing cycle 
at which the non-availability of the resource occurs and will also vary with type of information. 
Accordingly, availability requirements must be established with respect to a specific period (e.g., 
daily, at month end or for the month before and after elections, etc.). 
To support effective Disaster Recovery Planning, County Departments will maintain an inventory of 
offices, work sites, and number and types of employees by site. 
To support effective Disaster Recovery Planning, ISD-IT will maintain an inventory of computer 
resources by site and information systems/applications in use by County Departments. 

functions and government service processes. 
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3.3.3 Business Continuation Planning 
ISD-IT is responsible for developing the business continuity planning framework to support County 
Departments that have mission-critical business functions significantly or wholly dependent upon viable 
IT resources. County Departments are individually responsible for preparing and testing such plans. 

Departments must define alternative methods, without technology support, of carrying out major 
business processes that cannot be interrupted in the event of a disaster or lengthy disruption. 
ISD-IT must provide the template for training in business continuity planning. 
ISD-IT will assist Departments in identification of resources to support manual functioning. 
ISD-IT n. 
As a department implements a new automated system, it is responsible for evaluating the critical 
nature of the automated system. 
If there is a finding that significant reliance on an unavailable technology support tool would prevent 
a key business function from providing needed services in a disaster or lengthy disruption, the 
Department is responsible for preparing a Business Continuity Plan. 

3.4 Incident Response 
ISD-IT is responsible for management of an incident response that uses cross-discipline job assignees 
specifically trained in responding to incidents including viruses, intrusions, disasters, and cyber-crime issues. 

The primary goal in responding to incidents is to preserve the overall security of County information 
handling systems. 
IT related incidents will be defined in the incident response plan. 
County personnel, including employees (permanent or temporary), officials, volunteers, and 
consultants/contractors, whose actions contravene this standard will be subject to disciplinary action 

 
IT related emergencies are classified Confidential until resolved. Information describing a threat, the 
vulnerability it exploits, its cause or its symptoms may not be distributed to anyone until ISD-IT has 
notified responsible parties to take corrective actions on affected computer systems. 
A threat that has been mitigated may be discussed as to cause and effect for educational purposes 
outside of County management channels if approved by management to do so. 

3.4.1 Incident Response Team 
Included within the incident response responsibility is the charge to create a cross-discipline Incident 
Response Team under the responsibility of ISD-IT. 

The Incident Response Team will be trained in and equipped with methodologies to monitor, 
prevent, detect, respond to, and recover from such events. 
The cross-discipline Incident Response Team will have access to information about potential sources 

 
To ensure a quick, effective, and orderly response to incidents, the individuals responsible for 
handling IT security incidents must be designated in writing, including those assigned back-up 
responsibilities on the Incident Response Team. 
Individuals with back-up responsibilities on the Incident Response Team will receive the same 
training as designees. 

3.4.2 Incidents to be Reported 
All incidents that relate to noncompliance with departmental policy or with County-wide or 
departmental information security standards, procedures or guidelines must be reported to the 

IT Security Designee whether it is believed the incident is intentional 
or unintentional. 
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3.4.3 Reporting Security Problems 
Any end user that suspects or has knowledge of a potential or known security violation or incident is 

All suspected information security incidents must be reported as quickly as possible to ISD-IT.
ISD-IT will establish procedures for prompt reporting and resolution of information security 
incidents. 
Any attempt to interfere with, prevent, obstruct, or dissuade staff member efforts to report a 
suspected IT security problem or violation is strictly prohibited and cause for disciplinary action. 
Any form of retaliation against individuals who report or investigate IT security problems or 
violations is also prohibited and cause for disciplinary action. 
Unauthorized disclosures of County information must be reported to the information owners by ISD-
IT immediately. 

3.4.4 External Reporting 
Reporting security violations, problems, or vulnerabilities to any party outside of the County (except 
external auditors) without the prior written approval of the CIO and/or designee is strictly 
prohibited. 
If required by law or regulation, management must promptly report information security violations 
to external authorities. 
If no such requirement exists, management will weigh the pros and cons of external disclosure 
before reporting problems or violations. 

3.4.5 Incident Response Plan 
ISD-IT will maintain an Incident Response Plan that will define: 

Incident Response Team designees and back-ups. 
o IRT Qualifications. 
o IRT Personnel Assignments. 
o IRT Training. 
o IRT Supervision and Oversight. 
Roles and Responsibilities. 
Circumstances or situations to which the Incident Response Team must respond. 
Stages of Incident Response Alerts. 
Communication Plan. 
Investigation and documentation procedures. 
Findings and Lessons Learned documentation standards. 
Contact Lists and Reporting Hierarchy. 

3.5 VULNERABILITY ASSESSMENT AND TESTING 
Vulnerability assessment and testing is employed for the purpose of detecting and exploiting vulnerabilities 
for the purpose of assessing potential risks. Periodically, ISD-IT has authority to utilize ISD-IT security staff 
and/or specialized members of the Incident Response Team to perform a vulnerability test. 

No advance notice is required. 
A successful penetration requires response by the Incident Response Team. 
Findings are assessed and remediation is determined on the same basis as an attack. 
Findings a  

4 Personnel Security 
Personnel Security standards apply to all County personnel given access to County networks, computing or peripheral 
devices, systems and/or applications and telephone equipment. 
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4.1 Responsibility 
Adherence to County policies and these standards are a condition of employment or contract. 

4.2 County Personnel 
The following standards of responsibility will apply to all County personnel. 

Participation of all County p IT security 
training prior to requesting access privileges to any County networks, computing or peripheral devices, 
systems and/or applications, or telephone equipment. 
Access privileges are gran
assigned work expectations thereby supporting employees in demonstrating ethical work practices. 
County personnel compliance with County-wide acceptable use, IT security policies and IT Standards and 
Preferred Practices is a minimum standard. 
Additional departmental or contractor policies, standards, procedures, and guidelines may not conflict 
with County-wide IT Standards and Preferred Practices, except where departments have requested and 
been granted waivers and where contractors have written contractual agreements to the contrary. 

4.3 No Expectation of Privacy 
There is no expectation of right to privacy for County personnel and contractors that are granted access 
privileges to County networks, computer and peripheral devices, systems and/or applications, or 
telephone devices (including telephones, voice mail or fax) within the custodial control and security 
responsibility of ISD-IT. 

4.4 IT Security as a Component of Job Assignments / Responsibilities 
The following are minimum standards for incorporating IT security responsibilities within each job 
assignment. 

of the IT security standards. Examples of such status changes include outside conflicts of 
interest or conviction of a job-related felony. 

4.5 Reinforcing Accountability 
Accountability for compliance with the IT security standards will be reinforced regularly through an 
established security awareness program. 

4.6 Termination of Employment or Contract 
Notification to ISD-IT must immediately follow any termination of employment or contract. 

Routine terminations in good standing must be reported to ISD-IT via REACH (ISD-IT request system) 
prior to close of business on the day of termination. 
Terminations in which County or contractor personnel are not in good standing must be reported to ISD-
IT via ISD-IT request system as a required step in the termination process. 

4.7 Penalties for Non-Compliance 

State and federal law for misuse, abuse, non-compliance, misappropriation, or theft of any information 
resource, including, but not limited to, equipment, data, software, intellectual property, or County or 
personal or financial information. 

5 ASSET AND CONFIGURATION MANAGEMENT 
The purpose for a formal Asset and Configuration Management function driven by standards is to assure the effective 
use of assets, reduce cost, increase employee and organization efficiency, 
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anagement is predicated on the 
and software. 

standards is to eliminate problems generally associated with rapid technological growth and change, specifically 
hidden costs, and preventable losses. 

5.1 Inventory Management 
5.1.1 Commercial Assets 

Inventory control of network, hardware, peripherals, and software must be handled via a central 
database. 
Procedures must be in place for updating inventories routinely as equipment and software is 
installed, upgraded, moved, relocated, or retired. 

5.1.2 Systems and Business Applications 
All systems, business applications and databases within the custodial control of ISD-IT must be 
inventoried by the Asset and Configuration management Inventory Control System. 
ISD-IT will compile and annually update descriptions of major County information assets. 

5.2 Configuration Management 
Configuration Management provides a logical model of the infrastructure or a service by identifying, 
controlling, maintaining, and verifying the versions of configuration items (CI) in existence. Configuration 
Management provides the County a mechanism to maintain documentation of the relationship between 
assets.  roach will be integrated with its Asset Management 
program to include, at a minimum, all the following aspects: 

Planning and defining the policies and procedures and technical context for configuration management. 
Identification of the configuration structure for all infrastructure CIs, including identifiers, version 
numbers, labeling of each CI, and including said information into a configuration management database. 
Control mechanisms to ensure that only authorized and identifiable CIs are accepted and recorded from 
receipt to disposal. 
Quality controls to assure consistency and thoroughness of configurations, including changes and 
upgrades to any standard configuration, testing, and/or piloting. 
Performance controls to assure that changes produce the expected results and that fail back points can 
be efficiently and effectively achieved. 
Status accounting that provides immediate current and historical detail for each CI throughout its 
lifecycle, with changes to a CI traceable using the database throughout t  
Verification and audit on an established routine to verify the physical application of the CI, and to 
confirm that its use is correctly recorded. 

5.3 Configuration Requirements 
All equipment must comply with the following configuration standards: 
o Configuration changes must adhere to hardware and software change management standards. 
o Hardware, operating systems, services, and applications must receive pre-deployment approval by 

ISD-IT. 
o Operating systems must be upgraded with the most current security patch within 30 days of release. 
o Operating system configuration must be according to current established secure configuration 

standards. 
o All patches/hotfixes recommended by the equipment vendor and/or ISD-IT must be installed within 

30 days of release. 
o Services and applications not serving business requirements must be disabled. 
o Insecure protocols as determined by ISD-IT must be replaced with more secure equivalents 

whenever such exist. 
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o Remote administration must be performed over secure channels (e.g., encrypted network 
connections using SSH or other similar security) or console access. 

o All host content updates must occur only over secure channels.
o Security-related events must be logged and saved to approved logs. 

5.4 Build and Image Management 
Builds may only be carried out by qualified and trained staff with access privileges granted to perform 
such functions. 
Prior to installing any build image, all new and returned from maintenance hardware must be checked 
for unauthorized devices, spyware, viruses, worms and/or Trojan horses. 
Prior to installing any build image, all workstations and servers must have their internal clocks 

 
Software distribution and installation must be automated to the greatest extent possible. 
Images must be securely managed to assure the configuration does not become corrupted, and that 
when deployed the asset performs as intended. 

5.5 Pre-Install/Pre-Deployment Testing 
All equipment and software must be tested prior to deployment to assure that the configuration 
performs according to the defined business need. 

5.6 Deployment 
Changes to existing equipment and deployment of new equipment must follow change management 
processes/procedures. 
ISD-IT must be engaged, in accordance with hardware and software change management standards, to 
approve any new deployment and/or configuration change. 
Deployment of equipment and software must be thoroughly documented. 

5.7 Performance Monitoring 
Accurate before-and-after performance and availability reports will be used to provide an objective 
measure of the impact of configuration changes. 
When negative performance impacts cannot be effectively mitigated, consideration must be given to 
restoring to an earlier configuration. 

5.8 Usage Monitoring 
Windows-based systems will be monitored. 
The monitoring system must be capable of modification for monitoring the UNIX and mainframe 
environments as effectively as the Windows environment. 
The Asset and Configuration management software will use an electronic tool to automatically poll and 
verify user and device information. 
Usage monitoring must be used to support license management planning. 
Unused installed software must be reallocated before new software licenses are procured. 
Build standards will be periodically tested against usage information to confirm appropriateness of the 
build standard for a specific workgroup. 

5.9 Warranty Management 
Warranty starts and end dates, supplier, and service entitlements and/or contractual agreements will be 
recorded and fully utilized. 
Risk and cost/benefit assessments will support decisions on roll over to post-warranty support 
arrangements. 
Warranty expiration alerts will advise of impending warranty end points. 
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5.10 Service Desk and Problem Tracking 
Problems related to performance and compatibility will be reported and tracked.
The Configuration Management database will supply exact user specific information to the Service Desk, 
including any warranty and support information. 
Problems must be a critical consideration in future purchase and/or upgrade decisions. 
Problems and the cost of resolution must be considered in the Total Cost of Ownership. 

5.11 Auditing 
The usage monitoring system will be used periodically to audit compliancy to County policy and these 
Standards. 

5.12 License Management 
Fresno County is committed to preventing unauthorized use of software products. 

The Asset and Configuration Management program will document and closely track all the following: 
o Licensing arrangements by vendor by contract. 
o Inventory of software licenses, including active and inactive status. 
o Compliance with licensing limitations and/or restrictions. 
o Procurement volumes. 
The Asset and Configuration Management program in coordination with ISD-IT will conduct periodic 
automated audits of individual servers and/or workstations to confirm compliance. 

5.13 Hardware and Software Decommissioning 
The Fresno County Purchasing Manager is the only individual authorized to sell, donate, or dispose of surplus 
County equipment. 

and 
sensitive data. 
Disposal of hardware must comply with EPA guidelines governing the disposal of hazardous waste. 
The IT Asset and Configuration Management database must be updated to reflect retired hardware 
and/or software. 
Proper documentation must be received for any retired hardware being assigned to any parties outside 
the County, including donations, sale, or disposal, to mitigate any liabilities associated with future 
improper disposal of such assets. 

5.14 Total Cost of Ownership 
The information contained within and generated by the Asset and Configuration Management program will 
enable the County to measure the overall cost of the IT infrastructure and to predict future IT expenditures. 

On an annual basis, the Asset and Configuration Management program will generate calculated TCO for 
the enterprise and for individual workstations and servers. 
IT costs must be allocated based on TCO information. 

IT expenditures will be planned during budget cycles based on TCO information. 

6 CHANGE CONTROL 
All changes to Fresno County systems must be stringently controlled through proper planning, risk assessment, risk 
mitigation, planned implementation and pre- and post-change testing. All activities that will result in a change to the 
production environment, except defined work assignments as contained in procedure documentation, must be 

.  
Control as a mechanism for IT managers to analyze the impact of all proposed changes to the production 
environment. The Change Control process creates the opportunity to coordinate the implementation of such changes 
through appropriate planning and scheduling to minimize the impact on end users and County productivity. 
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An effective Change Control program assures a:
Single auditable mechanism for handling all changes integrated within the enterprise change control process.
Review process for authorizing changes and involving all interested parties. 
Process for ensuring all changes are tested and validated with tested back out procedures. 
Software distribution of applications, operating systems, and packages, including source code, executable code, 
and parameter files, to the distributed platforms in a controlled and audited manner. 

6.1 Definitions 
Production Environment - Any system or combination of equipment, systems and data used for an 

 
Non-Production Environment - A system used only for development and testing, but not for an 
organization's daily work. 
Test Environment - Equipment and data, isolated from the production environment, utilized solely for 
testing changes or new or revised programs. 
Official Development Project - A formally defined system development effort for new and/or modified 
software managed through a project management plan that utilizes a change control mechanism internal 
to the project. 

6.2 scope 
The following activities must follow either the routine change control or emergency change control 
procedures prior to making any adds, removals, changes, or modifications to any production system. 

Addition/removal of any hardware or software to any system, including software patches, service packs 
and upgrades and migrations. 
Any change, meaning additions, modifications or removals of hardware, software, server(s), network, 
systems, applications, or configuration of hosts that reside in the production environment, including 
routine administrative tasks, that might affect or impact the production environment as to: 
o Availability. 
o Reliability. 
o Data integrity. 
Any change to a server, network or software that might lesson the stability of a system, and most 

 
Any activity that may affect or impact mission-critical systems as such systems are defined by policy or 
standards. 
Any change to the production system environment (air conditioning, electrical, physical moves, facility 
security). 
Any change to wiring or cabling, including adding, modifying, or removing such. 
Adding, modifying, or removing any established security control. 

6.3 Roles and Responsibilities 
6.3.1 Requestor 

Preparing and submitting the request which must contain the following minimum information: 
o Reason for the change. 
o Results expected by making the change. 
o Resources required to make the change. 
o Known impacts of the change on people and systems. 
o Known mitigation measures. 
Obtaining approval for the change. 
Preparation of the Change Control Plan. 
Testing and deployment of the plan. 

Exhibit F

F-19



20 | P a g e  

 

Facilitating change notification/communication. 
Change documentation.

6.3.2
Expeditious handling of the request. 
Confirm legitimacy of the change request. 
Approval/disapproval of submission of the request. 
Assurance that changes control process is initiated and followed. 
Minimization of change impact on other environments. 
Ensuring efficient communication of changes. 
Ensuring changes are documented. 

6.3.3 Information and/or Application Owner(s)/Analysts 
Expeditious review of the Change Request. 
Concurrence or not with the Change Request. 
Formal comment to the requestor and manager on the Change Request if no concurrence. 
Assure stability of owned environment during the change process. 
Assist with post-change testing. 

6.3.4 ISD-IT Change Control Officer 
Establish and maintain updated procedures for the Change Control process. 
Facilitation of General Change Control process. 
Facilitation of Change Control meetings. 
Final approval of change request in the event of disputes. 
Maintain and publish a consolidated change schedule. 
Ensures compliance with Change Control Process. 

6.3.5 Change Control Committee 
Hold regular and consistent Change Control meetings which may be electronic. 
Document proceedings. 
Establish a method for emergency change requests to be acted on non-routinely. 
Review and assess the potential technical and business impact of the change. 
Assessment of alternatives. 
Coordinate risk mitigation prior to implementation. 
Confirm that the level of resources is adequately projected and have been allocated. 
Approve/disapprove the proposed change. 
Establish the schedule based on implications of scheduling. 
Assure that the notifications include all impacted parties. 
Establish a mechanism to monitor the change effort. 
Establish a mechanism for backing out of the change if there are irresolvable problems. 
Establish a requirement for a closing report on the change. 

6.4 Administrative Requirements 
6.4.1 Change Control Committee Representation 

The Change Control Committee will have at least one representative from each of the following areas: 
Database Administration 
Network/Radio 
Server/Storage 
Cyber Security 
Applications 
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Desktop/Service desk 
Development
ISD Customer Service

6.4.2 Frequency of Meetings 
Meeting frequency must be on an established routine, at a minimum, that assures the efficient 
functioning of the information management process. 
Frequency may be escalated as required for high risk or high-cost projects. 

be conducted electronically. 

6.4.3 Record Keeping 
Discussion and decisions of the Change Control Committee on Change Control items will be recorded 
by the Change Control Coordinator. 
Record of Change Control proceedings will be distributed as established in Change Control 
procedures. 
Change control documentation (Change Control Requests, Agendas, and proceedings records) will be 
retained in accordance with Retention Standards. 

6.5 Change Control Process 
All changes to hardware, software (including application, database, and operating systems), and physical 
environment within any production environment must adhere to the established Change Control review and 
approval process.  Whether the routine or emergency change control process is utilized, the process must 
have the following components: 

Change Control Request Format which may be electronic. 
Change Control Plan 
Review and decision-making by the Change Control Committee 

6.5.1 Routine Process 
This process must be utilized for all change activities within the scope of change control that are not 
of an emergency nature. 

6.5.2 Emergency Change Control Process 
The emergency Change Control process must be designed to be effective under emergency 
conditions. 
The process must be streamlined, yet thorough and complete, to encourage staff to avoid bypassing 
the Change Control Process. 

6.6 Change Control Planning 
At a minimum, Change Control planning must adhere to the following content standards: 

Stated purpose. 
Identification of potential impact(s) 
Discussion of risks and planned mitigation measures 
Implementation approach which must demonstrate: 
o Disruptions to the production and business environment will be eliminated. 
o That the change will meet scheduled implementation dates 
o That the change will not exceed projected manpower and/or system utilization 
Post-implementation/Pre-production testing 
Pilot when appropriate to the size of the change 
Training when appropriate to the size of the change 
Post-implementation evaluation 
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Assignment of responsibility for documentation updates 
Closing out the Change Control effort

6.7 Expectation of Compliance with Change Control Standards
Control standards.  Any ISD-IT 

employee who fails to comply with these standards, and whose actions result in substantial lost time, 
downtime, or degraded perform
personnel rules and procedures. 

7 NETWORK INFRASTRUCTURE 
The County provides all data and voice communications facilities required to perform County business based on 
standards contained herein. Neither County Departments that utilize the services of ISD-IT, nor individual users within 
such County Departments may make separate arrangements with an outside vendor to provide network or voice 
communication connections. 

7.1 Network Infrastructure Protection 
7.1.1 Energy Management 

ISD-IT is responsible for assuring that an uninterruptible or alternate power source (including batteries 
and generator) with an appropriate level of backup power is maintained in sound condition to enable the 
data center personnel to implement contingencies or shut down systems safely in the event of disruption 
or disaster.  This equipment must meet the following standards: 

Existing backup systems will be tested and improved on an established routine as follows: 
o The emergency generator will be run two times each month. Personnel are responsible for 

verifying that the generator starts automatically when a voltage drop is sensed. The generator 
will be run at each test for fifteen minutes. 

o Necessary permits to allow operation of Data Center generators during a call to reduce load 
before the lights go out will be secured and maintained current. 

o Centralized uninterruptible power system (UPS), emergency lighting, signage, elevator and/or 
security systems will be thoroughly tested on an established routine. Personnel are responsible 
for verifying that each continues to work for the entire expected duration of a rolling blackout. 

7.1.2 Automatic Transfer Switch (ATS) 
The ATS must conform to the following minimum standards: 

An alarm must indicate failure of any power source and transfer to auxiliary power. 
If there is an anomaly within the incoming power from the street, the ATS control system switches 
over to a battery bank. At the same time, the ATS must initiate the generator to come online. 
The system must be automatic without affecting security systems or devices being protected. 

7.1.3 Battery Back-up 
Battery back-up for the Data Center must be sufficient to maintain full power for a minimum of 30 
minutes. 

7.1.4 Auxiliary Generator 
Generator must be fueled sufficiently to maintain 48 hours of continual operation. 
When the generator starts and becomes available, and power phasing is synchronized, the transfer 
switch moves input power over to the generator within 60 seconds. 
When the utility power is back on-line and stable, the input power is transferred from the generator 

les offline.  This is an automatic process. 
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7.1.5 Rack UPS 
Rack UPS devices must be deployed in parallel redundant configuration with N+1 redundancy to 
auxiliary generators. 

7.1.6 Energy Testing 
The capability of the uninterruptible power source system must be tested at least quarterly, or more 
frequently as deemed appropriate by ISD-IT to assure normal functioning. 

7.1.7 Climate Control 
The County Data Center and other facilities that house significant network equipment supporting the 
enterprise will be equipped with appropriate climate control equipment. Climate control must meet the 
following standards: 

Facilities will be equipped with sensor systems to measure temperature and humidity. 
Sufficient A/C capacity to overcome the total aggregate BTUs generated by all the equipment in the 
data center. 
Server rooms must be static free and humidity-controlled (40% (+/- 5%)). 
Server rooms should be maintained at an optimal temperature of 75 degrees F., and must be 
maintained at no greater than 85 degrees F. 

7.1.8 Fire Suppression 
The County Data Center and other facilities that house significant network equipment serving the 
enterprise must be equipped with fire detection and suppression capability. 

7.1.9 Inspection and Testing of New Construction 
For those Departments that utilize the services of ISD-IT, ISD-IT shall always have access to all 
construction sites for purposes of installing and inspecting communications facilities and equipment. 
To enable ISD-IT to inspect telecommunications facilities work, the contractor must: 
o Provide a progress schedule with the installation of telephone raceways and spaces shown as a 

separate item. 
o Immediately notify ISD-IT in writing of any change in architectural or mechanical drawings and 

specifications affecting telecommunications. 
o Provide proper access and facilities for inspections. 
o Notify the appropriate ISD-IT contact person the work is ready for inspection. 
o All systems installed by outside vendors will be required to provide a vendor inspection 

certificate and a vendor warranty. 
The contractor shall submit to ISD-IT a detailed test procedure. All cables shall be tested for length, 
attenuation, impedance, ground shorts, continuity of communications conductors and shields. 
All data cables will be tested for compliance with ISD-IT specified standards. A copy of the final test 
results will be delivered to the IT Manager over network in both written and electronic format. The 
contractor shall guarantee 100% good pairs on all cables. Failure during testing will result in re-
pulling cables at the contractor's expense. 
Upon completion, copies of as built drawings related to communications work and all test results 
shall be submitted to the IT Manager over network for final approval and acceptance and made part 
of the document. 
Prior to acceptance, ISD-IT will perform an internal re-  

7.1.10 Cable Management Plan 
A Cable Management Plan will be maintained as an element of the Asset and Configuration Management 
program. ISD-IT will maintain a written cable management plan for voice, data, and networks, including 
LAN, MAN and WAN and voice lines.  
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7.1.11 Telecommunications Rooms 
Telecommunication rooms are special-purpose rooms that house telecommunications equipment. These 
equipment rooms have stringent requirements due to the nature, size, expense, and complexity of the 
equipment housed in the room. Telecommunications rooms must adhere to the Cable Management Plan 
standards for Telecommunications Rooms. 

7.1.12 Firewalls 
A firewall is a device that controls access between networks with access control lists, such as a router or 
similar security device approved by County standards. Firewalls establish a perimeter where access 
controls are enforced. All County systems playing the role of firewalls, whether they are formally called 
firewalls, must be managed according to the rules defined in this standard. In some instances, this will 
require that these systems be upgraded so that they support the minimum functionality defined in this 
standard. Departures from this standard will be permitted only if approved in advance and in writing by 
ISD-IT.   
 
At a minimum, all firewalls must adhere to the following standards: 

Before being enabled, all new firewall services and new connectivity paths must be evaluated in 
terms of business advantages and security risks. Original firewall configurations and any changes 
thereto must be reviewed and approved by ISD-IT. 
Prior to deployment of every County firewall, a diagram of permissible paths with a justification for 
each must be submitted to ISD-IT. Permission to enable any paths will be granted by ISD-IT. 
All firewalls must be in locked rooms accessible only to those who must have physical access to such 
firewalls to perform the tasks assigned by management. 
The list of currently approved services must be documented and distributed to all systems 
administrators with a need-to-know by ISD-IT. 
Every network connectivity path not specifically permitted by ISD-IT must be denied by firewalls. 
Departments must not establish network connections that bypass the County firewall. 
Privileges to modify the functionality, connectivity, and services supported by firewalls must be 
restricted to a few technically trained individuals with a business need for these same privileges. 
All firewalls must have at least two staff members who are adequately trained to make changes as 
circumstances require. Out-of-town vacations must be scheduled so that at least one of these 
firewalls administrations staff members are always readily available. 
Firewall devices must be configured and maintained only by authorized firewall administrators. 
Firewalls must be configured in accordance with least-access principles based on business need. 
All changes to firewall configuration parameters, enabled services, and permitted connectivity must 
be approved by the Change Control process and must be logged.  
The internal system addresses, configurations, and related system design information for County 
networked computer systems must be restricted such that both systems and users outside the 

 
Firewall filters must be documented, and current documentation must be maintained by firewall 
administrators. 
Firewalls must be audited on a regular basis, but no less than quarterly.  
Responsibility for managing firewalls includes responsibility for staying advised by sources providing 
current information about firewall vulnerabilities. Any vulnerability which appears to affect County 
networks and systems must promptly be brought to the attention of ISD-IT. 
ISD-IT may require additional security measures as needed. 

7.1.13 DMZ 
Devices that are Internet facing and outside the County firewall are considered part of the "de-militarized 
zone" (DMZ). These devices (network and host) are particularly vulnerable to attack from the Internet 
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-trusted network connected to, but 
y a firewall, used for external (Internet/third party partner, etc.) 

access from within the County, or used to provide information to external parties.
Production resources must not depend upon resources on the DMZ networks. 
DMZ devices must not be connect  
DMZ equipment must be maintained in a locked rack with limited access.  
New installations must be carried out in accordance with the DMZ Equipment Deployment Process. 
Responsibility for the security of equipment deployed by external service providers must be clarified 
in the contract with the service provider and security contacts. 
Contracting entities, in collaboration with DMZ support personnel and ISD-IT, are responsible for 
third party compliance with this standard. 
External service providers found to have violated this standard may be subject to financial penalties, 
up to and including termination of contract. 

7.1.14 Secure Failure 
If a device fails it should fail to a more secure state, with controls that are more stringent than the 
system that failed. 

7.1.15 Modems 
Use of modems is generally prohibited, and only allowed by exception when business need is clearly 
demonstrated in writing by the requesting Department Head. Approval by ISD-IT is contingent upon 
security audit of proposed modem connection with associated risk analysis.  

7.1.16 Virus Protection 
Virus protection is the responsibility of IDS-IT
networks, network devices and mobile devices that may be authorized to connect to County networks 

are protected against the most common attacks. Virus protection must adhere to the following 
standards: 

Virus definitions are kept updated. 
All devices will be configured to use virus scanning software if available. 
All incoming and outgoing e-mail will be virus scanned. 
All e-mail attachments will be virus scanned before opening. 
All downloaded and uploaded documents will be scanned. 
New software will be scanned and confirmed virus free prior to installation. 

ISD-IT is the point of contact for all incidents of significant virus threat or successful virus attack. The 
hered to in responding to successful virus attacks. 

7.1.17 Intrusion Detection 
It is the responsibility of ISD-IT 
unauthorized individuals by procuring and installing appropriate hardware and software. Intrusion 
detection must adhere to the following standards: 

Intrusion detection capability must protect County networks and data systems on a 24 x 7 basis. 
Intrusion detection must be as effective at identifying unauthorized entry from internal sources as 
from external sources. 
An alarm system must be utilized to alert network and systems personnel of an attempted intrusion 
into systems that contain sensitive information. 
Intrusion detection logs must be reviewed on an established periodic basis by ISD-IT. 

attacks. 
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7.1.18 Third Party Connections 
As ISD-IT determines that there is a business need to connect to other external business networks (i.e., 
Extranets), the overall network protection for County systems drops to the level of the weakest network. 

mitted.  Third party 
partnerships must adhere to the following standards: 

There must be a bona fide business need for the third party to have access to County of Fresno 
owned equipment, software, networks, or business applications. 
Requests for Third party connection must be submitted through the ISD-IT Request System.  
A Third-party Connection Agreement must be entered into between the County and the third party 
that addresses the terms and conditions of the agreement.  
Third party Connection Agreements that result in access to business applications that contain 
protected health information must meet the test for HIPAA Chain of Trust Agreements.  

-Disclosure 
Agreement, and an Equipment Sub-Custody (or Equipment Loan) Agreement if required. 

7.1.19 Trusted Partners 
In addition to authorized county personnel with assigned login and password access privileges, the 
County of Fresno does on-line business with other entities on a routine basis. These relationships require 
a trust relationship backed up by a Trusted Partner Agreement that defines specific security and 
configuration expectations.  

 
Trusted partner agreements must define a set of common security controls and services to which 
trusted partners must be bound.  
ISD-IT, in collaboration with County departments, must develop and maintain an inventory of 
Trusted Partners with a connection to County networks, including a description of the core business 
relations (i.e., the data access and/or exchanged). 
ISD-IT is responsible for establishing and monitoring Trusted Partner agreements every 5 years. 

7.1.20 Non-Trusted Entities 
DMZ administrators will confine Internet or non-trusted network traffic to only one internal segment 
(typically containing publicly available web, FTP or TELNET) while denying all non-trusted access to 
the primary internal LAN. 
Servers that support non-trusted traffic will have the security configuration as generally defined in 
DMZ configurations. 

7.1.21 Network Documentation 
ISD-IT is responsible for maintaining detailed network documentation. Network documentation is 
considered sensitive information because it contains detailed information such as IP addresses. Diagrams 
that show node names are sensitive and must be protected accordingly. Network documentation must 
conform to the following standards: 

Internal network addresses and design data must never be released to the public; either in 
documentation or via the network itself. 
Network documentation must be efficiently recoverable in the event of emergency or disaster 
situation. 

7.1.22 Vulnerability Testing 
On a routine to be established by ISD-IT, ISD-IT Based on the 
risk assessment, they will perform a vulnerability test of the IT infrastructure to exploit identified 
potential vulnerabilities to assure that the IT infrastructure cannot be penetrated by 
unauthorized personnel or systems. 
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7.2 Data and Network Services 
ISD-IT is responsible for providing County-wide network connectivity between internal and external networks, 
including the Internet. To be connected to County networks, Department Heads must agree to comply with the 

IT Standards and Preferred Practices (SAPP), including IT security standards, to assure the highest level 
of service from ISD-IT. 

7.2.1 Wide Area Network 
The County maintains a Wide Area Network (WAN) linking County campuses throughout the County. 

lowing standards: 
The network must be baselined and examined for peak utilization levels, such as average and peak 
transition and historical views. 
Changes to network configuration or operations must be assessed for security impacts across the 
entire WAN, not just a segment. 

7.2.2 Local Area Networks 
For services to those County Departments that contract with ISD-IT as the supplier of networks and 
enterprise software, whether wired or wireless, the following standards will apply: 

ISD-IT will install all infrastructure wiring and network components, including running the cables 
 

A network that is expanded by non-ISD-IT personnel will be in violation of the maintenance 
agreement. Requests for expansion of a network will be processed by on-line submission of a 
request for expansion. 

7.2.3 VPN 
Use of VPNs will adhere to the following standards: 

ISD-IT will acquire and provide access to VPN services. 
Only ISD-IT approved VPN clients may be used. 
VPN gateways will be set up and managed by ISD-IT network administration. 
Third party users of computers that are not County-owned or configured equipment must configure 
their equipment to comply with the County's VPN and Network policies. 
ISD-IT will maintain an inventory of all individuals granted VPN access. 

7.2.4 Wireless Networks within Buildings 
In a wireless network (WLAN) wireless access points are deployed that act as transmitters sending data 

s) 
anywhere on the network. Wireless networks offer the same services as a traditional wired network. 
Wireless networks must adhere to the following standards: 

Wireless networks will employ security mechanisms to reduce risk of interception. 
Wireless networks will adhere at a minimum to the most current IEEE 802.1X standards. 
The default SSID must be changed before an access point is put into production. 
Wireless products will be chosen for the highest level of interoperability of their security and 
encryption schemes. 
Wireless networks will be designed to adhere to the same security and usability standards as 
traditional wired networks. 
Monitoring tools will be employed in wireless applications to identify rogue access points and/or 
rogue users as well as alarm features to notify network administrators of network performance 
issues or security threats. 
All new wireless equipment must be properly hardened before deployment and must have default 
settings changed. 
Antennas for all wireless network devices must be positioned to limit the availability of signal outside 
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ISD-IT is required to conduct periodic wireless LAN audits. 

7.2.5 Restrictions on Network Connections
The County provides all data and voice communications lines required to perform County business. 
Network connections must adhere to the following restrictive standards: 

County Departments must not make separate arrangements with a common carrier to provide 
network connections. 
County Departments must not establish network connections that bypass the County Firewall. 
Unless coordinated with ISD-IT, and covered by a Trusted Partner Agreement, connections that grant 
access to external users are prohibited. 
Sensitive information may not be downloaded at all without permission of the Information Owner.  
Employees may not use personally owned computers, peripherals, and software on a county site to 
perform County assigned work unless authorized by ISD-IT. 

7.2.6 Wireless Device Connection to County Networks 
Unsecured wireless connection to County networks is prohibited, including any wireless data 
communication devices capable of transmitting packet data such as personal computers, cellular phones, 
or other. Wireless to network implementations must meet the following secure standards: 

All wireless devices that can connect to County networks must be protected by passwords or other 
access control mechanism. 
Maintain a hardware address that can be registered and tracked. 
Exceptions to these standards must be approved by the CIO. 

7.2.7 Routers and Switches 
All routers and switches connecting to a production County network or used in a production capacity 
must meet the required minimum security configuration standards. Production capacity is defined as 

her directly or indirectly, which lacks an 
intervening firewall device; any network whose impairment would result in direct loss of functionality to 
County personnel or impact their ability to do work. The "production network" is the network(s) used in 
the daily business of the County of Fresno. Router configuration must meet the following standards: 

Router security policy must be written, approved, and distributed to all network operations 
personnel. 
The router IOS version must be the most recent version. 

ISD-IT
be maintained with NTP. 
Unneeded network services must be disabled. 
Unused or risky interfaces and Virtual teletypes must be shut down or disabled. 

7.2.8 Router Access and Configuration 
Router access and configuration responsibilities are limited to assigned trained and qualified 
personnel only. 
Administrators must use secure connections for router management.  
The enable password on the router must be difficult to guess and must be kept in a secure encrypted 
form. 

 
Router configuration must be well-documented with adequate administrator comments. 
Router configuration documentation must be kept off-line and must be backed up. Access to such 
documentation must be limited. 
It is the responsibility of the Lead Administrator to assure that on-line and off-line configuration data 
is synchronized. 
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7.2.9 Security Logging and Monitoring of Configuration Activity 
A centralized means must be in place for log collection and monitoring access to domain controllers and 
servers which manage specifically designated sensitive information where multiple System 
Administrators are responsible for supporting and maintaining the infrastructure in parallel with 
automated monitoring and reporting tools. 

Logging must be enabled, and log recipient hosts must be identified and configured. 
All production systems that handle Confidential information must generate logs to show every 
addition, modification, and deletion of information. 
All system message reporting must be directed to a central logging server. 
The handling and review of system and security logs is restricted to authorized persons only. 
Logs must be set to resist deactivation, modification, or deletion by any person other than the 
security administrator. 
Logging must be set to include time information and must be sufficient to identify both the source 
and destination computers as well as the date and time each attempt occurred. 
Log files must be monitored by automation to look for and report on specific severity events. 
Communications servers must record both successful and failed login attempts. 
Proxy servers and gateways must record all failed connection attempts. 
Firewalls will record security related events based on rule sets that are defined by the firewall 
administrator and approved by ISD-IT. Rule sets can be defined to allow or deny access, limit function 
calls, and block specific addresses. 
Messages with debug severity, notice severity and higher are directed to shared user accounts that 
network administrators can log in and view as logging events in real-time. 
When computer crime or abuse is suspected, logs should be changed to record additional 
information such as the specific function called, or file accessed. 
Log files must be checked no less than weekly. 

Retention Standards. 
Security audit log files that identify a potential violation that may become a personnel or criminal 
issue must be retained for a period  
Log files must be managed to ensure the proper operation of the logging server, i.e., log files must be 
routinely reduced in size by archiving on a basis as documented in ISD-IT procedures. 

8 SERVICE LEVEL MANAGEMENT 
o utilize Service Level Management as a proactive mechanism for IT managers 

and responsible system administrators to review, understand and assess the significance of reduced performance 
and/or outages/downtime. The Service Level Management process creates the opportunity to discuss, examine root 
cause analysis, assess the duration and impact, and determine whether steps are in place to prevent recurrence. 
 
An effective Service Level Management program: 

Is a critical component of daily operations management. 
Assures a high level of access to functionality for ISD-IT  

 
A Service Level Management Plan will be maintained by ISD-IT. 
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9 HARDWARE

9.1 Installation and Maintenance 
ISD-IT is responsible for assuring that management practices for both hardware and peripheral equipment 
adhere to County policy, including pre-installation inspection, maintenance, repair, and replacement. 

ISD-IT shall authorize installation of all hardware, including servers, desktop workstations, laptop 
computers, mobile or handheld devices. 
IT equipment must be physically and logically inspected prior to installation to check for elements that 
could compromise security or damage any component of the IT infrastructure. 

9.2 Computer Resource Management 
In addition to conformance with the ISD-IT Asset and Configuration Management program, computing 
resources management must adhere to the following standards: 

Procurement of hardware and software is predicated on business need and sufficiency of resources 
without being wasteful. 
Identification and documentation of who may and who may not install, upgrade, move, relocate, or 
retire IT equipment and software. 
All software installation on County hardware must comply with ISD-IT Standards and Preferred Practices 
Use of computer resources must be monitored to assure that misuse situations are readily limited, 
controlled, and eliminated. 
All new, upgraded, and repaired IT equipment must be physically and logically inspected prior to 
installation or re-installation to check for elements that could compromise security or damage IT systems 
or County office facilities. 
Routines must be established for on-going maintenance and refreshment of computer equipment 

 
Procedures must be in place for maintaining documentation of equipment repairs by device, diagnostics 
performed, repairs, completed, and by whom and the date. 

9.2.1 Servers 
It is the responsibility of ISD-IT to assure effective management practices are in place for all network 
servers. 

Whenever possible, servers should be physically located in an access-controlled environment. 
The name, physical location and security procedures for each server must be documented. 

t for each server. 
Server ownership must be assigned and the specific responsibilities relative to each server must be 
documented. 
Server configuration guides must be established and maintained by each operational group for 

nsibility. 
Each server must have its secure base configuration requirements documented. 
The main functions for each server must be documented. 
System administration responsibilities must be carried out according to formal procedure. 
All servers must have logging enabled. 
The most recent security patches must be installed within 30 days of release. 
Changes in server configuration guides and changes to the base configuration of a server must be 

 

9.2.2 Workstations 
Whenever possible, workstations will be obtained in quantities. 
A workstation manufacturer standard will be established for all workstations within the enterprise. 
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9.2.3 Mobile/Laptop/Handheld Equipment 
ISD-IT is responsible for assuring that County department
based on established business need and authorization by the County Department Head and/or designee.

A manufacturer standard will be established for all mobile/laptop/handheld equipment within the 
enterprise. 

Standards and Preferred Practices. 

9.3 Acquisition 
The acquisition of IT equipment, including hardware, software and systems must be approved by ISD-IT 
prior to being acquired. 
Acquired systems or hardware must adhere to the Standards and Preferred Practices and County Policy. 

9.4 Equipment Replacement 
All replacement equipment will be assigned a County Asset Tag Number prior to being placed into 
service. 

9.4.1 Servers 
Servers are to be replaced when it can be demonstrated that the server cannot efficiently run its 
primary application and it cannot be upgraded to provide this ability. 

9.4.2 Workstations/Laptops 
Workstations/laptops are to be replaced no sooner than three years from the original date of 
purchase unless compelling reasons warrant replacement in less than three years. 

9.5 Equipment Control 
Equipment may be repositioned within an office or cubicle to suit personal preferences, but it may not be 
moved from one cubicle to another or between offices or facilities without prior Department 
management approval and notification to ISD-IT  
Computer resources may not leave County premises unless pre-approved by both ISD-IT and the 
Department Head. 

10   SOFTWARE, SYSTEMS AND BUSINESS APPLICATIONS 

These Standards and Preferred Practices apply to all Software, Systems and Business Applications within ISD-  
custodial authority and control.  

10.1 Information Management Roles and Relationships 
10.1.1 Information Ownership 

For the purposes of this document, the information owner is a designated individual responsible for 
defining data use and management needs. Usually this is the Department Head and/or designee of the 
Department first charged with gathering, manipulating, and protecting the data resource to fulfill its 
mission. 

Information Owners are charged with the responsibility to know exactly how their organization 
intends to use and protect information to fulfill its mission. 
Information Owner responsibilities may never be delegated to service providers outside of the 
County. 
Information Owners determine appropriate sensitivity classifications as well as criticality ratings. 
Information Owners also make decisions about who will be permitted to access the data and the 
uses to which this information will be put. 

Exhibit F

F-31



32 | P a g e  

 

Information Owners must understand the uses and risks associated with the information for which 
they are accountable. This means that they are responsible for the consequences associated with 
improper disclosure, insufficient maintenance, inaccurate classification labeling, and other security 
related control deficiencies pertaining to the information for which they are the designated 
Information Owner. 
Each Information Owner must designate a "system-of-record" which will serve as the most 
authoritative copy of the information under his or her care. Updates to this information must be 
made to the system-of-record before or while updates are made to other systems containing this 
information. 
It is the Information Owner's responsibility to ensure that all production copies are maintained with 
appropriate controls to ensure a reasonable degree of information accuracy, timeliness, and 
integrity. 
Information Owners are further responsible for being knowledgeable about County policy and these 
Standards and Preferred Practices. Information Owners are accountable for assuring that 
systems/applications comply with these standards. 

10.1.2 Application Owner 
An Application Owner is the manager of the business unit or designee accountable for the functionality 
and performance of data resources employed in each application. Application Owners are responsible for 
defining requirements for how the system works, budgeting for development and implementation costs, 
establishing standards so that performance can be managed, and providing guidelines for collecting and 
distributing information. 

Application Owners must comply with the access, use and management standards established by the 
Information Owner. 
Application Owners are responsible for ensuring that all production copies are maintained with 
appropriate controls to ensure a reasonable degree of information accuracy, timeliness, and 
integrity. 
Application Owners are charged with responsibility for being knowledgeable about the Standards 
and Preferred Practices for information technology management. Application Owners are 
accountable for assuring that systems/applications comply with these County policies. 
Application Owner responsibilities may never be delegated to service providers outside of the 
County. 
Application Owners must apply a standard of "due care" to assert control practices. 
Application Owners are responsible for specifying and implementing information system controls in a 
manner that is consistent with generally accepted business practice and with the criticality, value, 
and sensitivity of the information being handled. 

10.1.3 Users 
User status and the level and extent of user access are determined by an Information Owner. Depending 
upon the level of access privilege and extent of the privilege granted to a user by the Information Owner, 
users may access existing information, collect, and enter new or changed information or manipulate and 
report on the informat
temporary line or management employees, officials, volunteers, and consultants/contractors) provided 

es. Users may also include 
third parties specifically designated by the Information Owner as having access privileges. 

All Users, whether County personnel or third party, are accountable by County policy for adhering to 
assigned access roles and for adhering to the Standards and Preferred Practices for protection of 
County information management assets. 
When a  
must be immediately terminated in accordance with the Standards and Preferred Practices. 
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10.1.4 Information Custodians 
Custodians administer the systems into which information is entered, saved, accessed, and manipulated.  

Using physical and logical access control systems, Information Custodians must protect the 
information in their possession from unauthorized access, alteration, destruction, or usage.
Information Custodians are responsible for providing and administering general controls such as 
back-up and recovery systems consistent with the policies and standards issued by ISD-IT. 
Information Custodians are responsible for establishing, monitoring, and operating information 
systems in a manner consistent with policies and standards issued by ISD-IT. 
Information Custodians are forbidden from changing the production information in their possession 
unless they have received explicit and temporary permission from either the Owner or an authorized 
User. 

10.1.5 Information System Developers 
Information System Developers may be internal to the County of Fresno or may be an external contract 
provider. In either case, they are considered County personnel for purposes of the Standards and 
Preferred Practices.  design and prepare specifications for capabilities to enter, save, access, 
manipulate and protect data based on the uses allowed by the Information Owner and the requirements 

analysts, testers, and project managers. Developers document the configurations and the processes 
needed to administer each system. Once owners and custodians have agreed to functional, performance 
and security designs and specifications, developers build, test, train and implement the application. 

County personnel that develop systems must comply with the Standards and Preferred Practices as a 
condition of being hired or contracted. 
System Developers must ensure County information security standards are applied. 

10.1.6 Third Parties 
Third Parties are individuals or organizations who are not County personnel. Third parties may be 
companies that sell products or services to the County, or they may be other government or private 
party entities with authorization to access County information resources. Third parties may become 
customers or County business providers by entering into third party agreements with the County. 

Without a written and signed third party agreement, third parties are not authorized access to 
County information resources. 
Third party agreements contain language that limits access, use, and establishes third party 
responsibility for protecting County information resources. 

10.1.7 ISD-IT System Managers 
All production applications must have a designated ISD-IT System Manager. System managers are 
responsible for: 

Instituting prescribed control measures to protect information assets. 
Defining specific control procedures, implementing, and maintaining cost-effective information 
control measures, and performing recovery upon requests of Information and Application Owners. 
Monitor system performance and arrange for upgrades and modifications in collaboration with the 
Application Owner. 
Preventive maintenance programs for computer and communication systems. 

10.2 Acceptable Use and User Security Requirements 
Acceptable use policies are established for E-mail, Internet, Instant Messaging, and telephones. 

Users may not be granted access to County networks infrastructure or to County Systems or data prior to 
 policy. 
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10.3 System Planning, Development, and Implementation 
ISD-IT is responsible for assuring that standards and procedures are in place for protecting information 
governed by these standards, and that application development/maintenance and operational approaches 
are in place to support consistent compliance with the C
standards. 

10.4 System Architecture Design 
System architecture design must be approached from the perspective that the County expects 
systems/applications to demonstrate both high availability and high reliability. Fr
systems should be available to use at any time and provide dependable connections once put into use. 
Availability is the probability that a system is ready to use when called upon. Reliability (dependability) is the 
probability that, if available, a system will perform its designated function. Under normal working conditions 
it is a required standard that: 

Systems must be designed to achieve a 99 percent availability rating during normal work hours for the 
specific system/application. 
ISD-IT, in collaboration with the IT Steering Committee, is responsible for proactively defining and 

 

10.5 System and Application Access Control 
Access to the IT infrastructure is restricted to authorized persons only. 
Information Owners are responsible for defining classifications of information, for authorizing access 

responsibility and granting access 
privileges. 
Application owners are responsible for collaborating with Information Owners to assure that system and 
application access control designs appropriately adhere to Information Owner use restrictions. 
ISD-IT must review and approve all new development access control designs. 
All changes to production application must be approved through established controlled release 
procedures established by each Application Owner, including both server and desktop platforms. 
Production users are only allowed to enter those parts of applications for which they are authorized. 
All software and hardware functions that would allow access other than that authorized will be disabled. 
Electronic file transfers to or from any County system/application are restricted to authorized individuals 
using an approved file transfer mechanism. 

10.6 Acquisition 
The acquisition of IT equipment, including hardware, software and systems must be approved by ISD-IT 
prior to being acquired. 
Acquired systems or software must adhere to the Standards and Preferred Practices and County Policy. 

10.7 Development 
Developers must comply with County security standards and systems conventions, including naming 
standards, as specified in Standards and Preferred Practices. 
Form formatted output documents must be approved by the Application Owner, the System Manager, 
and ISD-IT, and must identify any special handling or security considerations relative to the output. 
While undergoing development, systems and software that have disabled security controls must be 
partitioned from systems and software that have security controls enabled. 
Prior to pilot or production implementation, bypasses of security management tools must be removed. 
Before moving software to production, access paths that are normally not authorized to a typical 
production user must be removed and software should be recompiled. 
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10.8 System Integrity 
Systems/business applications must be developed with the means to assure system integrity, including 
error checking and error reporting.

10.9 System Documentation 
Complete and thorough documentation is required for production business systems, including 
emergency fixes and non-emergency patches. 
System design and development documentation must be completed for all new development and 
existing system maintenance activity whether completed internally or via an external resource. 
Releasing system documentation to third parties requires ISD-IT review to ensure County Restricted and 
Confidential information is not inadvertently released. 
Any modification to vendor-provided software must also be documented. 

10.10 Version Control 
Version control is a highly disciplined activity and must adhere to the following standards: 

New or updated versions shall be tested prior to deployment. 
Version upgrades will be assigned a new version number that corresponds to the documentation for that 
version. All version upgrades must adhere to all software/system documentation standards. 
Minor version modifications will be assigned a sub-number within the existing version number and must 
adhere to all software/system documentation standards. 

10.11 Testing 
Both internally and externally provided software must be formally tested and approved for migration to 
the production environment prior to production use. 
When conducting system tests, access to -  
Security testing is required for all procurement, development, modification and/or maintenance efforts. 
ISD-IT, Information Owner and the Application Owner must certify that the appropriate security has been 
implemented. 
To assure real results during tests, developer access privileges must be reduced to that of a normal user. 
Non-production transactions used to test new software on production systems must be identified or 
labeled so it can be removed when testing is complete. 

10.12 Acceptance 
System or software acceptance is predicated upon a demonstration through thorough testing that the 
system or software complies with all procurement requirements. 
User acceptance testing prior to acceptance is encouraged. 

10.13 Implementation 
Before installing production systems, training & operating guides must be acquired or developed and 
published. 
For major or high-risk systems, a pilot implementation must be conducted and evaluated, and system 
remediation must be completed prior to implementation. 

10.14 Operational and Procedural Documentation 
System Managers and Application Owners will ensure system and sub-system operational 
documentation (such as back-up and recovery) as well as procedural documentation is completed prior 
to release to production. 
Operational and procedural documentation will be maintained in a current state. 
Critical system operational and procedural documentation will be included as a component in each 
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10.15 Commercial Off-the-Shelf Software 
ISD-IT, with coordination from Departments using licensed software, will maintain license compliance at 
all times.
Replacing of software will adhere to the standards described in these standards. 
All commercial-off-the-shelf software must include current software documentation in a form that can 
be made readily available to system administrators, system managers, IT Security personnel, Service 
Desk, and, as required, to end users. 

10.16 Software Patch and Service Pack Management 
IT infrastructure is exposed to significant vulnerability through commercial software products. 

ISD-IT is responsible for assigning official responsibility for managing commercial software patch and 
service pack upgrades. 
ISD-IT is responsible for monitoring and maintaining service packs, updates, and patches. 
ISD-IT is responsible for assuming a pro-active position relative to potential software vulnerabilities and 
must have assigned responsibilities of routine research for vulnerabilities not widely published. 
Patches to resolve identified software vulnerabilities must be installed within a reasonable period 
following release by the software manufacturer at the point that stability of the patch is known. 

10.17 Trial Licenses 
A County Department may make special request to ISD-IT 

may be used 
for the terms of the license or for, at most, 90 calendar days, whichever is more restrictive. 

10.18 Intellectual Property Management 
10.18.1 Intellectual Property Rights 

The County has legal ownership, and therefore maintains exclusive rights to patents, copyrights, 
inventions, or other intellectual property developed by employees, consultants, or contractors for use on 
County systems, except as specifically excluded by the terms of a contract. This includes intellectual 
property stored on County computer and network systems as well as all messages transmitted via these 
systems. 

10.18.2 Copying and Copyrights 
County personnel may not make copies of software, data, or documentation unless: 
o It is expressly allowed by the license agreement, and 
o It is for official business. 
County personnel who make unauthorized copies of software and data may be subject to disciplinary 
action. 
Storing unauthorized copyrighted information and software is prohibited. 
Upon discovery, ISD-IT may remove unauthorized copyrighted information and software from 
County assets. 
If copyrights exist for the information posted on County websites, copyright notices must be included 
with the page or be readily accessible from the page before any page can be posted. 
All sources in reports and documentation must be credited. Copyright notices must also be included 
with in-house software & documentation. 

10.18.3 Handling Third party Intellectual Property 
Unless specified otherwise by contract, all confidential or propriety information that has been 
entrusted to the County by a third party must be protected as sensitive information. 
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It is the responsibility of each Department Head to ensure that all employees, consultants, or 
contractors who develop programs or documentation, or have access to County-owned intellectual 
property sign a Confidentiality Non-Disclosure Agreement prior to such assignment.
County information (product specifications, databases, mailing lists, internal software, computer 
documentation, etc.) must only be used for the business purposes specifically allowed by the County. 
Use of these information resources for any other reason will be permitted only with written 
authorization by ISD-IT and the Information Owner. 
County software, documentation, and all other types of internal information must not be sold or 
otherwise transferred to any non-County party for any purposes other than County business 
purposes associated with specific third-party contracts or agreements. 
Exchanges of software and/or data between the County and any third party may not proceed unless 
a written agreement has first been signed by ISD-IT and an accountable representative for the third 
party. Such agreements must specify the terms of the exchange, as well as the ways in which the 
software and/or data will be handled and protected. 

the right to access such information terminated. 

10.19 Information Management 
10.19.1 Information Sharing 

There are significant advantages to the sharing of information between departments, including efficiency 
 

Information Owners are responsible for defining the rules and responsibilities for protection of 
shared information. 

10.19.2 Database Administration 
Database administrators will assure that physical design and management of County managed databases 
conforms to the Standards and Preferred Practices. 

10.19.3 Information Classification 
Information Owners are responsible for classifying information according to the standards defined 
below. 

Classifying information requires an assessment of the sensitivity and criticality of information 
resources. 
Care must be applied to avoid over-classification, which may cause unnecessary security 
expenditures. 
The information owner is responsible for informing Users how information may be retained, whether 
in electronic or physical form. This includes whether information may be printed and stored, 
whether individuals not afforded access to electronic records may be assigned custodial 
responsibility for physical forms of the same information, how electronic storage must be 
maintained, including retention, archive and restore. 
It is the informa
information resources must be properly displayed on all copies and in all forms of that resource, 
including on-screen displays. 

10.19.3.1 Private or Confidential Data 
Private or confidential data is County-held information requiring defined access and distribution 
controls. If released to the wrong individual, private or confidential information may have immediate 
or future detrimental effects. Specifically, release of private or confidential information could 
compromise individual privacy or expose information systems to exploitation. 
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Some data collected and maintained by the County are protected from public disclosure through 
various privacy and confidentiality statutes, and thus, are not available under existing public 
information laws. 
Information Owner consent is required before granting access or releasing information.

10.19.3.2 Restricted Data 
Restricted data is information that by law requires strict access and distribution control. Protection 
measures are prescribed by State and Federal laws and regulations which place stringent privacy and 
security requirements on some or all the data. Examples of restricted information include personal 
health information (PHI), system documentation, and details about the operating environment 
hosting such PHI. Information of this nature is sensitive and could have immediate detrimental 
effects if released to the wrong individuals.  

Access approval processes are developed for each restricted system. 
Only County personnel approved by the Information Owner are authorized access to restricted 
information. 
The information owner retains classification authority, access control, and distribution control 
responsibilities. 

10.19.4 Guarding Sensitive Information 
It is the responsibility of everyone granted access to sensitive information to assure that the protections 
and security of the information is not breached. ISD-IT is responsible for assuring that the infrastructure 
necessary to safeguard County information is managed and protected in a manner that maintains a 
consistent and reliable communication, processing, storage, and archiving environment. ISD-IT is 
responsible for evaluating, procuring, and configuring the protective technologies required to support 

ISD-IT is further responsible for working with County 
departments and Information and Application Owners to assure that system and electronic processes 
that require additional protection, such as encryption, are identified and inventoried. 

When information resources are associated with each other in such a way that access to one such 
resource enables access to the other associated resources, then all such resources must be assigned 
the highest classification of any such resources. 
Third parties must be prevented from collecting significant amounts of information. 
The original source may be retained for archive purposes if it is required by the information owner. 
Unauthorized browsing on County systems and networks is not allowed and is monitored. 

 

10.19.5 Transferring Sensitive Information 
Sensitive information may not be transferred by County personnel to any individual or entity via the 
public internet or other insecure means. 
Sensitive information may not be transferred to any individual or entity that is not specifically 
authorized by law or regulation. 

10.19.6 Sensitive Information on Local Devices 
County personnel must not store confidential, restricted, or protected information on any desktop, 
laptop, or mobile hard-disk drives unless they can first demonstrate to ISD-IT that adequate 
information security measures are employed consistent with the Standards and Preferred Practices. 
Information and Application Owners must approve the requested local use of sensitive information. 
Equipment with hard drives that contain sensitive information may not be reassigned, even if the 
sensitive information has been deleted. Prior to reassignment, hard drive media must be sanitized 
prior to re-  
Prior to de-commissioning or destroying equipment, hard-drive media must be sanitized according to 
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10.19.7 Storing Sensitive Information 
All physical forms of sensitive information must be stored in a locked cabinet or desk drawer when 
not in use. 
Computer storage media must be classified to reflect the highest classification level of the 
information it contains. To avoid constantly changing data classifications: 
o Sensitive information may not be stored on County desktop computers unless security features 

actively protect desktop-level access. 
o Sensitive and non-sensitive information may not be co-mingled on removable storage media. 
o Sensitive information may not be stored on personal-private computers without specific 

authorization by the Information and Application Owner with agreement by ISD-IT. 
All information storage media containing sensitive information must be physically secured when not 
in use. 
Personnel who remove computer-related equipment containing sensitive information from County 
premises must adhere to the double protected lock standards (e.g., placing a portable computer, 
which contains password protected data, in the trunk of a vehicle.) 
Information and Application Owners must review the titles or other descriptions of the sensitive 
information for which they are responsible each year to determine whether the information is still 
classified appropriately. 

10.19.8 Backup and Recovery 
For those systems within the custodial control of ISD-IT, backups must be carried out by qualified 
ISD-IT personnel on the routine established by the Information and Application Owners. 
For those systems not within the custodial control of ISD-IT, the Information and/or Application 
Owners are responsible for the integrity of data and are independently responsible for devising 
backup and recovery routines. 
Recovery methodologies must be designed based upon the critical availability requirements of the 
sensitive information. 

10.19.9 Archiving and Retrieving 
Information and Application Owners must jointly define rules for archiving of sensitive information 
based on business requirements and the nature of the sensitive information. 
Archived information may only be retrieved by individuals with authorized access to the archived 
information based on a need to know. 

10.19.10 Deleting 
Information owners are accountable for collaborating with ISD-IT in defining media sanitizing 
practices for deleted sensitive information. 

10.19.11 Purging 
Sensitive information will only be purged from County systems based on direction from Information 
and Application Owners. 

10.19.12 Media Sanitizing 
Media that cannot be used again (e.g., paper) must be physically disposed of according to disposal 
standards. 
Media that might be used again (e.g., memory cards and disks) must be overwritten, degaussed, or 
physically destroyed. 
Computer sto
for service or before being destroyed. 
The sanitizing of media containing sensitive information must be certified in writing. 
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10.19.13 Electronic Protection Measures 
Appropriate electronic protection measures must be in place for information that is defined as 
sensitive under federal or State law, regulation, or County policy when in active use and when stored 
or archived.
ISD-IT, in collaboration with the Information Owner, is responsible for developing electronic 
information management methodologies that protect sensitive information. 
Such methodologies will be determined on a case-by-case basis according to business requirements.  

10.19.14 E-Mail 
Without positive knowledge of how mail is handled at each gateway and by each server, senders cannot 
guarantee that e-mail messages remain under the control of County systems. 

Sensitive information may never be mailed using group address lists. 

10.19.15 File Transfer 
Sensitive Information may only be transferred via secure connections as deemed secure by ISD-IT. 

10.19.16 Copying and Printing 
Printing and/or copying of sensitive information is permitted only if authorization is conferred by the 
Information and Application Owners as required by established business process and only for the 
conduct of County business. 
Printed or copied sensitive information must be physically controlled but does not need to be 
tracked unless specifically required by an established business procedure. 
County personnel must attend equipment when printing sensitive information. 
When printing multiple-page documents containing sensitive information the User must assure that 
all printed pages have been retrieved from the printer. 
Waste copies and draft copies containing sensitive information must be destroyed according to 
County policy. 
Any third party contracted for copying, printing, formatting, or other handling of sensitive 

-disclosure agreement. 

10.19.17 Disposal 
Physical material containing sensitive information (including waste material that contains 
Confidential or Restricted information) that is no longer required in physical form must be disposed 
of in a manner that assures the information cannot be accessed, reconstructed, or used for 
unauthorized purposes. 
The disposal of physical material containing sensitive information must be certified in writing.  

10.19.18 Equipment Location and/or Relocation 
Location and relocation of equipment that contains sensitive information may not be carried out 
without the approval of the Information and Application Owners. 
Equipment move plans must have the approval of ISD-IT and must be accomplished by authorized 
ISD-IT personnel. 
Location of equipment containing sensitive information must conform to the defined privacy and 
confidentiality requirements of the information/application. 

10.19.19 System Administration 

files, including private files at the request of the Information and/or Application Owners. 
Security, Database, and/or Network Administrators who discover sensitive information stored in an 
inappropriate location, unlicensed applications, or other unauthorized information, must document 
the violation, and contact the IT Compliance Manager. 
ISD-IT will respond to the incident and assess risk to other County systems. 

Exhibit F

F-40



41 | P a g e  

 

Security Administrators and System Administrators may not read, use, or manipulate sensitive 
information not within their specific assigned and authorized information owner responsibilities.

10.19.20 Hardware Decommissioning 
Decommissioning of hardware that contains sensitive information may not be carried out until all 
storage media are wiped clean. 
Hardware that is to be decommissioned may not be stored pending disposal unless the storage 
media containing sensitive information has been cleaned. 
Formatting storage media is not an acceptable means of cleaning. 

10.19.21 Administrative Protection for Sensitive Information 
Information and Application Owners are responsible, in collaboration with ISD-IT, for completing 
periodic information criticality and risk assessments for sensitive information for which they are 
accountable. 
Risk assessment outcomes define potential adjustments to information management procedures. 
ISD-IT is responsible for establishing routine internal audit procedures and assigning responsibility for 
managing security of sensitive information. 
County personnel who misappropriate sensitive County information may be subject to criminal 
penalties defined by the California Penal Code. 
In the case of protected health information, an individual who inappropriately divulges such 
information may be subject to financial penalties defined by the Health Insurance Portability and 
Accountability Act. 

10.19.22 Inventory of Sensitive Information: 
All computing devices that hold sensitive information will be identified and an inventory will be 
maintained that describes the type of sensitive information and any specific management 
requirements for the specific device and the specific information.  

10.19.23 Declassifying or Reclassifying Information 
Only the Information Owner can downgrade or declassify information. 
Information Owners may upgrade classifications as required. 
As information classification is upgraded the Information Owner must take immediate action to 
inform Application Owners, System Managers and ISD-IT of the new classification and access 
restrictions. 
Information Owners must conduct a periodic review to ensure sensitive information for which they 
are responsible has been accorded the appropriate level of protection. 
Information that is no longer deemed sensitive but still required (potentially for archival purposes) 
may now be reclassified as non-sensitive Public Information. 

10.19.24 Encryption 

requirements for selection and implementation of encryption systems to support protection of sensitive 
information. 

security requirement for cryptographic modules, which is the federal standard for encryption of non-
classified information. 

10.19.25 Privacy 
partners and customers have a right to expect that the personal information they 

share with the County to effect government services will remain private. 
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10.19.26 Public Information Management 
Public information is information that has been declared public knowledge by someone with the 
authority to do so, such as the Information Owner or County Counsel, and can freely be given to anyone 
without any possible damage to Fresno County. Non-Sensitive public data is information that is available 
in the public domain, or it is County information that may be made available to the public. 

The Information Owner is the classification authority. 
Owners and managers having custody of public information have a responsibility to keep the 
information intact and unmodified. 
Requests for public information must be referred to County Counsel for determination of the 

 
Only County Counsel may decide if the information can be provided freely without any possible 
damage to Fresno County. 

10.19.27 Information Archive and Retrieve 
Archiving of data is required for long-term storage of inactive electronically maintained information. 

Archive and retrieval process details will be included within Disaster Recovery Plans for each critical 
system/application. 

Exhibit F

F-42


